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EpyaoTtnpiakil Aoknon 6
MpwTtdékoAAa ARP ka1 ICMP

O oKomd¢ avToL ToL gpyacTNpiov givar 1 Tepartépm e&€taom TV tpwtokOAA®wv ARP, IP kot ICMP
LEGM TNG KATAYPOPNS KOl TOPATIPNONG TOV TEPIEXOUEVAOV TOV TOKETWV TOV AVTOAAAGGOVTOL KATH
™ S1dpKELD TG YPHONG TOV EVIOAMV ping Kol tracert.

Onwg kot 6To TTPoNyovpEVo epyacTthplo, Ba epyacteite pe to mpoypoupa Wireshark. Edod Oa
ypnowonomoete 1t Aesrtovpyio Capture pe @iATpo, OCTE TO. TAOIGIO TOL KOTOYPAPOVTOL VO
TEPLEYOVLV KATOWL CLYKEKPIUEVA YopakTnplotikd. YmevOopileton Ott 10 @iATpo OmEKOVIONG
(Display), mov emAéyete and 10 puevol Analyze, pmopel va (am)evepyomombetl omoladnmote oTiyun
KOTA TN O1dpKELD TNG KATOYpaPNS, KaODS emiong Kot LETA TNV OAOKAN PG VTNG, TPOKEUEVOL VO,
amokpUTTEL (AmoKoAOTTELY) Kamow and To GLAANEOEVTO TAdicta, evd T0 @IATpo GOAANYNG, oL
emAéyete amd 1o pevov Capture, evepyomoleital TAvVTOTE TPV EEKIVIGEL 1] S10OIKAGTO KOTOYPOOT|S,
LE OMOTEAEGLO VO KOTAYPAPETAL LOVO €val LEPOG TV dlepyopevev mhaciov. TIAnpoeopieg yio ™
ocuvtaén TOL eiAtpov GUAANYTG umopeite va Bpeite otV 1ot00éom
http://wiki.wireshark.org/CaptureFilters. T'io va kévete po Kataypaen pe ¢idtpo, omd 10 pevol
Capture->Options... o100 mopdBvpo mov Oo eppavicBel kot oto medio dimia amd 10 KoL
“Capture Filter” mAnNKTpOAOYNOTE IO AOYIKY] €KQPOCT] GOUPOVN HE TN ovvtaln tev @iltpov
KaToypaeng Kot méote Start yw vo opyiocet n kotoypoer. ['a mm doun Tov emke@oAidmv TV
TPOTOKOAA®V ™mg covitog TCP/IP ocvpPovievdeite mv 16T0GEMOO
http://www.networksorcery.com/enp/default0604.htm emAéyovtac to “IP protocol suite” amd to
apLoTEPO TNG LEPOG KOl GTT) GLVEYELD TO TPMTOKOALO TTOL GOG EVOLUPEPEL.

1 EvroAn ping OTo TOTTIKO UTTOOIKTUO

[Ipotov Eekvnoete TV AOKNOT OOEACTE TOV TIVOKO arp TOV LTOAOYLOTH OOG EKTEAMVTAG TNV
eVIOM] arpclear og éva mapabupo eviod®v (1 arpclear givol lwodvvoun pe v arp —d v
omoia, Oupmg, o ypnotng labuser de umopei va ektedécel elhelyel SIKOIOUATOV). TN GLVEXEL
ONUoVPYNGTE éva GIATPO GUAANYNG, MGTE VO, KATAYPAPOVTOL LOVO TO TAOIGLO TTOV TEPIAAUPAVOLV
™ devBvvon MAC 1tov vroAdoyiot) cag. Kataypayte ta diepydpeva mhaicio étav kdvete ping oe
VTOAOYIOTH TOV TOTIKOD OIKTOOV, T.X. KMoV SumAavo cag. Na ypnoyonmombel 1 eviody ping
<& LeUbuvon IP>. Ilpocoy: Zvvevvonbeite ue tov OImAovo cog ®OTE Vo, unyv KOVETeE ping
T00T0)Npove. 0 évog mpog tov dllo! Tlapotmpeiote Tov mivaxka arp HETA amd TNV eKTEAECT TNG
EVIOM|G ping. AoV TEAEIDCEL M KOTAYPOQPY|, €POPUOCTE £vol OIATPO aAmEKOVIONG, DOTE Vi
napapeivouv povo miaicia oyeTilopeva pe ta tpwtokorlia ARP kol ICMP.

1.1 Kotaypdyte ™ ovvtoén Tov  @IATpov GOAANYNG TOL  YPNOLOTOMCUTE MOOCTE VO
cLAAapPBavovtal povo ta mwhaicia wov meptlapupdvoov ™ devbuvon MAC tov VTOAOYIGT
oG,

1.2 Kotayphyte ) cOvToén TG EVIOANG TOL XPNGLLOTOCATE Yo Vo EAEYEETE TOL TEPLEYOUEVA
TOV T{VOKo arp TOV VTOAOYIGTH GOC.

1.3  Kotayphyte ™ obvtaln tov @IATpov omeKOVIONG OOTE Vo mopapeivovy pdévo mhoicia
oxetilopeva pe ta TpmtoxoAra ARP ka1 ICMP.

1.4 Me m Ponbewa tov mivaxa arp oto mopdOVPO EVIOADV Kol TNG KATAYPAPNG TOKETMV TOV
Kbvate mopamdve, e&nyelote TOV oKOMO TV TAKETOV  TPOTOKOAAoL ARP  mov
avVTOALQYOMKOVY.

1.5 TIIéca pnvdparta tomov Echo request tov mpwtokoirov ICMP napatnpnoarte;

1.6 E&etalovtog v emkeparido [P tov mponyoduevov punvopdtov ICMP mpocdiopicte 1o
ovopa Tov Tediov TG EMKEPUMONS Kot TNV T Tov Tov mpocdtopiletl o tpwtdkorio ICMP.
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1.7  Kotayplyte v T tov mediov tomov (Type) kot koduwov (Code) g emkeparidoag ICMP
tov unvopdtev Echo request.

1.8  Koartaypdyte T1c Tipes toov mediov tavtdmrag (Identifier) kou tov av&ovra apBpov (Sequence
number) ¢ emikeparidag ICMP evdg unviopatog Echo request.

1.9  Ekt6g and ta mponyovpeva media, moe aAla tedio teprhapfavetl n emkeporido ICMP;

0 IToto lvar To pnKog g emkePaAidog twv unvopudtov ICMP tomov Echo request;

1 ITowo eivor o pnKog Ko mowo to mepleyOpevo Tov nediov dedopévav tav unvopdtov ICMP
tomov Echo request mov mapdyet ) evioln ping;

2 TIéca pmvopata tomov Echo reply tov mpotokdéiiov ICMP AdPare;

3 E&etdlovtag v emikepaiida IP tov mponyovuevov pnvopatov ICMP mpocdiopicte tov
K®dkd mov pocdiopilel 1o mpwtdkoiro ICMP. Eivat i610¢ pe avtdv g epdnong 1.6;

1.14 Kotaypayte v Tiun tov nediov tomov (Type) kot kwdwov (Code) g emkeparidag ICMP
tov unvopdtov Echo reply.

1.15 Me Bdon 11g amavinoelg cag otig epmtnoelg 1.7 ko 1.14, oo and ta wedio Type ko Code
kaBopilet To kKatd moco mpoketon yio unvopa Echo request 1) Echo reply;

1.16 Kotaypayte Tic Tipég TV mediov tavtotrog (Identifier) kot Tov avéovia apBpov (Sequence
number) g emkearidog ICMP g andvinong Echo reply oto uiqvopo Echo request mov
e€eTACOTE YO TNV OTAVTN O™ TG epdTNong 1.8.

1.17 Tlowog eivar o poéAog TV medimV TOLTOHTNTOS KO TOV avEOVTA AplOHoy oTNV EMKEPAUAISQ
ICMP tov  unvopdtov  Echo;  [Ymooeiln:  ZvuPovievbeite v 10t00eldion
http://www.networksorcery.com/enp/default0604.htm emiréyovras 1o “IP protocol suite” amo
TO OPIOTEPO THG UEPOS KO aTh ovVEXELQ T0 TpwTokoAio ICMP ato 0eli16 s uépog. Aafaote
T1¢ Aemrouépeieg mov apopovy to. unvouato ICMP tomov Echo request]

8 Ilowo eivan to pnxog g emkeparidoog unvopdtov ICMP tomov Echo reply;
[Toto &ival 1o pPKOG Kot OO TO TEPLEYOUEVO TOL TEDIOV dedOUEVDV TV pnvopdtov ICMP
tomov Echo reply mov mapdyel n eviod) ping;

1.20 Awgépet autod to mepieydpevo omd 1o avtiotoryo tov unvouatog ICMP tomov Echo request;

1.21 Tlog oyetiCovtat o1 avtairayég Tov pnvopdtov ICMP pe to amotehéopata TG EVTOANG ping
670 TopdBvpo EVIOADV;

ZeKIVNOTE TOAL TN O1001KOGT10 KOTAYPOPNG TOV TOKET®V UE TO 1010 PIATPO GOAANYNG KOl EKTEAECTE
MV €VIoA] ping mpog pa oevbuvon IP tov vmodiktvov cag mov dgv aviictoyel oe evepyd
vrodoyiot. [ va Bpeite pia tétown dedBuvon, odokipdote oty tHYN Oevbivoelg P tov
VIOOIKTVOV co¢ otV eproyn 147.102.38.16 péypr 147.102.38.50. Apov TeAe1dOEL I KATOY PP,
EPapPUOoTE €vo. QIATpo omewoviong, Gote va mapopeivouy povo mhaicia oxetilopeva pe To
npwtdkorro ARP ko ICMP.

1.22 Tloca maxéto. ARP request otdABnkav ywo v emidvon g dedvBvvong tov un gvepyol
VTOAOYIOTN;

1.23 Kd&Be mote otéhvovtan; [Ymooeiln: Ano to uevod View umopeite vo emilélete Time Display
Format = Seconds Since Previous Displayed Packet.]

1.24 TI6ca pnvopato ICMP ctarOnkav;

1.25 Tlog oyetiCovtor o TPONYOVUEVO HE TO OOTEAEGUOTO TNG EVIOANG ping oto mapddvpo
EVTOADV;

2 EvroAn ping og dAAo utmrodikruo

[Ipotob Eekvnoete v AoKNoN, TOPOTNPEICTE TOV TIVAKO arp TOV VTOAOYIGTH COC. XTH GLVEYELD,
YPNCLOTOIDVTAG TO GIATPO CUAANYNG TV TPONYOVUEVOV EPOTHCEMV, KATAYPAYTE T SlEPYOUEVOL
TAoiclo OtV KOVETE ping G€ £vov LIOAOYIOTY| €KTOG TOL TOTKOL dkTOOL. [l TO GKOTO AVTO,
YPNOWOTOIEIOTE TNV €VTOAN ping oe pie amd 115 akdAovdeg devbBbvoelg 147.102.1.1,
147.102.7.1, 1 147.102.40.1. A@ob TeEAEW®OEL M KATOYPAPN EQUPUOCTE QOIATPO
OTEIKOVIONC, MOTE VO, Topapeivovy Lovo mhaicta oyxetilopeva pe o TpoTokoAlo ARP kot ICMP.
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2.1  Kortayphwyre 11g d1evbovoeig IP mov mepiéyet o mivakag arp petd tnv mopamdve Kotoypaor.

2.2 Emié€re éva pnvopa ICMP tomov Echo request. Kotaypayte t dievbBuvon MAC tov
QTOGTOAEN KOl TOV TOPUANTITH TOV AVTIGTOLYOL TANLGIOV.

2.3 Kotaypayte t1c d1ev0ivoeig IP (amootoréa kot mtapainmen) tov makétov [P mov petapépet 1o
uvopo ICMP tonov Echo request;

24 Ou mapomdve oevbivoelg MAC oe moteg dwevbovoelg [P aviietoyobv; [Yaodeiln:
Xpnoworoieiote tyy evioA ipconfig /all ko1 tov mwivako arp tov epwtiuatog 2.1].

2.5 Tlopamnpnoate mokéta TpowtokOAlov ARP kotd v Kataypagn;

2.6 Avvai, molog ftav 0 okomdg toug; Edv dyt, artiodoynote yati dev vanpéav.

A@o0 OmEVEPYOTOMNGETE TO TPONYOVUEVO GIATPO AMEIKOVIONG, EQOPUOCTE £vo VEO QIATPO
anekdvione, dote vo toapapeivouv povo unvopoto ICMP tomov Echo request.

2.7 No kotaypoeel n oovtaén tov eidtpov. [Yrodeiln: Zoufovievteite Tic amovinoels oog otig
epwtnoelg 1.7 ko 1.15]

2.8 Kabe note otéhvovrtar ta unvopata Echo request tov mpwtokdiiov ICMP; [Yrooeiln: Ano o
uevov View umopeite vo. emirélete Time Display Format = Seconds Since Previous Displayed
Packet.

AQOV OmEVEPYOMOMGETE TO TPONYOVUEVO OIATPO OmEKOVIONG, £Qapudote €vo vEo @IATpO
OTEIKOVION G, MOTE Vo, Topapeivovy povo unvopota ICMP tomov Echo reply.

2.9 Na xotaypagel n obvtaén tov. [Ymooeiln: Zoufovievteite Ti¢ amavinoels 6og oTiS EPWTHTELS
1.14 ko 1.15]

2.10 TTopamnpodvtog Tic TYWEG TOV TEdIWV TG EMKEPOAdAG TV Takétmv IP mov petagépouvv to
unvopo ICMP tomov Echo reply, e€nyeiote mmg mpokdmtel n tiun ¢ mapapétpov TTL mov
epeavifetot 6T AMOVTAGELS TOV TOPaBHPOV EVIOADV.

HEKIVIOTE U0 VEQ KOTOYPOQPY] LE TO TPONYOVUEVO QIATPO GUAANYNG, OTOV EKTEAEITE TNV EVIOAN
ping o€ évav LTOAOYIOTH €KTOS TOV VAOOIKTVOV ©0G, TOL OV givol evepyog (m.y. oTov
147.102.40.40). Otav teAeld0el N KATOYPAP EQAPUOCTE £vo. GIATPO OTEWKOVIONG, DOTE VO
mapapeivouv poévo miaicia oyetilopeva pe to tpwtdéxoriro ICMP.

2.11 Iowot tomor unvopdtov ICMP gppaviCovtor;

2.12 Kabe néte otéhvovtan ta pnvopata tomov Echo request tov tpwtokdéirov ICMP;

2.13 Ze 11 dopépel | Kivion mov Kataypayate 6E oXEGN LE TNV avTioTolyn OTov EKTEAEGATE TNV
ping mpog po devbuvon IP evtdg Tov VTOSIKTVOV GG, TOV OEV AVTICTOXEL GE €veEPYO
vroloylot (epdtnua 1). Artioloynote T dtapopd.

3 EvroAn tracert

v gpyactnplokn doknon 4 €idate Ot n ddpoun} Tov akolovbel £vo TOKETO 0TO JLOOIKTLO,
umopel va aviyvevbel pe v evioAn tracert. Mmopeite dpmg va AdPete Ta 1010 anoteAéopata
KOl [LE O1000YIKEG EKTEAEGELS TNG EVTOAMC ping.

HEKIVIOTE U0 VEQ KATOYPAPT TNG OIKTLOKNG KIVIONG YPTOLOTOUDVTIOG TO TPONYOOLUEVO QGIATPO
oOAMNYNG, OTav ekteAeite TV eviod] ping -n 1 -1 X www.edet.gr. Eekwnote Bétovrag
™V T TS ToPpapéTpov X = 1 Kot avENoTe TN ook katd 1 péypt va mtavoetl va eppavileton
TO UAVOUO TTL expired in transit. OTov TEAEUDGEL M KATOYPOPY| EQOUPUOCTE Eva OIATPO
ATMEWKOVIONG, OCTE VO Topapeivouy povo mhaicie oyetilopeva pe 1o tpmtékoiro ICMP.

3.1  Tnv tun motov mediov g emkepoiidag IP emmpedlel n Ty g mopapéTpov X;
3.2 Tlow glvar  eAdylotn TN TG TAPAUETPOL X Y10 VO PTACEL TO TOKETO GTOV EELTNPETNTN
10100 www . edet .gr;
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3.3 Zyedidote éva amAid Odypappo TG Odpoung péxpt tov koupo www.edet .gr OTOL va
epeavifovron ot drevbvvoelg IP tov evdiapecmv kOuwv. [Yaodeiln: Mropeite vo. oravtioete
ue ™ Ponbeia tov mopoaBopov eviolwv, mopotnpavias ™ oevboven IP tov amocroréa g
OmAVTNONG Reply from <IP address>: ... TOD EUQPOVILETOL Y10, KOOE 0100 KN EKTEAEDN
¢ ping.]

3.4 Tlowov dAro tomo unvopatoc ICMP rapoatnpeits;

3.5 o glvan  tipn Tov tediov tomov (Type) kot kwdwov (Code) g emkeparidog ICMP ya
TO TPONYoLLEVO €ld0g unvopdtov ICMP;

3.6 Tlowo &ivor 10 PRKOG Kot TOW0 TO TEPIEXOUEVO TOL TESIOL OESOUEVMOV TOL TPONYOVLEVOL
UNVOLOTOG ICMP; [Yrooeiln: 2ouPovievbeite mv 10T0GEALOO.
http://www.networksorcery.com/enp/default0604.htm emiléyovrog to “IP protocol suite” amo
70 QPIOTEPO THS UEPOS Kol ot ovVEXELN T0 TpwTokoAlo ICMP oto deio s uépog. Aiofaore
71 Aemrouépeies wov opopovv to unvopate, ICMP tomov Time exceeded]

XPNOWOTOUDVTOG TO GIATPO COAANYNG TOV TPONYOVUEVOV EPAOTICEMV, KATUYPAYTE TN OIKTLOKT
kivnon otav ektedeite v eviod] tracert -d www.edet.gr. Otav telei®oEL 1| KOTOYPOOT
eQopUOOTE Eva OIATPO amelkdviong, ®OTE vo. mopapeivovy uoévo miaicwo oyxetilOpeva UE TO
npmtoKoriio ICMP.

3.7 Tlooeg 1prédec ICMP unvopdtov amootéAlovion kot tdoeg Aappdvovtarl;

3.8 Tuamotélecpa éxel n emhoyn —d KOTA TNV KANON TG tracert;

3.9 Koartaypdyte v Tiun tov mediov Protocol g emkeparidog IP evog unvopatog ICMP tomov
Echo request mov otélvetat katd TV KANoN TG tracert.

3.10 T xéBe tp1dda pnvopdtov kKataypdyte ) devbvvon IP tov mapainmtn tov unvOHOTOS
ICMP tomov Echo Request kot ) dievbuvon IP and dmov Epyetar n amdvinon.

3.11 Kotaypdyte t1¢ TIéc tov mediov time to live (TTL) tov maxétov IP yio kdbe tprada
unvopdtov ICMP Echo Request.

3.12 Kotaypdyrte Tic avtiotoryes Tipég tov mediov time to live (TTL) yio ke Tp1dda omavInoemV.

3.13 Tl o1 mpdTot kOpPot TG dtadpoung amavtovy pe pipvopa ICMP tomov Time Exceeded, evo
o tehevtaiog pe ICMP tomov Echo Reply;

3.14 Tlotwo eivan T0 URKOG Kol To TEPEXOUEVO TOL TTEdiov dedopévav Tov unvoudtov ICMP torov
Echo request mov mapdyet n eviol) tracert;

3.15 Zvuykpivete 10 mOpAmTAVEO PNKOG Kol TEPLEXOUEVO TOL TESIOV OEOOUEVOV LE TO OVTIGTOLYO
otV mepintwon g evions ping (Epdmon 1.11);

H mopoyn tétowog Aemtopepols TANPOEOPNONG GYETIKA LE TN OWOPOUN TOV TOKET®V MTOV
OTOOEKTY| OTIG OPYIKEG NUEPES TOL SLOKTVOV. Apydtepa OLmG dpyioe va Bempeital TpoPANUATIKY
v Aoyovg aceareiog. H mAnpopopnon mov umopel va AdPel kavelg pécsm tng evtoAng ping
YPNOUOTOMONKE o 100G Kol GKOVANKLA Y10 VO EVTOTIcOVV TBovovg 6TOY0LS Yo TV eEATAMOT
tovg. Emiong, n tracert ypnoponomdnke cuyva amd yOKePS Yo Vo OTOKTIGOVV YVAOOT GE GYEON
HE TNV OopYUTEKTOVIKN (ETOPIKOV) OIKTO®V Kol OTN GLVEXEWL Vo ekpetaAievfodv mbavég
TPOTOTNTEG KOUP@V 1 vToAoYIoTAOV. [V avTd apKeTd dikTLa APYLICAY VO PIATPEPOVY GTA OPLIL TOVG
ta unvopato ICMP tomov Echo Request. Etol, ev yével, umopel Kamolog va pet ) dtadpoun péypt
™V aKpn evog (eTaptcov) d1kTHOL, AAAE O)L TN S100POLY| GTO ECOTEPLKO TOV.

Avrtioctoya, og Asttovpyikd cvothuato 6mtmg to Windows XP SP3 1 mpokaBopiopévn emhoyn ival
va euitpapovv ta pnvopata ICMP tomov Echo Request, mapdtt to mpdtuvmo RFC 1122 opilet 6Tt
kéBe voroyiomg (host) mpémet va d€yeTon Ta pnvopata ICMP thmov Echo Request ko vo amovtd
pe ICMP tomov Echo Reply. Tlapoéia avtd ap@dtepeg ot eVIOAEG €ivor y¥pNOULOL dOyVOCTIK
epyareia kot BonBovv apketéc popég oty emilvon mpoPAnudtov (dpoporldynonc) n oty ebpeon
TOV TANGLESTEPOV KOUPOV T.Y. Y10 TO KATERAGUA ONUOPIADY apyEiwV.

Etvor onpavtikd opmg va yiver kotavontd 6t n fdon Aettovpyiag tng EVIOAG tracert dgv glval
n andvinon oto pvopa ICMP tomov Echo Request, adhd m mapoaymyn g £vOeEng c@AALOTOS
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(TTL expired in transit) mov oyetileton pe v emkeparido tov moakétov IP. ‘Etor n avtictoyn
vAomoinomn g evioM|g tracert tov Windows, ota Asttovpyikd cvotipote Unix/Linux, mov
ovopdletar traceroute, mapovcdlel v e&Ng Oapopd: avtl vo otéhvel gl oEpd ond
unvopoto ICMP tomov Echo request otov mpoopiopd, 6nwc svpPaivel oto Windows, ypnoiomoret
dedopevoypappata UDP pe Bbpa mpoopicpov oty meproyn and 33434 ¢mg 33534. Ko otig dvo
viomomoels, N TN g mapapétpov Time-to-live (TTL) kéBe maxétov apyiler amd v T 1 ko
avéaveral katd 1 yuo kdbe dadoyikn amootoAr|. Kdbe dpoporoyntig xatd unkog g Stadpoung
npog Tov mpooptopd, pewwver o TTL xatd 1, mpotod mpowbncetr 1o maxkéro. Otav to TTL
undevichet, o dpoporoyntg opeirel va oteider unvopo ICMP tomov Time Exceeded oty mnyn. H
dwdpoun PBpiokeron e€etdlovrog ta pmvoparto Time Exceeded. AEilgl va Toviotel 6Tt 1| TOPAPETPOG
TTL, doyeta pe 6,Tt LVTOIMADVEL TO OVOUL TNG, OEV €XEl KOUIOL GYEOM HE YPOVIKN OBPKELQ.
Exopdaler amhé to péyioto apfud koépPov amd tovg omoiovg pmopei va mepdoet Eva maxéto 1P
HEYXPL TOV TPOOPICUO TOV, AGYETA OO TN XPOVIKY dtdpKeW TOv Ta&ldlo0 avtod. Ag onuelmdei 6Tt
oto Unix/Linux, 1 evtoA] traceroute umopel eniong va ypnoponomoset 1o tpwtdékoriro ICMP
av KAnOel pe v emioyn — I, evd 01 o TPOGPATES VAOTOUCELS TNG LWITOPOVV VO YPTCLLOTOGOVY
kot 0 mpwtdkordo TCP pe v emhoyn —T. Me 1 ypnon TCP oe apketés mepummtdoelg eivat
duvatd vo, dlamepacTovV To TElYN Tupaceaietlag (firewalls) péom Bupmdv mov givol avoiktég yio
TOUG VTOAOYIOTEG mov  Ppiokovtal micw Tovg, otédvovrog tepdyww TCP  SYN, avti
dedopevoypappata UDP 7 unvopatoa ICMP tomov Echo Request.

3.16 Iowr Ba Mtov M T tov mediov Protocol tov avrtictoryov maxétov IP mov otéhver o
VTOAOYIOTNG GaG, €AV avTi TNG EVIOAG tracert, glye ypnowonombein traceroute (amd
Unix/Linux) pe toug €€Ng tpoOmovg:

1. traceroute <tpooploHOC>
1. traceroute —I <npoopiopdc™>

iii. traceroute -T <npoopiopdc™>
3.17 Twl ta pnvopata ICMP g evtoAng tracert (amd6 Windows) dev meptlappdvouv apBuod
60pag TyNg Ko TPoop1oHov;

4 IP options

[Tinpogopieg yio t dwadpoun oto diktvo pmopel vo AAPel Kaveig Kol HECH TNG EMIKEQPOMONG TMV
nokétwv [P. H mhetovomrta tov taxétov I[P nepiiapfdvouy ) cuvin emkeparioa tov 20 byte pe
to edio wov €idate otTig mponyovueveg acknoelc. Ot dnuiovpyol tov IPv4 duwg mpoéPreyav
dvvatdtto PETA TOo otabepd pépog (20 byte) g emke@aAidag va aKoAovOOLV TPOOPETIKES
emhoyég (options). OAot ot Spoporoyntég amorteiton va Tig dtafalovy Kat va evepyolv KaTdAANACL.
Ouwg, 10 péytoto unkog emkepaidoag IP eivanr 60 byte, ondte uoévo 40 byte eivor dabéoipa yo
TPOaIPETIKEG eMA0YEC. Ot mo cvuvnbelg €& avtmv oyetiCovion pe tn dpopordynon mnyng (Source
Routing), v kataypaen dwdpoumdv (Record Route) kot v xotaypoaer) ypoévev (Time stamp).
2V TEPIMTOON NG KOTAYPAPNG Odpop®dV, O6Tav 0 OpOoUoAOYNTIG AdPel évo mokéTo pe TNV
TPOULPETIKT EMAOYN TNG KATAYPAPNS OLAOPOUNG EVEPYOTTOMUEVT, Elcdyel TV IP dievbuvon tov ot
0éon ¢ emke@oAidag mov opilel 0 oyeTKOG deikTng, avEdvel Tov deiktn katd 4 Kot Tpowbei To
nakéto. Edv n emkepaiion yepioet, to makéto mpombeitan ywpic v kotaypoer| g oievbvvong IP.

Mmnopeite ebxola va moapdyete mokéto [P pe emkepoloeg mov mEPLEYOVV TPOUPETIKEG EMIAOYES
YPNOWOTOI®VTAG TNV €vToA] ping. ILy., n emloyq -r otV &vtoAn ping g&vepyomolel v
kotoypapn (recording) twv oevbivoewv IP katd pfixog g dwdpouns. [[o meprocdTEpEC
TANPoPopiec oxeTIKEG e TN cVvTaén TG EVIOANG ping mnyaivete oto Start =2 Help and Support,
010 mAaicto Search minktpoioynote “TCP/IP utilities” ko téAog emiéEte v evtodn ping]. [a
™V doknon ot OPWS B ¥PNCILOTOGETE TO GTOLYEID TMV TOPASELYUATOV TOV TopoTifEVTOL.

5.
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Kotd 10 mapelBdv, 1 ektéleon ™G EVIOMG tracert and Tov vmoAoylot) 147.102.40.164 pe
TPOOPIGHO TOV VTOAOYIOTH nic.grnet. gr, £dve v akdilovdn £€odo:
C:\>tracert nic.grnet.gr

Tracing route to nic.grnet.gr [194.177.210.210]
over a maximum of 30 hops:

1 2 ms <1l ms <1 ms router.cn.ece.ntua.gr [147.102.40.200]

2 <l ms <l ms <1 ms DbackboneRouter.ntua.ilissos.athensMAN.grnet.gr [195.251.24.70]
3 1 ms 1 ms <1 ms athens3-to-ilissosl.backbone.grnet.gr [195.251.24.226]

4 1 ms 1 ms <1 ms nic.grnet.gr [194.177.210.210]

Trace complete.

C:\>

4.1 Me Bdon v TOPATAVEO KOTOYPAPT OVOYPAYTE GTO GYNUA TOV TopaTifeTtol 610 PLAAGSLO
TV anavinoemv Tig dtevbuvoelg [P tov kopPov g dwdpouns. (Enqpeimon: Ot dievbivoelg

IP ov epgaviovtotl avtiotoryodv oTig SEMAPES TV KOUP®V Katd PAKOS TG O100POUNG TOV
Bpiokovtol wpog TV TAevPd ToV vVTOAOYIGTI) 147.102.40.164).

Koatd 10 moperbov, 1 £€000g amd v ektédeon g ping -n 1 -r 1 nic.grnet.gr (ue
gEvEPYOTMOMUEV TNV KoTaypoer, Oevfdvoemv  xor  agetnpic mTOAM  TOV  LTOAOYIOTY|
147.102.40.164)0t0v:

C:\>ping -n 1 -r 1 nic.grnet.gr
Pinging nic.grnet.gr [194.177.210.210] with 32 bytes of data:

Reply from 194.177.210.210: bytes=32 time=14ms TTL=252
Route: 195.251.24.69

Ping statistics for 194.177.210.210:

Packets: Sent = 1, Received = 1, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 14ms, Maximum = 1l4ms, Average = l4ms
C:\>

EVOD TANKTPpOAOYOVTOG ping -n 1 -r 3 nic.grnet.gr og éva mopdbupo EVIOA®V TOL
{010V VIOAOYIOTN, YO TNV Kataypapn (recording) TPV d1eVBVVCE®MY KOTA P KOG TNG SLOOPOUNG,
Aappavovtay 1 akolovdn £€odoc:
C:\>ping -n 1 -r 3 nic.grnet.gr
Pinging nic.grnet.gr [194.177.210.210] with 32 bytes of data:
Reply from 194.177.210.210: bytes=32 time=9ms TTL=252
Route: 195.251.24.69 ->
195.251.24.225 ->
194.177.210.200

Ping statistics for 194.177.210.210:

Packets: Sent = 1, Received = 1, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 9ms, Maximum = 9ms, Average = 9ms
C:\>

4.2  Zouminpoote, Pacel g €£600V TG EVIOAG ping mov cag d0ONKe, T0 GY UL TOV PVALOL
TOV OTOVINGE®Y, ONUEIOVOVTOS TIG OevBiveels [P 6h@v TV JEmapdv Tov peGOAABOULV.
(Empeioon: Ot devbBvvoeig IP mov kataypdeovior pEo® TG EMAOYNG —F OVTIGTOLOVV GTIG
amEPYOpEVES SIEMAPES TOV KOUP®V NG dtadpopng mov akorovbel to takéto IP).

-6-
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4.3 Tlow eivar m devBvvon tov mpokabopiopévov dpoporoynty| (default gateway) ywo to
VodikTVO OV aviKkeL 0 147.102.40.164; [Yrodeiln: H diedBoven tov vmodiktdov ivou
147.102.40.0/24]

4.4 Tlow eivor m devbBvvon tov mpokabopiopévov dpoporoynty| (default gateway) ywo to
VTOSIKTVO TTOL AVNKEL O TPOOPIoUOS, ONAAON 0 nic.grnet.gr; [Yaodeiln: H dievbvvon
70V VIOOIKTVOV €lvor 194.177.210.0/24]

Exteléote topa v eviod] ping -n 1 -r 7 nic.grnet.gr kot mopotnpeiote v ££000
oL AUPAVETE.

4.5 Tuéyer aAAEEel oV TOTOAOYIO TOV SIKTVOV GE GYEON LLE TIC KATAYPOUPES TOV TaPEABOVTOG;

[Ma v mpaypatoroinon tov teAevtaiov pépovg g doknong, Ba avaivcete v kivion ICMP mov
TOPAYETAL KOTE TNV eKTEAEON NG €VTOANG ping -n 1 -r X www.ucla.edu oamd TOV
vroAoylot) 147.102.40.164, dmov N mapaueTpog ‘X maipvel 0100y IKA Tig TIEG amd 1 péypt
™ péytotn T g mov givor 9. H kivnon éxer Non xotaypagel oto apyeio lab6.cap mov
Bpioketon otov vmoAoyiom] edu-dy.cn.ntua.gr. o va katefdoete to apyeio avtd oTov
VIOAOY1OTN 6aG, TANKTpoloynote ftp edu-dy.cn.ntua.gr og éva mopdbupo eviolmv. Xnv
npotpon] User: TANKTPOAOYNOTE anonymous okoAovBoduevo amd <Enter>, evd otV
npotponny Password: mAnktporoynote to e-mail cag akolovBovpevo amd <Enter>. X
ouvéyela, TAnkTpoloynote 1cd desktop, dote va petapepel o Tomkog katdaioyog oto Desktop
TOV VTOAOYLOTY OOG, ENEITA ODGTE TNV EVIOAN bin, MCTE 1 HETAPOPE apyei®V va Yivel o€ SLAOIKY
popon| kat téhog hash yw va BAénete v npdodo g petagopds tov apyeiov. Ipokeévou va
katefdoete To 1ab6.cap TANKIPOAOYNOTE TNV €VTOA] get lab6.cap [lpocoyn ota uikpa
Ko kepodaia ypauuoto]. TELOC TANKTpOAOYNOTE bye Yo vo teppoticete v gpapuoyn ftp kot
apyiote v avdAivon g katayeypaprpnévns kivnong avolyovtog to 1ab6.cap and 1o Wireshark
(File 2 Open... ka1 emAéETE TO 1ab6 . cap).

4.6 Tlow eivan to unkog g emkeparidog IP ywa kdBe (evyog unvopdtov Echo ko Echo reply
OV TPOEKLYE MO TIG SLOOOYIKES EKTEAECELS TG EVIOAM|G P1ng;

4.7 Timapotnpeite Yo 1o p€yebog g emKePOMONG G€ GYEON HE TNV TN TNG TOPOUETPOL —F  X;

4.8 Xe moio medio tov maxétov IP xataypdpovral o1 devbiveelg IP tov demapdv g dtadpounc;

4.9 Tlb6ceg devBivoelg [P ywpovv 610 Tapandve medio;


http://www.ucla.edu/
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OVOoUaTETTWVUNO: Ovoua PC:
Oudda: Huepopnvia:
Aigubuvon IP: . . . Aigubuvon MAC: - - - - -

EpyaoTtnpiak Aoknon 6
MpwTtoékoAAa ARP kai ICMP

ATIOVTIOTE GTO EPOTHNATA GTOV YDPO OV GAS HIVETOL TAPUKATO KUl GTNV TGO GEAOA €QV
ogv emapkel. To @uALGOL0 aVTO O Tapadodsei otov emprémovta.
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