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EpyaocTtnpiakil Aoknon 8
TELNET, FTP kau TFTP

O oxomdg avTob TOL EpYacTNPiov givar 1 €EETAGT TPOTOKOAA®Y EQOUPUOYNG TOV YPNGLLOTOLOVVTOL
evplTaTe 0T0 JLdIKTVO YL TV TPOGPOCT Kol HETAPOPE apyei®wV omd/TPOC OTOUAKPVOUEVOVG
VIOAOYI0TEC. XT0 TAiclo avutd, Ba efetdoete Tig vanpeoieg TELNET, FTP wov TFTP, pe
BonBeia Tov avaivt) tpwtokdAlmv Wireshark. ESd 0o ypnoonomoete ) Asrtovpyia Capture pe
QIATPO, OGTE TO TAAICIL TOL KATAYPAPOVTOL VO TEPLEYOVV KATOLO CLUYKEKPLUEVO YOLPOKTPLOTIKA.
YrevBopiletor 6t 10 Qiltpo ancwoviong (Display), mov emréyete and to pevov Analyze, pmopel va
(am)evepyomomBel omoladmOTE GTIYUN] KATA T SIUPKELD TNG KOTAYPAPNG, KAOMDG emions kot HeTd
NV OAOKANP®OGT OVTHG, TPOKEWEVOL VO ATOKPUTTEL (AMOKAAVTTEL) KATOW OO To. CLAANPOEVTA
miaicla, eved 10 Oiktpo cOAANYNG, Tov emAéyete amd T0 pevolv Capture, evepyomoleiton navtote
APy Cekvnoel 1 SlodIKOGIo KOTOYPOPNG, LE OMOTEAECUO VO KATAYPAPETOL HOVO £VO. LEPOG TMV
OlEpYOUEVOV TALGIOV.

1. Yrnpeoia TELNET — TELecommunication NETwork (RFC 854)

Me ) Bon0eta Ttov Wireshark, xotaypdyte tnv Kivnon eve Kavete ypron g vanpeciag Telnet Tov
vmoAoylot] edu-dy.cn.ntua.gr (147.102.40.9). Eeopudote @iltpo ocOAinyng host
147.102.40.9 vy va moapatnpeite poévo v Kivnon mov oyetiCeton pe 1o edu-
dy.cn.ntua.gr. T'a ™ ypnion t¢ vanpeocioag Telnet minktporoynote telnet edu-
dy.cn.ntua.gr ot éva mapdbvpo eviolmv. v mpotponr; login: minktporoynote abcd
akolovBovuevo amd <Enter> evd omv mpotponty Password: mAinktporoynote efgh
axolovBovpevo amd <Enter>. Inueidveton 0TL 0 ¥pnotnc abed dev VIAPYEL GTOV GLYKEKPLUEVO
eumpetnT Ko M avayvoplon tov ypnotn Oo amotdyel. XN CLVEYEW TANKTPOAOYNOTE
<CtrI>+] ko1 otnv npotpory Microsoft Telnet> divete v eviodn QUITE yia £€odo.

1.1 Tlowo mpwtdxorro petapopds ypnowonotei to TELNET (TCP 3 UDP);

1.2 Kotayphyte 11 00peg 100 TPOTOKOAALOL HETOPOPAS 7OV  YPNGILOTOOVVTOL Yo TNV
EMKOVOVICL.

1.3 Tow and t1g mapandve 00peg avtiototyel 610 Tpwtoékoiro epapuoyng TELNET;

Evtoniote to pnvopo TELNET mov petapépst v apatn npotponn vy login. [Yrodeiln: o va
EVIOTTIOETE TO TPWTO TOKETO, EMAECTE T0 Tpwto unvouo TELNET, omo to pevod Edit 2 Find
Packet... evepyomoiciote v emidoyn String (avii yio. Display filter), oto medio ovalntnong
minktpoloynote 109N kot téAog matnote to Find].

1.4 Tlopatnpnote TIg AETTOUEPEIEG TOL TOKETOL TOV OKOAOVOEl KOl KOTOYPAWTE TNV EVIOAN
(command) TELNET mov petagpépet.

1.5 Tu onuaivel 1 evtodn avt) yuo ta dedopéva mov akoAovBovv. [Yrodeiln: Avalnreiore tovg
opoug telnet kou “do echo” aro Google (http://www.google.com)/.

And 1o pevov Analyze smhéyovtag Follow TCP Stream, spgavileton mapdBvpo émov pnopeite va
napatnpioete oAdkAnpn w pon g kivnong TCP xoatd v emwkowvovia. Me umie ypopa
napovctaletar | kivinon and v TAEvpd Tov ELINPETNTN, VO pe KOKKIVO 1 Sk coc. Evromicte
™mv mpot mpotpony login (ev avaykn peyebbvote 1o mapdbvpo doTE vo dgite TO TELOG T®V
ypoppav 6mov gpgaviCovrar ot yopaktipeg ASCII).

1.6 Ti ovpPaivel Katd TN HETOPOPE TOV OVOUATOS YPNOTH TOV OMOCTEIANTE UETA TNV TPAOTN
npotpon login;


http://www.google.com/
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1.7  E&nyeiote T0 @OUVOLEVO TTOVL TOPATNPEITE GTO TPONYOVUEVO EPATNHA LE PACT TNV QTAVTN O
ota gpotuata 1.4 ko 1.5.

1.8 Kieiote topa 10 moapdbvpo Follow TCP Stream xot evromiote 1o maxéta [P o6mov
petapépetanr  wAnpoopia yw to Ovopa (abcd). Tloca mokéta IP ypedloviar yo va
petapepbei to dvopo ypnotn; [Yrooeiln: avalyteiore uoévo uetolod twv unpvouatov Telnet
data .. 7mov akxolovBodv to wivouo. telnet mov mepigyer v mpotpomn login, apod
TPONYOVUEVQS EPapuooeTe PilTpo ansikovions 1P .dst==147_.102.40.9/.

1.9 Evtoniote ta maxéto IP 0mov petagépetal n tAnpogopia yio tov kwdikd tov ypriot (efgh).
[Toca maxéta IP yperdlovion yio vo petapepOel 0 Kmdkog Tov ¥pnoT;

AKVp®OOTE TO TPONYOLLEVO QikTPO amekdviong 1P.-dst==147.102.40.9.

1.10 O g&umnpet g OTEAVEL TV MYO TOV XUPUKTP®V TOL KMOIKOV YPNGT TPOG TOV TEANTN;
1.11 THopatmpnoate evtoAr] (command) TELNET “Don’t Echo” mpwv 1 petagopd tov kmotkov;
1.12 EyoMdote v acedieio g vanpeciog Telnet.

2. Ymnpeoia FTP — File Transfer Protocol (RFC 959)

H doxnon avt) avaidet, petadd dAAwv, Toug 000 TpdTOLG Acttovpyiog tng vanpesiog FTP: a) tov
evepyo (active mode) kot ) tov mabyixo (passive mode). H vanpecio FTP £yst v 1daitepdmta
va ypnowonotel 0vo Bvpeg, pia yia "dedopéva’ ko pia yio "evioAés". H Bupa yia Tig evioAég
eréyyov (ftp) eivor ovykekpyévrn. H 0Opa yuo ™ petapopd dedopévov (ftp-data) etvon
OVYKEKPIUEVN OTNV TEPITTMOT TOV EVEPYOV TPOTOL AEITOLPYING, EVED TNV TEPITTMOT TAONTIKOV
TpOTOL  Agttovpyiog mpoodopiletar Suvoapkd. Mo avoALTIKY TEPLYPOEN] TOV SO TPOT®V
Aertovpylog Kou GAAeg mAnpoeopieg vy 1o FTP pmopeite va Ppeite omv  10106€AMON:
http://www.troubleshootingnetworks.com/ftpinfo.html.

Ta Windows mapéyovv o000 SQOPETIKA TPOYPAUUATO — TeEAATES, kabBéva amd To. omoin
YPNOUOTOEL d1opopeTIKd TpOTO Acttovpyiog (mode) Tov FTP: 10 éva givon to mpdypappo pAOL0D
Ttp, evd 10 dAlo PBpioketar evoopatopévo otov Internet Explorer. AAAmote, o1 mepocdTEPOL
mAonyol otov dwbétovv ™ dvvatdotnta FTP, kar tv evepyomolovv yia devBovoeig URI mov
apyiCovv pe Ftp:// (avtiywo http://).

Ot wpodiaypapég tov TpwtokdAlov FTP opilovv pa cepd amd evtoréc, yia Tig omoleg pumopeite va
Bpeite mAnpoeopiec omnv 1otoceAida:  http:/www.networksorcery.com/enp/protocol/ftp.htm.
[Ipéner va onuewmBel 011 o1 eviorég avtég dev vmootnpilovtol 6To GUVOAO TOovg Omd OAEG TIS
viomomoelg mpoypappdtov efummpemntov N medatov FTP. Efvor oxkéun onpovikd va
dtevkpwviotel n dpopd peTald €VIOANG tov mpwrokoiiov FTP ko evioAng tov mpoypouuorog
plood FEp. Kdabe evtoln tov mpoypaupatoc eroov FEP emtedel pia cvykekpipuévn Asttovpyio
oV TP®TOKOALOL FTP kot yio Tov 6komd avtd petappaletol o€ pio 1 TEPICCOTEPES EVIOAEG TOV
TPOTOKOAAOV, 7oV petagépovior o avtiotoyya pnvopoata FTP. KobBohg ypnowyomoteite to
npoypappe. erowod TEpP, unopeite omowdnmote oty va mAnktpoloynoete help amd v
npotporny FEP>, mpokeipévon va deite Tig S1aBEGIIEG EVTOLEG TOV TPOYPAUUATOG.

Me m Bonbewa tov Wireshark, Ba xataypayete v kiviion eved kdvete ypron g vanpeciog FTP
tov vmoAoyloty edu-dy.cn.ntua.gr (147.102.40.9). Onoc mpwv, popuoote @iltpo
cOAMNYNG Yo vo. Topotnpeite udvo v kivnon mov oyetiletan pe to edu-dy.cn.ntua.gr.
Apyiote pa kataypagn Kot tAnktpoloynote Ftp —d edu-dy.cn.ntua.gr oe éva mapddopo
EVIOAMV. XNV mpotponn USer - minktpoloynote anonymous, evod oty tpotponty Password:
minktporoynote labuser@cn. Aeob ocuvvdebeite, dmote TIg evIoAég help kar remotehelp. T
ovvéyewn dmote v evtod] IS ya va deite to mepleydpeva Tov TPEYOVTOS KOTOAOYOL (ov


http://www.troubleshootingnetworks.com/ftpinfo.html
http://www.networksorcery.com/enp/protocol/ftp.htm
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eppaviotel Tapdbvpo oyetikd pe 1o Teiyoc mupacedieog (firewall) tov Windows motrote OK) ko
TAnKTpoloynote bye yia £é£odo.

2.1 Kotaypayte 1 obOvtaén tov @iAtpov GOAANYNG 7OV  YPNOUOTOW|COTE (OCTE VO
ovAappdvovior povo To mokéto mov meptlouPdavovv T devbvvon IP tov edu-
dy.cn.ntua.gr.

2.2  Tionpaivelt o —d o1 ypoupn €VIoAng mov TAnktpoAoyfoate; [Yrooeiln: [IAnktpoloynote
Ttp --help oty ypowusi eveolarw]

2.3 Tloto mpwtdxorro petapopds ypnowonotei to FTP (TCP vy UDP);

2.4  Kotayphyte tig B0peg (TnNyNg Kot TPOOPISHOV) TOV Y¥PNGLLOTOOVVTIOL Yo TNV EMKOVOVIN
FTP 1000 v 11 &vioAég eAéyyov OGO KOl Yoo TN HETOPOPO OdouéEvmv. [Ymoodeiln:
Xpnowonoieiote piltpo omewxoviong tep.flags.syn==1 wote va mapousivovy povo
TEUCYI0. TOV TPIUEPDV YEIpoIV ue T onuaia SYN evepyomoinuévy].

2.5 And mowa mhevpd (tov meAdtn 1 Tov eEvmnpetntn) yiveton 1 ovvoeon TCP yo ™ petapopd
ogoouévav FTP;

2.6  Kotaypayte 11 eviorég FTP (6 ocvvolkd) mov €otelhe o meAdtng otov e&umnpetnt.
[Yréoerln: Xpnowomnoiciote giltpo amcikoviong FTtp.request.command woze va
rapoueivoovy ot evtolés FTP mov éoteile o meAatng atov eComnpetnty 1, EVOALOKTIKG, eVIOTTioTe
TIC EVIOAES QUTEG OTIC TANPoQopies omoopaludtwons (debugging) mov eupovifovior oty
006vn Tov Tpoypduuazos ploiov TEPJ.

2.7 Mg mowa evtoAn] tov mpwtokdAAov FTP petagépetat to dvopa ypnotn;

2.8 Tlooca makéta yperdlovion yio vo peTapepOet o dvoua Tov Ypno;

2.9 Mg mowa evtol] Tov TpToKOAAoL FTP petapépetol o kwdikdg xpnom;

2.10 Tloca maxéta IP yperdlovion yio vo petapepOel 0 Kmdkog Tov ¥pnot;

2.11 Tlepryphyte pio OHOLOTNTO KoL [0 O10pOpi GTOV TPOTO AElTovpYing Twv TpmtokOALmv FTP
kot TELNET og oyéon pe 6,Tt Topatnpioote yuo Tr LETAPOPE TOL OVOUATOS KOl TOV KMOTKOD
xphoT.

2.12 Bdoel tov amotedecudtov omd v ektédeon TtV eviol®v help xou remotehelp mov
TANKTPOAOYNOoATE GTO TOPdBLPo TG YPOUUNG EVTOA®V, Kataypdyte 600 eviolég FTP mov
dev vootnpilovron amd Tov eEumnpeTNTY.

2.13 H evtol) help tov mpoypdappatog erood FEP petappdletor o VIOl TOL TPOTOKOAAOL
FTP;

2.14 Tléco maxéto, oyeTkd pe v €vtoAr remotehelp, otdAOnkoav amd Tov VITOAOYIGTH GOG Kot
noGa amd ToV eELTINPETNTY;

2.15 Tlwg dniadver o eEumnpenTig OTL TEAEIMGE 1 OMOGTOAN TOKETMV GYETIKMOV LE TNV EVTOA
remotehelp;

2.16 Evtomiote 10 unvopa FTP mov petapéper v eviodn PORT. Tt mapiotédvouv ot 4 mpmtol
dekaduol apiBpofi;

O1 Vo tehevtaiot dekadikoi apBupoi e evioing PORT opilovv t BOpa otnv omoia o merdng
avapével va AaPet dedopéva. Tov aplBud avtd, Tov €YETE KATAYPAWYEL TPONYOLUEV®DS CTNV
andvinon g epmtnong 2.4.

2.17 Tlog mpokdmTel avtds o opBudg amd to dedopéva g eviodng PORT; [Yrodeiln:
2opfovievteite 0 mapaderyua mov meprypopetor otny evotnta. “The FTP PORT Command”™
otnv http://www.troubleshootingnetworks.com/ftpinfo.html/.

2.18 Tlowo tpoémo Aertovpyiog (evepyd M mabntikd) tov mpwtokOAlov FTP vlomoiel n evtoAn
ehotov TEp;

2.19 Xto mpoypoupa eroov FEp n eviodn Is mpokadel v eviod) NLST tov mpwtokdilov
FTP. I'atin evtoan FTP tomov PORT wponyeiton tng NLST;

2.20 Xg moiwo. €vioAf] Tov mpwtokoAlov FTP petappdletoar m eviodn bye tov mpoypdppatog
erotov FEp;



http://www.troubleshootingnetworks.com/ftpinfo.html
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2.21 Mg mowo ufvopa amnokpivetar o gévanpetntig FTP omv gviodn bye tov mpoypdupotog
oo TEp;. [Yrodeiln: Epopuoote pidtpo ometkovions mote Vo, Toapopeivovy Hovo unvouato,
eAéyyov FTP]

2.22 Amd mowo mhevpd (Tov mEAATN 1| TOV EELINPETNTY]) YiveTal N amdAvon TG ovvdeons TCP mov
aopd To punvouato oedouévawv tov FTP; [Yrodeiln: Xpnowomoieiote piltpo ameixoviong
WaTE Vo, TOPoUEIVODY 1ovo teucyta ue ™ onuaio FIN evepyomoinuévy]

Koatomw, apyiote o véa kataypaen pe to Wireshark kot pe ™ ponfeia tov MS Internet Explorer,
emokepbeite 10 Ftp://edu-dy.cn.ntua.gr (av supoaviotel mapdbopo oyYeTikd pe ™V
evepyomoinon tov ¢iktpov Phishing tov Internet Explorer, emiAéEte ‘Turn on automatic Phishing
Filter’ ko matote OK) Kot GTOHOTACTE TV KOTOYPOQY].

2.23 Kotaypayte t1¢ B0pec (TNyNg Kot TPOOPIGHOV) TOV YPTCLOTOIOVVTOL Yol TV EXIKOWV®ViL
FTP t6c0 v T1c &vtoAég eAéyyov OGO Kot Yoo TN HETOQOPE dedouévav. [Ymodeiln:
Xpnouomnoieiore QIilTpo OTEIKOVIONS MOTE VO, TOPOUEIVODY UOVO TEUGYLO. TOV TPIUEPDV
xewpoyiav ue w onuaia SYN evepyomomuévn].

224 Av n oovdeon otov  eummpemmt) FTP  ywoétav pe  yprion m¢  oedBuvong
ftp://user:password@edu-dy.cn.ntua.gr, 0 Internet  Explorer  Oa
YPNOUOTTOL0V0E 1O GVOUN XPHOTH TO USET Kol ®G KOIKO ypiot to password. Xtn ik
00C TEPIMTMOON, MO0 OVOUO KOl TO0C KMOKOG YpNotn ypnoworombnke; [Ymooeiln:
Xpnowonoieiote piltpo amexovions TEp . request.command/.

2.25 Tlow evtoln tov mpwtokdArov FTP, avtictoyn e NLST, ypnowonoiet o Internet Explorer
Y0 TV ELPAVIOT] TOV TEPIEXOUEVOV EVOG KATAALOYOV;

2.26 Evtomiote 10 uvopa FTP wov petagépet v evrodn PASV. Tlowo tpdmo Aettovpyiag (evepyod
N TabntiKd) tov TpwtokdArov FTP vAiomoiei o Internet Explorer;

2.27 Katoaypdyte To unvopa pe 1o omoio amokpiveton o e&uanpettg; [Yrooeiln: Epoapuoote véo
QPIATPO OTEIKOVIONS OOTE VO, TOPOUEIVODY LUOVO UNVOUOTO. TYETIKG, UuE evioles FTP].

2.28 Amd mowo mhevpd (Tov mEAATN 1} TOL €ELINPETNTY]) YivETON N EYKATAGTOOT THG cVvoeong TCP
OV APOPA To. unvopata dedouévav tov FTP; [Yrooeiln: Xpnoworoieiore piltpo amsikovions
WOTE V. TOPOoUEIVOVY [OVO Tepdyio ue Th onuoio SYN evepyomomnuévn]

2.29 T ™ petagopd dedopévev FTP o e&umnpetng dev ypnowonotei ) Bvpa 20. TTow 60pa
YPNOOTOIEITOL KOl TOG TPOKVATEL O OPlOUOC TNG OO TO GTOLXElDL TNG OMAVINOTMG TOV
e€umnpe T OV KOTAYpAYOTE OTNV EpOTNON 2.27;

2.30 Tlwg mpoxvmrtel o apBuog e Bvpag mnyng mme ovvoeong TCP mov agopd ta unvoparta
oedouévawv tov FTP;

2.31 Amd mowo mhevpd (Tov mEAATN 1| TOV EELTINPETNTY]) YiveTal N amdAvon TG ovvdeons TCP mov
aopd to punvouato oedouévawv tov FTP; [Yrodeiln: Xpnowomoieiote piltpo ameixoviong
WaTE VO TOPoUETVODY 1ovo teuayta ue ™ onuaio FIN evepyomoinuévy]

2.32 Tlbéoeg ovvdéoelg £ytvay kot yio oo AOyo Eywve 1 kébe pio:

3. Yrnpeoia TFTP - Trivial FTP (RFC 1350)

Me 1t Ponbeia tov Wireshark, kataypdyte v kivnon eve kévete yprion g vanpeciog TFTP tov
voloyloty edu-dy.cn.ntua.gr (147.102.40.9). T'a ™ ypnon g vanpeoiog TFTP
nAnktpoloynote tFtp edu-dy.cn.ntua.gr get rfcl350.txt oe éva mapdbvpo
EVIOA®V. AQoD CTOUATNGETE TNV KATOYPUPY| Kivnong, epopuocte 10 GIATpo amekdvions yuo vo
noapatnpeite povo v kivnon (raxéta IP) mov oyetiletan pe to edu-dy.cn.ece.ntua.gr.

3.1 oo mpwtoékorro petapopds ypnoiponotel to TFTP (TCP 1 UDP);
3.2 Koatayphyte tic B0peg (mpoérevong kol TPOOPIGHOV) TOV TPMOTOKOALOL UETOPOPAS TOV
YPNOLOTOLOVVTOL Y10, TNV TPDTH EMKOWV®ViR TOV TeEAdT pe tov eumnpetnt TFTP.


ftp://lilia.cn.ece.ntua.gr/
ftp://user:password@lilia.cn.ece.ntua.gr/
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33

34
3.5
3.6
3.7
3.8

3.9

3.10
3.11

Kotaypayte 11g 00peg (mpoélevong kot TPoopiopov) Tov TPMOTOKOAAOL UETOPOPAS TOV
YPNCLOTOLOVVTOL Y10, T LETAPOPH SEGOUEVMV.

[Towa amod 11 Tapandve B0peg aviiotor el 6to Tpwtdkorro epapuoyng TFTP;

H petagopd tov apyeiov rfcl350. txt yiveto og dvadiko (binary) tpoémo (mode) 1 ASCII;
g mowo uvopa TFTP peta&d meddn — eumnpemt kabopiletor avtd kot pe mowo Tpomo;
Koartaypayte dAovg tov tHmovg unvopdatwv TEFTP mov mapatnpricarte.

To mpwtokorro petagopds UDP elvor ava&iomoro kabdg dev moapéyel pnyoviopod
emPeParvocwv, 0nwg to TCP. IMog avipetonilel to mpdPAnua avtd to TFTP;

[Towa pmvopata TFTP kot oo medio ¢ emKEQAMONG TOVG YPTGIULOTOLOVVTAL Y10 TOV GKOTO
avTo;

[Toto etvar to péyebog twv unvopdtov TFTP tov petagépouvv ta mpog petddoor dedopéva.
[Mog avtihapPavetar o meAdne 0 TéA0G NG HETAO0ONG OedoUEVDY; [Yrooeiln: Avalnthote
70V 0po Normal Termination aro RFC mov uolig karefaoare.]
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OVOUATETTWVUNO: Ap. PC:
Ouada: Huepopunvia:
Aig0Buvon IP: . . . AigBuvon MAC: - - - - -

EpyaoTtnpiakil Aocknon 8
TELNET, FTP kou TFTP

ATOVTIOTE OTO EPOTHNATA GTOV YDPO TOV 60G dIVETUL TAPUKAT® KOl TNV Tio® GELIdO
gav ogv emapkel. To @uALGOL0 0VTO B0 TaPad00EL oTOV EMPAETOVTO.
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