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EpyaoTtnpiaki Aoknon 8
TELNET, FTP kau TFTP

O oxomdg avTob TOL EpyacTNPiov givar 1 €EETAGTN TPOTOKOAAMY EQPOUPUOYNG TOV YPNGLLOTOLOVVTOL
evpiTaTa 610 ddIKTVO Yo TNV TPOGPOCT Kol HETAPOPE apyei®wV amd/TPOg ATOUAKPLGUEVOVG
VIOAOYI0TEC. XT0 TAaiclo avtd, Ba efetdoete Tig vanpeoieg TELNET, FTP xov TFTP, pe
BonBeia Tov avaivt) TtpwtokdAlmv Wireshark. ESd 0o ypnoiponomoete ) Asrtovpyia Capture pe
QIATPO, OGTE TO TAAICIHL TOL KATAYPAPOVTOL VO TEPLEYOVV KATOLO CLUYKEKPLUEVO YOPOKTIPLOTIKA.
YrevOopileton 6t 10 Qidtpo ancwoviong (Display), mov emdéyete amd to pevov Analyze, pmopel va
(am)evepyomomBel omoladmOTE GTIYUN KATA T SIUPKELD TNG KOTAYPAPNG, KAOMDS emiong kot HeETA
™V OAOKANPOGT OVTHG, TPOKEEVOD VO OTOKPUTTEL (AMOKAAVTTEL) KATOWL OO To GCLAANPOEVTA
miaicla, eved 10 Oiktpo cOAANYNG, Tov emdéyete amd t0 pevold Capture, evepyomoleiton ndvtote
apwv Cekvnoel 1 SlodIKOGIo KATOYpaPNG, LE OTOTEAEGUO VO KATOYPAPETAL LOVO £VO. LEPOG TMV
dlepyoOLeEVOV TAUGIOV.

1. Yrnpeoia TELNET — TELecommunication NETwork (RFC 854)

Me ) BonBeta Ttov Wireshark, xotaypdyte tnv Kivnon eve Kavete ypron g vanpeoiag Telnet Tov
vmoAoylot] edu-dy.cn.ntua.gr (147.102.40.9). Eeopudote @iltpo ocOAinyng host
147.102.40.9 vy va mapatnpeite udévo v Kivnon mov oyetiCeton pe 1o edu-
dy.cn.ntua.gr. T'o m ypnon ¢ vanpeoioag Telnet minktpoloynote telnet edu-
dy.cn.ntua.gr ot éva mapdbvpo eviormv. v mpotponry login: minktporoynote abecd
akolovBovuevo amd6 <Enter> evd omv mpotponry Password: mAinktporoynote efgh
akolovBovpevo amd <Enter>. Inusidveton 6TL 0 ¥pnotng abed dev VITAPYEL GTOV GLYKEKPLUEVO
eumpeT Ko 1M avoyvoplon tov ypnotn Oo amotdyel. XN CLVEXEW TANKTPOAOYNGOTE
<CtrI>+] ko1 otnv npotpomy Microsoft Telnet> divete v eviodn QUIT yia £€o0do.

1.1 Tlowo mpwtdrxorro petagopds ypnowonotei to TELNET (TCP 3 UDP);

1.2 Kotayphyte T1g 00peg 100 TPOTOKOALOL HETOPOPEG 7OV  YPNGILOTOOVVTOL Yo TNV
EMKOVOVI.

1.3 Tow and tig mapandve 00peg avtiototyel 610 Tpwtoékorro epappoyns TELNET;

Evtoniote to pnvopa TELNET mov petaeépet v apatn npotponn vy login. [Yrodeiln: o va
EVIOTTIOETE TO TPWTO TOKETO, eMAECTE T0 Tpwto unvouo. TELNET, oro to pevod Edit 2 Find
Packet... evepyomoiciote v emidoyn String (avti yio. Display filter), oto medio ovalntnong
minktpoloynote 109N kot téAog watnote to Find].

1.4 Tlopatnpnote TIg AETTOUEPEIEG TOL TOKETOL TOV OKOAOVOEl KOl KOTOYpAWTE TNV EVIOAN
(command) TELNET mov petagpépet.

1.5 Tu onuaivel 1 evtoAn avt) yuo Ta dedopéva oV akoAovBovV. [Yrodeiln: Avalnreiote tovg
opoug telnet ko “do echo” aro Google (http://www.google.com)/.

Amd 1o pevov Analyze emhéyovtag Follow TCP Stream, spgaviletoar mapdBvpo émov pnopeite va
napatnproete oAdkAnpn w pon g kivnong TCP xoatd v emkowovia. Me umie ypouo
napovctaletar | kivnon and v TAEvpd Tov ELINPETNTN, VO pe KOKKIVO 1 d1kn coc. Evromiote
v mpotn mpotpony login (ev avaykn peyebdvate to mapdbvpo mcte vo deite 10 TEAOG TV
ypoppmv 6mov gpeaviCovrat ot yopaktipeg ASCII).

1.6 T ovpPaivel Katd T HETOPOPE TOV OVOUATOS XPNOTH TOV OMOCTEIAATE UETA TNV TPAOTN
npotpon login;


http://www.google.com/
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1.7  E&nyeiote T0 @OUVOLEVO TTOVL TOPATNPEITE GTO TPONYOVUEVO EPATNLA LE BACT TNV QTAVINOT)
ota gpotuata 1.4 ko 1.5.

1.8 Kieiote topa 10 moapdbvupo Follow TCP Stream xou eviomiote 1o maxéta [P o6mov
petopépetar n wAnpoopia yw to Ovopa (abcd). Tloca mokéta IP ypedloviar yo va
petapepbei to dvopo ypnotn; [Yrooeiln: avalyteiote uoévo uetolod twv unpvouctov Telnet
data .. 7mov oakxoiovBodv to wivouo. telnet mov mepigyer v mpotpomn login, apod
TPONYOVUEVS EPapuooeTe PilTpo ameikovions 1P .dst==147_.102.40.9/.

1.9 Evtoniote ta maxéto IP 6mov petagépetal n tAnpogopia yio tov kwdikd tov ypriot (efgh).
[Toca maxéta IP yperdlovion yio vo petapepfel 0 Kmdkog Tov ¥pnot;

AKvp®OTE TO TPONYOLLEVO QikTPO amekdviong 1P .- dst==147.102.40.9.

1.10 O g&umnpetng OTEAVEL TV NYD TOV YAPUKTP®V TOL KMOIKOV YPNOT TPOG TOV TEANTN;
1.11 Hopatnpnoate evtoAr (command) TELNET “Don’t Echo” mpwv 11 petagopd tov kmotkov;
1.12 EyoMdote v acedieo g vanpeciog Telnet.

2. Ymnpeoia FTP — File Transfer Protocol (RFC 959)

H doxnon avt) avaidet, petacd dAA®v, Toug 000 TpOTOLG Acttovpyiag tng vanpesiog FTP: a) tov
evepyo (active mode) kai B) tov mabytixo (passive mode). H vanpecia FTP éxer v dioutepomta
va ypnolonotel 6vo Bvpeg, pia yioo "dedopéva’ kol pia v "evtorés". H Bvpa yio Tic evrorég
eréyyov (ftp) eivor ovykekpyévn. H 0Opa yuo ™ petapopd dedopévov (ftp-data) etvon
OVYKEKPIUEVN OTNV TEPITTMOT TOV EVEPYOV TPOTOL AEITOVPYING, EVED TNV TEPITTM®OT TAONTIKOV
TpOTOL  Agttovpyiog mpoodopiletar Suvoapkd. Mo avoALTIKY TEPLYPOP] TOV VO TPOT®V
Aertovpylog Ko GAAeg mAnpoeopieg vy 1o FTP pmopeite va Ppeite omv 10106€Ad0:
http://www.troubleshootingnetworks.com/ftpinfo.html.

Ta Windows mapéyovv o000 SQOPETIKA TPOYPAUpaTo — meAdTES, kabéva amd To. omoia
YPNOUOTOEL d1opopeTIKd TpdTO Acttovpyiog (mode) Tov FTP: 10 éva givon to mpdypappo pAO100
Ttp, evd 10 dAlo PBpioketar evoopatopévo otov Internet Explorer. AAAwote, o1 meplocdTEPOL
mAonyol otov dSwbétovv ™ dvvartotnta FTP, kar tv evepyomolovv yia devBovoeig URI mov
apyiCovv pe Ftp:// (avtiywo http://).

Ot wpodiaypapég tov TpwtokdAlov FTP opilovv pa cepd amd evroréc, yia Tig omoieg pmopeite va
Bpeite mAnpoeopiec omnv 1otocerida:  http:/www.networksorcery.com/enp/protocol/ftp.htm.
[Ipémer va onuewwBel 0tL 01 €vioAég avtég dev vmootnpilovtor 6To GUVOAO TOLG Omd OAEG TIS
viomomoelg mpoypappdtov efuvmmpemmtov N medat®v FTP. Eivor oxkéun onpoviikd va
dtevkpwviotel N dpopd peTald €vioAng tov mpwrtokoiiov FTP kot evtoAng tov mpoypouuotog
ploot FEp. Kdabe evtoln tov mpoypaupatoc eroov FEP emtedel pa cvykekpiuévn Asttovpyio
oV TP®TOKOALOL FTP kot yio Tov 6komd avtd petappaletol o€ pio 1 TEPIGGOTEPES EVIOAEG TOV
TPOTOKOAAOV, 7oV petagépovior o€ avtiototya pnvopoata FTP. KobBohg ypnowyomoteite to
npoypappo erowod TEP, unopeite omowdnmote otiyur] va mAnktporoynoete help amd v
npotporn FEP>, mpokeiévon va deite Tig S1aBEGIEG EVTOLEG TOV TPOYPAULATOS.

Me m Bonbewa tov Wireshark, Bo xataypdyete v kiviion evod kdvete ypron g vanpeciog FTP
tov vmoAoyloty edu-dy.cn.ntua.gr (147.102.40.9). Onwog mpv, poppocte QIATpo
cOAMNYNC Yoo vo Topotnpeite udvo v kivnon mov oyetiletan pe to edu-dy.cn.ntua.gr.
Apyiote wa kataypagn Kot tAnktporoynote Ftp —d edu-dy.cn.ntua.gr oe éva mapddopo
EVIOL@V. TNV mpotpon USer - minktporoynote anonymous, evod oty tpotponty Password:
minktporoynote labuser@cn. Agov cuvdebeite, dwote tig evioléc help ka1 remotehelp.
¥t ocvvéyeln ddote v gviodn IS yua vo deite to mepeydpueva Tov TpEYOVTog KataAdyov (ov


http://www.troubleshootingnetworks.com/ftpinfo.html
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eppaviotel Tapdbvpo oyetikd pe 10 teiyoc mupacedreog (firewall) tov Windows motrote OK) ko
TAnKTpoloynote bye yia £é£odo.

2.1 Kotaypayte 1 obOvtaén tov @iAtpov GOAANYNG 7OV  YPNOUOTOCOTE (OCTE Vo
ovAlappdvovior povo To mokéto mov mepthouPavovv T devbvvon IP tov edu-
dy.cn.ntua.gr.

2.2  Tionpaivet 1o —d o1 ypouun VIOANg mov TANKTpoAoynoate; [Yrooeiln: TIAnktpoloynote
Ttp —-help oty ypouun evioiow.]

2.3 Tlowo mpwtdxorro petapopas ypnowonotei to FTP (TCP vy UDP);

2.4  Kotayphyte tig B0Opeg (TnNyNg Kol TPOOPISHOV) TOV YPNGLLOTOOVVTIOL Yo TNV EMKOVOVIN
FTP 1600 v 11 &vioAég eAéyyov OGO KOl Yoo TN HETOPOPA OdouéEVmV. [Ymooeiln:
Xpnowornoiciore piltpo omewxovions tep.flags.syn==1 wote va mapoueivovv povo
TEUCYI0. TOV TPIUEPDV YEIpoIdV ue T anuaia SYN evepyomoinuévy].

2.5 And mowa mhevpd (tov meAdtn 1 Tov eEumnpetnn) yiveton 1 ovvoeon TCP v ™ petagpopd
ogoouévav FTP;

2.6  Kotaypayte 116 gvtorég FTP (6 cuvolikd) mov €oteihe 0 meAdng otov eEumnpetnty Ommg
avtég epeavifovtar otig mAnpoeopiec omoceaipdtoong (debugging) oty 086vn tov
npoypaupotog protov FEp.

2.7 Kotaypbwte tig evtorég FTP (6 ocvvolikd) mov éotetle o meAdtng otov e&umnpetnty).
[Yrooeiln: Xpnowonoiciore piltpo ancikovions TEp . request==1/.

2.8 Me mowa evtoAn] tov mpwtokdArov FTP petagépetat to dvopa ypnot;

2.9 Tloca makéta yperdlovion yio vo peTapepOel To dvoua Tov Ypnon;

2.10 Mg mowa evtohn| tov TpwToKOAAov FTP petapépetol o kwdikdg xpnom;

2.11 Tloca maxéta IP yperdlovion yia vo petapepOel 0 Kmdkog Tov ¥pnot;

2.12 Tlepryphyte pio OHOLOTNTO KoL Hio O10popd GTOV TPOTO AElTovpYying Twv TpmtokOAlmv FTP
kot TELNET og oyéon pe 6,Tt Topatnpioote yio Tr LETAPOPE TOL OVOUATOS KOl TOV KMOTKOV
xphoT.

2.13 H evtoly help tov mpoypaupatog eroov FEP petappdletol 6 VIO TOL TPOTOKOAAOL
FTP;

2.14 Bédoel Tov omotehespdToOV and TNV EKTEAECT NG £VTOANG remotehelp mov mAnktpoloyncate
670 TapAdvpo TS YPAUUNG EVIOADV, Kataypdyte oo eviolég FTP mov dev vmootnpilovran
Ao Tov EVINPETNTH.

Epapudote todpa 10 @iktpo ancikoéviong FEp dote va gppavicdei 6Aoc o d1dhoyog (pueta&d Tov
VTOAOYLGTN GOG KOl TOV €ELTINPETNTH) GTN cVVOEDT eA&yyov FTP.

2.15 Tléca maxéta, oyetkd pe v €vtoAr remotehelp, otdAOnKav amd Tov VTOAOYICTH GOG Kot
oG oo Tov eELTNPETNTN;

2.16 Tlog dnidver o e&umnpetntig OTL TEAEIMGE N OMOGTOAN TOKETMV GYETIKMOV LE TNV EVIOAN
remotehelp;

2.17 Evtormiote 1o pnvopo FTP mov petapépet v eviody PORT. Tu mopiotdvouv ot 4 mpmrot
dekadikol apBpot;

Ot dvo terevtaior dekadwol apBuol e evtoang PORT opilovv ) BOpa otnv omoia o meAdng
avapével va AdPer dedopéva. Tov aplBud avtd, tov €xete KATAypAYEL TPONYOLUEVMOG CTNV
andvinon g epmtnong 2.4.

2.18 Ilog mpoxvmier avtdg o oapBudc omd to dedopéva g eviodng PORT; [Ymooeiln:
2vupovievteite to mapaoetyua wov meprypapetor oty evotnta. ‘The FTP PORT Command”
atnv http://www.troubleshootingnetworks.com/ftpinfo.html/.

2.19 Tlow tpoémo Aertovpyiog (evepyd M madntikd) tov mpwtokOAilov FTP vlomoiel n evron
ehotov FEp;



http://www.troubleshootingnetworks.com/ftpinfo.html
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2.20 Xto mpodypoupa eroov FEP n eviodn Is mpokadel v eviod) NLST tov mpwtokdiiov
FTP. I'ati n evtoAn FTP tomov PORT mponyeitan tng NLST;

2.21 Xe mowo gvtolny tov mpwtokOAlov FTP petagpdletor m eviodr; bye tov mpoypdupotog
erotov TEp;

2.22 Mg mowo pnqvopa amokpivetor o g&umnpemntig FTP oty evtodn bye tov mpoypdppatog
erotov Ftp:.

2.23 A6 mowo mhevpd (Tov mEAGTN 1| TOV EELINPETNTY]) YiveTar N amdAvomn TG ovvdeons TCP mov
agopd To punvouato oedousvawv tov FTP; [Yrodeiln: Xpnowomoiciote piltpo ameixoviong
WaTE Vo, TOPoUEIVODY 1ovo teudyta ue ™ onuaio FIN gvepyomoinuévy]

Koatomw, apyiote o véa koataypoer| pe to Wireshark kot pe ™ ponfeia tov MS Internet Explorer,
emokepbeite 10 Ftp://edu-dy.cn.ntua.gr (av eupaviotel mapdbopo oYeTIKO pE TNV
gvepyomoinon tov @idtpov Phishing tov Internet Explorer, emAéEte ‘Turn on automatic Phishing
Filter’ ko matote OK) Kot GTOHOTAOTE TV KOTOYPOEY.

2.24 Kortayphwte tig B0Opeg (TnyNg Kol TPOOPISUOV) TOV Y¥PNGLLOTOOVVTIOL Y10 TNV EMKOWVMVIN
FTP 1600 7w TIG €vtoAég ehéyyov OGO KOl Yy TN HETOPOPA OOOUEVDV. [Ymooeiln:
Xpnouonoieiote piltpo OTEIKOVIONS MOTE VO, TOPOUEIVODY UOVO TEUGYLO. TOV TPLUEPDV
xewpoyiaov ue w onuaio SYN evepyomomuévn].

225 Av nm obvdeon otov elummpemt) FTP  ywétav pe  ypnon g  devBovvong
ftp://user:password@edu-dy.cn.ntua.gr, 0 Internet ~ Explorer 6o
YPNOUOTTOL0V0E 1O GVOopa XPNOTH TO USET Kol mG KOJKO ypriot o password. Xt dikn
00C TEPIMTMOON, MO0 OVOUO KOl TO0G KMOKOG ypnotn ypnoworombnke; [Ymooeiln:
Xpnowonoieiore piltpo arewxovions TEp . request.command/.

2.26 Tlowa eviodn tov mpmtokdArov FTP, avtictoyn e NLST, ypnowonotet o Internet Explorer
Y0 TNV ELPAVIOT] TOV TEPIEXOUEVOV EVOG KATAALOYOV;

2.27 Evtomiote to pfvopa FTP mov petagépet v evrodr) PASV. Tlow tpomo Aettovpyiag (evepyd
N TafnTKo) tov TpwtokOALov FTP viomotei o Internet Explorer;

2.28 Kartoaypdyte o unvopo e To ortoio amoxkpivetal o e&ummpetg; [Yrodeiln: Epopudote véo
QPIATPO OTEIKOVIONS DOTE VO, TOPOLUEIVODY LUOVO UNVOUOTO. TYETIKG ue evioles FTP].

2.29 Amno mowa mhevpd (tov meAdTn 1 Tov eEumnpetnty)) Yiveton n gyKoTdoToon TG cvvoeong TCP
OV APOPA T uvopata dedouévav tov FTP; [Yrodeiln: Xpnowonoieiore piltpo ansikovions
WOTE VO, TOPaUEIVOVY Uovo teudyia e ™ onuaio SYN evepyomouévy]

2.30 T ™ petagopd dedopévov FTP o g&ummpetn g dev ypnowonotet t Bvpa 20. Tlowa BOpa
YPTOCLOTOLEITOL KOl MG TPOKLATEL O OPWBUOG TNG Amd TO CGTOVKElD TNG AmAVINGNG TOL
eEumnpetnT TOL KaTayphyate TNV epddTnomn 2.28;

2.31 Iog mpokvmter o apBuodg g 00pac myng g ovvdoeong TCP mov agopd ta pmvopoto
oedouévawv tov FTP;

Egoappoote topa 10 @iktpo aneikoviong Ftp-data dote va epoavicbei n avioliayn dedopévav
pésm g ovvoeong dedopévav FTP.

2.32 Tloca unvopato dedopévov otaidnkay and tov e&ummpet) FTP kot mowo to péyebog tov
OEdOUEVOV VTMV;

2.33 A6 mown mhevpd (Tov meAdTN 1| TOv £ELVTINPETNTY]) YiveTar N amdAvomn g cvvdeons TCP mov
agopd to pnvopato oeoouévawv tov FTP; [Yrodeiln: Xpnowomoiciore piltpo ameixoviong
WOTE VO, TOPOUEIVOVDY UOVo Teuayta ue ™) onuaio FIN evepyomromuévn]


ftp://edu-dy.cn.ntua.gr/
ftp://user:password@edu-dy.cn.ntua.gr/
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3. Ymnpeoia TFTP - Trivial FTP (RFC 1350)

Me ) Bonbeia tov Wireshark, kotaypdyte v kivnon eve kdvete ypnon ™ vanpeciog TEFTP tov
vroloyloty edu-dy.cn.ntua.gr (147.102.40.9). Ta ™ ypnon ¢ vanpeoiag TEFTP
ninktporoynote tFtp edu-dy.cn.ntua.gr get rfcl350.txt oe éva mapdbupo
EVIOADV. AQOV GTAUATNGETE TNV KATAYPOPN Kivnong, €popudcte To GIATPO ATEKOVIONS Y10 VO
napatnpeite povo v kivnon (raxéto IP) mov oyetiletan pe to edu-dy.cn.ece.ntua.gr.

3.1 Tlowo mpwtdkorro petapopds ypnowyonotei to TFTP (TCP v UDP);

3.2 Kotaypdyte t1g B0peg (mpoéhevong kol TPOOPIGHOV) TOV TPMTOKOAAOL WETAPOPAS TTOL
YPNOLOTOIOVVTOL Y10, TNV TP Ty EMKOW®Via ToV eddtn pe tov e&ummpetnt) TFTP.

3.3  Kotaypdyte t1g B0peg (mpoéhevong kol TPOOPIGUOV) TOV TPMTOKOAAOL WETAPOPAS TOV
YPNOLOTOLOVVTOL Y10, TN LETAPOPA SEGOUEVMV.

3.4 o and 116 Tapamdve B0pes avtiotoryel 1o Tpwtdkoiro epapuoyns TFTP;

3.5 H petragopd tov apyeiov rfcl350 . txt yivetarl o€ dvadikod (binary) tpomo (mode) 1§ ASCII,

3.6 Xgmowo uvopa TFTP peta&d meddn — eumnpemnt kabopiletar oavtd Kot pe mowo Tpono;

3.7  Katayphyte 6Aovg Tov Tumovg unvopdtov TEFTP tov tapatmpnoare.

3.8 To mpwtokorro petapopds UDP eivor ava&iomoto kabdg Oev map€yet unyoviepo
emPepardocwv, 0nwg to TCP. ITog avipetonilel to mpdPAnua avtd to TFTP;

3.9 o unqvopatoa TFTP kat moto medio g emKeaAIdOS TOVS YPTNGLLOTOLOVVTAL Y10 TOV OKOTO
avTo;

3.10 IToto eivan to péyebog twv unvopdtov TFTP mov petagpépouvv ta mpog petddoon dedopéva.

3.11 Tlog avtilapupdveror o TeAATNG T0 TEAOC TG METAd0ONC dedopévay; [Yrodeiln.: Avalnthote
70V 0po Normal Termination oro RFC mwov uolig karefaoare.]
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‘OVOUATETTWVUNO: Ovoua PC:

Ouada: Huepopunvia:

Aig0Buvon IP: . . . AigBuvon MAC: - - - - -

EpyaoTtnpiakil Acknon 8
TELNET, FTP kou TFTP

ATIOVTIOTE GTO EPOTHNATA GTOV YDPO OV GAS HIVETOL TAPUKATO KUl GTNV TGO GEAOA €QV
ogv emapkel. To @uALGOL0 aVTO O Tapadodsei otov emprémovta.
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