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Epyaotnpiaki Aoknon 1
AikTowon ota Microsoft Windows
Wireshark: AvaAuTtig MNpwTokOAAwY

2KOTOG NG TPATNG GEPAS OGKNOEMV glval, KoT™ apynv, N eotkeimon pe Tig Pactkés dtkTva-
KEG OLVATOTNTEG TNG OIKOYEVELNG AELTOVPYIK®V GuoTnudtwv Microsoft Windows. 211 cuyke-
KPWEVEG OICKNGELS, TO AEITOVPYIKO Vot oL Ba ypnowomomBet sivor ta Windows XP.
EmimAéov, Oa £xete o mpdtn emaen pe 1o Wireshark, éva epyoieio avaivong TpoToKOAL®Y
o€ Ypapkd mepPaAlov.

I'a v avedpeon tov ctoryeiov mov (NTovVTAL 6T GUVEXELD, UTOPEITE VO XPTGLLOTOMGETE
elte €VIOAEC TOV AELTOVPYIKOD GULOTNUOTOS 1 TANPOPOPieg HECH TOL YPOUEWKOD TEPPAAAO-
vtoc. [TAnpogopieg oyetkd pe T SIKTHOGN TOL VIOAOYIGTH UTOPOVV Vo AvTANHoLV omd TO
YPaPKO TEPBAALOV. AV 0PTGETE TOV OPOUEN aKivNTO Yo Alyo Téve amd To €1KOVIO0 % tov
00 cLVVOEdEUEVOV VTOAOYIGTMV GTO deEl népog g umdpog epyaciog (tray), epgaviletar o
TITAOG NG TOTIKNG ovvoeoNs, cuvnOwc, Local Area Connection. X& TEPIMTOGT TOV O VITOAOYL-
oTNG O1BETEL TEPLGTOTEPES OO 0L KAPTES TOTIKOV SIKTVOV, LILAPYEL AVAAOYOG aPtOUOS TE-
OOV gKoVIdimV, kaféva and ta omoia divel mpocPaom otig puOuicels g avtictoyng Kép-
taG. Mg Ourhd KAk 6T0 €1KOVIO0 Kol EMAEYOVTOG TO TANKTPO Properties (edv epoovicdel mo-
pabvpo pe evnuepTIKO pvopa aravtiote etikd) Oa Bpeite meprocdTepeg TANPOPOPIES YiaL
TO VAIKO NG KAPTAG KOt TO TPMOTOKOAAN EMKOVOVINGS.

TN va e16éM0eTe 6710 6TOONO EpyOciag cag, ypnolpomoreicte To dvopa ypioty labuser
Kol Kodwkoé npocPacng labuser (oto EIY ™ THMMY), central, (6T0 dtotpunpatiko
EILY) 1 6T dAho c0g 600¢i amd Tovg emtnpntéc. Eav otny 006vn ogv gpgavileton oyeti-
KO mapaOvpo 01aAdyov Yo TNV €160YMY] 6TO GUGTIO, TIECTE TAVTOYPOVA TO TANKTPO
Alt+Ctri+Del.

Mo T TOPOKATO GCKIGELS ATAVTITOTE GTO GVVOOEVTIKO PUAAAOL0, TO 0TT0i0 B0 TOPadO-
0¢ei 6To TEAOG TOVL gpyacTpiov oTOV EMPAETOVTA.

Aoknon 1

Baoikd yopaKTNploTIKd TOV KAPTOV SIKTVMONG

H xdpta 01KtHov cuvoéetl ToV VTTOAOYIGTH GOG GTO TOTIKO HIKTLO TOV EPYNCTNPIOV Kot EMITPE-
TEL TNV EMKOWOVIR pe AAAOVS VITOAOYIGTEC. [ Tov oKomd avtd Tapdyst kot Aapfaver pnvo-
poto Tov to. amokaAovpe mAaiota (frames). Ta mlaicia akolovBovv gite to mpoTvmo Ethernet
eite 10 IEEE 802.3. Kd0e mhaicio apyilel pe éva Preamble (Ilpooiuio) mov emTpENEL TO GLY-
YPOVIGLO TOV OKTN pe Tov amoctoAéa. To mhaiclo mepi€yetl dvo devbivoelg 6 byte, pia yio
TOV TPOOPIGHO Kat pia v v wnyr. AxolovBet to medio Type (Tomog) M 10 medio Length
(Mnxog), avéroyo pe 10 katd moco mpodkertan yio mAaicto Ethernet ) IEEE 802.3, avtictouya.
O Tdmog detyvel 10 TPOTOKOALO TOL AVAOTEPOV GTPOHOTOS, GVVIOWG, TO TpwTOKOALO IP. To
unKog dMniovel moca byte Bpickovrol 61o medio dedopévmv, and Eva eddyioto 0 uéyxpt Eva pé-
ywoto 1.500 byte. To medio dedopévav axorovbeiton amd to medio CRC (A0poiouo EJyyov)
unKovg 4 byte, mov eAEyyeTaL GTOV OEKTN KoL av aviyveLBel cpdipa To TANIGLO amoppinTeTaL.
"Eva éyxvpo mhaicto €xel pkog tovAdyiotov 64 byte, amd 1 d1ebBvvon Tpoopicpov PPt T0
dBpotopa eréyyov. Edv to tuiua dedopévev evog mhaisiov givar pikpotepo amd 46 byte, o
nedio mapayepileton (pad) péypt o erdyioto péyebog. 1o endUEVO GYNLO GOIVETOL TAPOCTO-
Tk éva mhaiolo Ethernet.
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AigBuvon AigBuvon

Mpooipio TapaAqTITN aTTOGTONG Totog Aedopéva CRC
(8 byte) (6 byte) (6 byte) (2 byte) (46 -1500 byte) (4 byte)
MakéTo IP
0x800 (46 -1500 byte)
Mokéto ARP PAD
0x806 (28 byte) (18 byte)

KaBe kapta diktvov o1abéterl o guoikr dievbuvon, avtv tov vrootpodpatoc MAC. Eyet
unkog 48 bit ko 1 doun g opiletar oo TpoTvmo IEEE 802. To vynidtepng tééng bit (47°),
7oV gtvat Kot To TPp®MTO bit g d1evBvvong Tov petadidetal, opiletl To KaTd TOCO TPOKELTAL Y10
Opadwn (tyun 1) 7 Atopkr (tyu 0) devBovon. Otav éva TAOIGI0 GTEAVETOL GE OUOOIKT
devbuvvon, to AapPdvouy OAeg ot KAPTES SIKTVOV TG OHAdOS. AVTH 1) ATOGTOAN ovopaletal
moAhamAn dwovoun (multicast). To mAaicto mov wepiéyel povo 1 oto medio Tpoopiopov (dnia-
on “11...17) vmodnraverl ekmounn (broadcast) kKot Aapupdvetar omd OAeg TIG KAPTEG TOL TOML-
KOV O1KTOOV.

To 46° bit (yerroviko tov bit vynAdtepng TdEng kat devtepo o€ oelpd petddoong) daympilel
T1g TomikéS (T 1) amd tig maykoouieg (tyun 0) devbovoeic. Ot tomikég d1evBivoelg exym-
POVVTOL OO TOV JLOYELPLGTH TOL TOTIKOV OIKTVOV Kot dgV EYouv onuacio £E® amd To TOmKO
diktvo. Ot povadikés (maykoouiesg) dtevbivoelg exympovvior and to IEEE w¢ e&ng: ta emdpe-
va 22 bit g devBuvong mpocsdiopilovy TOV KATACKELOOGTH TNG KAPTOG Kot T TEAevTaio 24
bit eivar 0 adv&wv apBpog g kaptac. ‘Etotl eEaceariletor 0Tt dgv VITAPYOVY dVLO VITOAOYIGTEG
OTOVONTOTE GTOV KOGLO HE TNV 1010 Tarykoo o dtevbuvon).

XPNOYOTOUDVTOG TO YPUPIKO TEPIPAALOV TG KAPTOG OIKTVMOGNS TOV LIOAOYIGTY| 60, Ppeite
KoL KoToypayTe:

1.1 Tnv ovopacia tng Kaptog diktdmong (network adapter)

1.2 Tnv toyunta chvoeong.

1.3 Tn devbuvon vro-ctpopatog MAC oe dekaeladikn popon. [Ymodeiln: Oa ypeioorel va
OPNOETE TO OPOUED, TOV TOVTIKIOD KIVITO TOV®W OO TO TEALO TOD OVOUOTOS THS KAPTOG. |

1.4 Tov KoTOOKELOGTN TNG KAPTAG SIKTVWOGCTC.

1.5 Ta cvvoedepéva e avTNV TPMOTOKOALN SIKTOMOTG.

1.6 Tn dwokony| (interrupt — IRQ) mov ypnoiponotei.

1.7 Tnv ékdoon Tov 00nyov (driver) Tng KAPTOG Kot TO OVOLLL TOL GYETIKOV apyEiov.

1.8 Tn Béom ¢ oto PCI bus tov vroroyiot.

Aoknon 2

Ipwtokoriro emkowvmviag TCP/IP

KdéBe dwcrvaxn demagn (network interface) evog host dwabéter ™ dikn g dievbovvon 1P, n
omoio gfvor Aoywkn (Ot ok, 6nwg TG Kaptag dtkTvov). Ot dpoporoyntég £xovv TOAAA-
TAEG Olemapég kat Kabe pio dabétet T dikn| g devbuvon IP. H tpéyovoa éxdoon tov IP &i-
vail M 4 ko ot avtiotoryeg dtevBuvoelg Aéyovion IPv4. Avtég €yovv pnkog 4 byte kot ypagpo-
vtal oto Agyopevo dekadikd cuppoiiopd pe vmodiuotorr (dotted decimal notation). Kdbe
byte givan dekadkog ap1uog otnyv mepoyn [0..255]. Tl.y.,

-
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10000000 ( 10001111 | 10001001 | 10010000
=128 =143 =137 =144

N\ /

128.143.137.144

Ot devBovoerg IP €xovv doun epapyiog 600 emmédwv:

1. pépog diktHov

2. uépoc host
To 6pro peTa&D TV emmédOV avT®V, Kabopiletor amd ™ pdoka vrodiktvov (subnet mask).
Ot devBvvoerg IP dwakpivovrav amd ta apyixa bit Tng dievbuvong oe katnyopieg (classes):

e (0 - class A (mpd10 byte < 128 ko TpdOepa dtktvov 0 TPOTO byte)

e 10 - class B (mpdto byte otnv meproyn 128-191 ko tpdbepa diktvov ta dVo TpdTo

byte)

e 110 = class C (mpmdto byte otnv meployn 192-223 kat tpodepo diktHov T, Tpio TpdTOL
byte)

e 1110 - class D (dievbivoeig moraming dtavoung pe Tpdto byte oty meployn 224-
239)

e 11110 - class E (decpevuéveg yio peAlovtikn xpnon oevbiveel pe mpmto byte otny
neployn 240-247)

H pdoxo vrodiktoov emékteve to mpodepo SkTHOL MOTE VO TPOKLIITOVY VodikTLa. [a
mapadetypa, n oevbovon 147.102.40.1 eivon kotnyopiog B, emopévmg to mpodbepa diktvov
elvon 147.102. Tw pdoxkoa vmodiktvov 255.255.255.0, m o1evbvvon vrodiktvov egival
147.102.40.0 (Aoywod AND 1ng pdokag ko g oevbuvong IP exppacpéveg og bit) kat o
aptBpdc host givar 1o 1. Xfuepa n mapamdve didkpion £xel avtikataotadel amd to atadikd
ocvotua (Classless InterDomain Routing — CIDR). ILy., n de00vvon 147.102.40.1/24 £xet
UEPOG SIKTVLOV OV avTioToLEl oTa 24 Tp™Ta bit Kot pépog host Tov avtioToyel ota vIdAouTa
8 bit. Emopévac, o aptBpog owktvov givar 147.102.40.0/24.

[t Aerrovpyia g otoifoc mpwtokdiimv TCP/IP kdBe vroroylotig vroypeovTon va dia-
Béter pia Tovddyotov 01evBvvon IP yio kabe diemapn mov dwbétel, aveEapTNTOS TOV TOTTOV
¢ (Ethernet, LAN, WAN, virtual k1)), apket va givor povadikn 6to tomkd 6iktvo mov avni-
kel Tn devBuvon vt pmopel va B€tel oTaTikd 0 1010¢ 0 VTOAOYIGTNS (APOV GryoLPELTEL OTL
dgv N ¥pNoonolel 101 KAmTolog AAAOG 6TO TOMIKO OIKTVLO), LETA OO AVTIGTOLYO TPOYPOLLLLLOL-
TIoUO amd to Ypnotn N Umopel va N «voktaley dvvapukd omd éva e01kd e&ummpetntr. O
TEAEVTOIOG TPOTOGC TAPOLGLALEL TPOPAVES KOl CNUAVTIKO OLOYEIPIOTIKO TAEOVEKTNUO GE VOl
OikTLO, 10img av 6° avtd petéyovv ToAroi voroylotéc. 'Evag tétotog e&ummpetn g (ko avti-
otoyo mpwtoKoAro) eivor to DHCP (Dynamic Host Configuration Protocol), dovied tov
omoiov eivar va «pieBaveyy devBovoelg [P o kKdpteg diktHov, KOTOYPAPOVTAS TIC TOPAAAN AL
o¢ €6 mivaka £161 dote va un 000el moté pia [P og meprocdTEPES TG Lag KAPTOS SIKTVOV.
To DHCP pmopei va avaféoet kot aAlo mpdypata ektodg omd devbuvvon IP, dnwg packa vro-
dktvov, mpokabopiopévn TOAN, eEvnnpetntég DNS, «.6.

21 ovvéyewn Bo avtAnoete 016.9popa GToLyEin GYETIKA LE TIC TAPUUETPOVS SIKTVMOOTG TOV V-
TOAOYIOT] ©OO0GC HECH EVIOAMV QAO0V. XPNOUEG TETOEG EVIOAEG (QAO00 givor Ot
hostname, getmac, ipconfig, net, netstat xou route. I'o v ektéleon
Tovg avoi&te éva mapdbvpo eviolmv (command prompt), anyaivete oto Start 2 Run..., Kol
apob ypayete TNV gviodr] cmd, méote to TAKTpo Enter. T'a va Bpeite mAnpopopieg oyett-
K@ pe autéc yphyte TV €vIoAn akolovbovuevn amd /? 1 —? kot méote o mAnktpo Enter.

-3-
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Edav to keipevo dev yopd oty 006vn mpocbéote to | more eite petaxwvioete ) de€ld
umapa (1 XPNOLOTOMGTE TOV TPOYO TOV TOVTIKIO) Yl Vo ERPavictel To Hépog Tov mapabv-
poOL 1oL OgV givat 0patod.

[o meprocdtepeg mANPoQopieg oyeTikd pe OAa T epyaieion mov vrapyovv yio TCP/IP ota
Windows, mnyaivete oto Start 2 Help and Support kol 610 mhaiclo Search TANKTPOAOYHGTE
TCP/IP utilities. Ewwad yuo v net ba ypeoodel va avalntioete 1o net ser-
vices commands. Agov peketioete to help yia tig evioréc hostname, ipconfig,
route, netstat xa net, divovtag éueaocn otig emhoyéc View kar config g te-
AEVTOLOG, VO OTOVTIOETE OTOL OKOAOVOO EPOTILOTO KOl VO KOTAYPAWETE Poll pe TNV amnd-
VINGY TNV akpifl] covTadén TG EVIOANS TOV (PN CLHoTo|OnKe:

2.1 To dvopo ToL VTOAOYIOTN GOC. [ZVUTANPOGTE PE TRV TANPOPOPia AVTI) KAl TO aAvTi-
OTOLYO0 TIEDLO OTHY EMKEPAAIOA TOV PVAILOV ATTAVTHOEWY. |
2.2 Tnv meproyn (Workstation domain) tov oviKel 0 VTOAOYIGTNG GOG.

2.3 Tn devbuvon vro-otpodpatog MAC. [Zvurninpaote ue Ty Tinpopopia avti Kat To
avTioTOLY0 TTEDIO OTNV EMKEPAAIOO TOV YPUIAOV ATTAVTHGEWV. |

2.4 Tn devbuvon IP tov vroroyiot cag. [LZouminpaete ue Tyv Tipopopio avty Kot
TO AVTIOTOLY0 TEDIO OTNY EMKEPAAIOA TOV YPUILOV ATTAVTHGEWV. ]

2.5 Tnv katnyopia (class) mov avnketl ) d1evBvvon IP Tov vroAoyiot cog.

2.6  Tn pdoxo Tov VIodKTLOL. Me Bdon ™ pdoko avt (Kot yopic TV EKTELEST| EMTAEOV
EVIOADV):

i. Na vrmoAoyicete tov aplBud Tov bit moL ¥PNCILOTOOVVTAL YioL TO TUNLO TOV Ot-
KTOO0VL NG dtevbuvong [P tov vroroyiot cog.

ii. Na katoypayete ) d1€H0VVGT TOL VTOSIKTVLOV.
2.7 Tn d1evvvon IP ¢ tpokabopiopévng moing (default gateway).

2.8  Tn dowedbvvon IP tov g&ummpetnty DHCP kot ) dibpkela g mepddov omovoung
(lease).

2.9  Tov apBud tov:
1. mokétwv IP
il. mAouciov povo-ekmoumng (unicast)
1il. MAonciov exkmounng (broadcast)
iv. byte

oL €otelle Ko EAaPe M KAPTA SIKTOOL TOV VIOAOYIGTNG G0C. [Ymoo. lpémer vo excte-
AETTOVY DO O10POPETIKES EVIOAES]

2.10  Tov cvvoAikd apBpd twv avoktdv cvvoésemv TCP ko UDP mov €yl o otabuog ep-
yooiog cog kabmg kot To TAN0og TV eykatestnuévav cuvoécewv TCP e dAlovg v-
TOAOYWOTES. [ Yoo, [lpemet va ekTeleaTODV 000 O10QOPETIKES EVTOLES).

2.11  Ymbpyovv 000 S10POPETIKES EVIOLEG TPOKELUEVOL vaL OElTE TOV TTivaka SPOUOAdYNONG
(routing table) tov vroloyiot. Na kataypoaesi n akpipng cdviaén kot otig dvo TEPL-
TTOGELC.

2.12  Kotaypayte v akpipn cvvtoén pog akoun evroAns (Tépav avutig mov (P CLULOTOl-
noate oto mponyovuevo epdTNUa 2.3) pe ) Bondeta g omoiag pmopeite va Ppeite
otevBuvon vrootpodpatog MAC ¢ kdpTog O1KTLOL.

4-
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Aoknon 3
Avaiotig IIpotokoriov Wireshark

H doxnon avt) omotekel sloaymyn otn ¥pion Tov avoAvt tpowtokdAlmv Wireshark, tov
omoiov ot Bacikég Aettovpyieg elvar ol e€NG: o) Kataypaer] — cOAANYM (capture) kot B) avd-
Vo TS SIKTLAKAG Kiviong Tov vodoytoth. To mpdypappo Wireshark' sivar évag aviyvev-
¢ mokétav’ (packet sniffer) mov Starifetar wg avowctd Aoyopd (www.wireshark.org) yu
mAnfopa Aertovpyikmv cvotnudtov. H Bacikn tov Asttovpyio ykertar otn cOAANYN TOV
UNVOpAT®V Tov oTéAvovtot 1 Aappdvoviot amd tov vToAoyiot cag. Ta mepieyopeva Tov ot-
aQOpOV TESI®MV TV unvopdtov epgoviCovtar otnv 006vn arokwotkomompéva. O poLog evog
aviyveutn mokétev givol mantikdc, pe v évvolo Ot amAd mopotnpel tor unvopaTo Tov
otéAvovtal Kot Aappdvovtor amd TV KAPTo SIKTO®ONG, ¥®pig 0 1010¢ va Topdyel SIKTLOKT
kivnon. ITio cvykekpéva, o aviyvenTng TaKETOV TalpVeEL Eva avTiypopo OA®V TV TAIGIOV
7ov otéAvovtavAapupdvovtal Tpoc/amd TIG dAPOPES EPUPUOYES KOl TPMOTOKOAAN TOV VITOAO-
Y1611 OTOV eKTEAEITAL. ZTO GYNLLO TOV 0KOAOVOEL, PaiveTal 1 douUT VOGS AVIXVEVTH TOKETWV.

AVIXVEUTAG TTAKETWV
AVaAUTAG TTaKETWY Egappoyn (firefox, ftp,
(wireshark) telenet, kKATT)
4
Egappoyeg
AgiToupyikd ZTPWHA PETAPOPAS
oUoTNHG (TVCP/UDP')
BIBAIOBIK ZTpwHa dIKTUOU
§ > AN nKkn AvTiypa@o 6Awv Twv TTAdioiwy (|P)
E OU_ nwns Ethernet mou aTéAvovTtal fj AapBdvovtal ZTpWwHa GeUgng
(winpcap) Sedopévwy (Ethernet)
Duaiké oTPWHA
g J
QATTO/TTPOG TO Qmro/TTPOg T0 ;
dikTUO dikTUO

210 mopoandve oyfua PAETovpe ™ otoifa mpwtokdAlmv TCP/IP, kabdg emiong, kot didpo-
PEC GLVNOELG OIKTLOKEG EPAPLOYES TTOV EKTEAOVVTOL GE £V DVTOAOYIGTY], OTMG EVOG TAONYOS
1otov 1 meAdng FTP. O aviyvevtig makétmv, Tov TopioTdveTol LE TO OOYPOULUGHEVO TAO-
Gl0 OTO GYNUA, Elval pa TPocOHNKN 6TO AOYIGUKO TOV GUGTILOTOS OOV EKTEAEITOL KO OTTO-
teAeitan amd 6o tunpata: o) ™ PPAoONKN GOAANYN G TOKETOV KOt B) TOV AVOALTY] TOKETMOV.

H Bprodnkn cOAANyng makétov Aappdaver éva oviiypago kKaOe mAoiciov mov otédvetol N
Aoppavetor amd Ty Kapta otktvwons. Ta mhaicta avtd avikovy 6to eninedo (gvéng dedopé-
vov 1o Tpotimov OSI kot mepéyovy evBvAak®péva To SLAPOoPo UNVOLLOTO TTOL OVTUALIGGO-
VIOl HETaED TOV TPOTOKOAW®V avATEP®Y GTPOUATOV. To Tapamdved oynuo apopd TNV Tepi-
ntwon tov Ethernet 6mov 10 @uowd eminedo petddoong Twv mAociov gival 10 KaA®O10
Ethernet. To dg0TepO TUNOL TOV AVIXVELTH TOKETMV, ONAOOT, O OVAAVTNG TOKETMOV, ELQUVILEL

' To Wireshark givon petovopaoio tov yvawotobd Ethereal® (www.ethereal.org), Aoy® Stopdyne yior 1o oHpo Ko-
tatebév (trademark). To Ethereal e£okolovBel va dratibetal g avolktd Aoyioukd, av kot omd 0Tt paivetal 1
avantoén éxel otapotnost tov Mdato 2006.

2 Ot 6pot «mhaiclon (frame) kou «maéton (packet), dev eivar TovTdoNUHOL KoL XPNGOTOL0OVTAL AavOacpéva
oLYVA 0 évog avTi TOV GAAOL.

-5-
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T TEPLEXOUEVO OA®V T®V TESIMV TOV TTEPIEXOVTOL GE Eva v, [ Tov 6Komd avTo, Tpémet
va yvopilelt ) doun TOV UNVORATOV Olmv Tov TpoTokOAl®v. o mapddstypa, oty mepi-
ntoon evog unvopatoc HTTP, amouteiton, kat’ apynv, yvoon g Oopng TOV TAMGIOV
Ethernet, dote 0 avalvtg TpmToKOAL®VY Vo gival 6e Béon va avayvopicetl 1o takéto [P mov
éxel evBviaxkmbel oto mlaiocto Ethernet. EmimAéov, dedopévng e doung evog maxétov IP,
pmopet va avarvBel to tepdyto (segment) TCP nov gunepiéyeton péca oto IP. Opoimg, 1 do-
un tov tepayiov TCP gmtpénel v anmokwoikonoinomn tov unvopatoc HTTP, eved nepattépm
avaivor odnyel 6to cuykekpévo tomo tov unvopatog HTTP, dniadn GET, POST k..

1o EITY Ba Bpeite 10 mpdypappa Wireshark eykateommuévo. Mmopeite dpmg yuo eEdoknon
VO TO EYKOATOGTICETE KOl GTOV TPOCSOTIKO GaG VTOA0YLoTH Katefdlovtac, avaioya pe TO Agl-
TOVPYIKO CUOTNUO TOL  XPNOLOTOlEite, TO aviictoyo opyeio omd v 16T0GEADN
http://www.wireshark.org/download.html. I"ia va Aertovpynoet to Wireshark amoteiton n -
wapén g PrpArodnine cOAANYN G Taxétov libpeap. ' ta cvotpata Windows 1 BiAodn-
kn ovoudletar WinPcap kot eykafiotatal pali pe 1o mpoypappa. Evorlaktikd, propeite vo
mv Kotefdoete amd v 10T0cEAIda http://www.winpcap.org/. Tlepiocotepec mAnpopopieg
CYETIKA HE TOV ovoAvTt TPpwToKOAA®v Wireshark pmopeite va Ppeite ot oehida
http://www.wireshark.org/docs/ émov vdpyovv GHVIESHOL Yo TO €YXEPIdL0 ¥prons o€ O1d-
eopeg popeéc (html, pdf, KAm) kabmdg kot oty http://www.wireshark.org/fag.html ce mepi-
TTMCN TOV GLVOVINGETE SVOKOAEG.

[Na kéBe Aettovpyia o xprog pmopel va opicel katdAAnia eiktpa Katoypaphs/avdivong to
omoia mepropilovy v Kivon Tov KOTOYPAPETOY/AVAIAVETOL GOUPOVO LE TO KPLTHPLHL TOV.
‘Etol, ovpemva pe v oporoyia tov Wireshark diaxpivovpe ta capture xon ta display filters
avtiototya, To omoia Oa avalvBovv otic emodpeveg oelpés aoknoemv. To ypapikd mepiPdAiov
tov Wireshark @aivetatl oto oynpa mov akorovbet.

&l (Untitled) - Wireshark [_ (O] x|
File Edit “iew Go Capture Analyze Statisice  Help
fiLATDO
GYOAUTTG B & @ EE x 4 & @ ¢ 3 » F & EE CRC
{dizplay) -
Eilter: ||http - Ekpression...| Qlear| Qppl_l,l|
Mo, - Tirne Source Destination Protacal | Info il
I 321 67.474814 147.102.7.243 147.102.40.1 HTTF  GET # HTTP/L.1
326 §7.632056 147.102.40.1 147.102.7. 245 HTTF HTTR/1.1 200 ok (text/ html)
327 B7.652700 147,102, 7. 243 147.102.40.1 HTTF GET Jimages/Tavicon. 1¢o HTTP,
332 67.661766 147,102.40.1 147.102.7.243 HTTP HTTP/1.1 200 oK {image x-1col
335 67688475 147.102.7.243 147.102.40.1 HTTF GET Jtemplates/JavaBeanE ue
343 §7.800975 147.102.40.1 147.102.7. 245 HTTF HTTR/1.1 200 oK (text/css)
Augmo 3 147, ] 14 40,1 HTTP  GET stemplate 2anE | g/
KOToryEyp o~ E 147, 40,1 HTTF  GET /template eanETue,/
—pevay § 348 6?.838?56 147.102. 147.102.7. 245 HTTF HTTR/1.1 200 OK Cimagepngd
TLOLKETATY 240 67, 8300145 147,102, 7. 243 147.102.40.1 HTTF GET Jtemplates/JavaBeantklues
350 67,839248 147,102, 147 HTTP HTTP/l 1 200 OK Cimagepngl
351 a7 G447 147,102 147 HTTF GET Jtemplates/JavaBeantlue/
352 6?.84345? 147.102. 147 HTTRP HTTF'/l 1 200 oK (1mage/pngj
353 B7. 843835 147, ] 147, HTTF GET Jcomponents/com_nok
354 6?.844206 147.102.40.1 147, HTTP HTTP/’l 1 200 OK (‘lmage,fpng)
\ 147.102.7.243 147, HTTF  GET Jcomponents/ cam_no e,
EET) ﬁ?.Ras?nﬁ 147107401 147 ST HTTR HTTR .1 200 0K (FTFRQAW ﬂ
1] | 1
AEmToue peLe Frame 39 (143 bytes on wire, 143 bytes captured) -
emLicehohboc Ethernet II, src: 00:30:4f:1e:67:88 (00:30:4F:1e:6F:880, Dst: 01l:00:5e:7f:ff:fa (01:00:5
SILA SYUEY OU Imternet Protocol, Src: 147.102.7.167 (147.102.7.167), Dst: 239.255.255.250 (239,255,255 «
TLKETOU 1 | ﬂ
TEPLEYOUEVE 0000 0Ll 00 Se FF ff fa 00 30 4f 1e &f 85 08 00 45 00 ] O.D...E. =
TEeeTOn e 0010 00 81 d2 50 00 00 04 11 55 14 93 66 OF a7 of ff  ...P.... ¥..f.
Sexast oL 0020 Ff fa 1f 48 07 6c 00 6d  5¢ 48 4d 2d 53 45 41 52 LHoTum \HM SEAR
il 0030 43 48 20 2a 20 48 54 54 50 2f 31 Ze 31 0d 0a 53 CH ¥ OHTT P/L.L. .5
Hopd KoL 0040 54 3a 20 75 70 6e 70 3a 72 6f &F 74 64 65 76 €9 T: upnp: rDDtdE\ﬂ
ASCIT meEn &7 E&E mdl m-a oAd B0 P-4 a0 23 omd A Ad AT Aa T A . e RAARL . ﬂ
|Fi|e: "CADOCURME ~1hwnliam \LOCALS ~ 14T emphethend O PUFGT" 102 K... |F': 445 D 46 M: 0 Drops: 0

Mmopovpe va dtakpivovpe T€ccepa Pacikd HEpN:
e To medio dmov pmopodv va opioTovv ta piATpa avdivong.

-6-


http://www.wireshark.org/download.html
http://www.winpcap.org/
http://www.wireshark.org/docs/
http://www.wireshark.org/faq.html
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o To mapdBupo e T MOTO KATAYEYPUUPEVOV TOKETOV KOl TEPIANTTIKES TANPOPOPI-
€G Yo to Kabéva. Avtéc mepthappdvouv Tov avovra aplBpd TAoaciov Katd TV Kato-
YPOON, TO YPOVO KATOYPAPTS, TN OeVBvVoT amocToAéa (source) Kot mopaAnm (des-
tination), T0 TPMOTOKOAAO, KOOMDG KOl GUVTOUES TANPOPOPIEG CYETIKES LLE AVTO.

e To mapdbupo pe TIC AETTOPEPELES EMKEPUAIDONS TOV EMAEYUEVOL O TN AoTA TV
Katayeypappévev tokétov. [lepiocdtepeg mAnpopopieg yia o mepeyopueva Kaoe emt-
KEQUAIOOC LropovV va avtAnfoldv TatmvTog To avtictolyo ‘“+ .

o To mapdBupo e To TEPLEYONEVE TOV EMAEYUEVOL TAOLGIOL GE JEKOEEAOKT LOPPT
kot ASCIL.

Q¢ sloaymykd mopdderypo Bo mopatnpoeTe TV Kivnon mTov TopdyeToL omd TNV emicKeym
poG 1otoceridag. AvoiEte mpota tov Interner Exploter ko petd Eexwvnoete to Wireshark. Ot
OLaPopeg EMAOYES TOV apopolV TN Asttovpyiag ¢ Kataypapng pviuioviar akolovbdvTog
amd 10 pevoL emhoymv ) dadpoun Capture = Options...). 1o napdbvpo mov gueavifeton
BeParwbeite 611 610 MEdiO Interface avapépetal To Gvopa TG KAPTUG OIKTOOL TOV VTOAOYIOTY|
cog (epomua 1.1) ko emmAéov 0tL | emhoyn Enable network name resolution givan gvepyo-
TOMUEVT.

7 Wireshark: Capture Options ngﬂ

Capture
Interface: IBroadcom NetXtreme Gigabit Ethernet Driver (Microsoft's Packet Scheduler) : | J
IP address: 147.102.7.210

Link-layer header type: ' Ethernet Iv Buffer size: |1 :I megabyte(s) V/ireless Settings

¥ Capture packets in promiscuous mode
I Limit each packet to |68 ﬂbytes
Capture Filter:l I J

Capture File(s) Display Options
File: I Browse...| || & Update list of packets in real time
I~ Use multiple files
0 F s e sy ll—j ) I' ¥ Automatic scrolling in live capture
7 Next file every 1 :| minute(s) IV ¥ Hide capture info dialog
I Ring bufter with 2 ﬂﬁlea
) —. Name Resolution
7 Stop capture after |1 jnle{_s_}
Stop Capture ... ¥ Enable MAC name resolution
I s Gl L j"""'k’*t“‘-'  Enable network name resolution
I ... after 1 :1 megabyte(s) I'
B A Il—j minute(s) I' I Enable fransport name resolution

Help Cancel

[Motovtog to Start apyiler n kataypaen. Ta makéto mov cvAlapupdvovtar epgavifoviol oe
TPAYLATIKO ¥pOVO LITO TN HOPPT KLAOUEVNG AMoTag 6To Tapdbupo pe T MoTo KoTayeypopL-
PEVOV TakET®V. MTOPEITE VO GTALATICETE TNV KOTAYPAPT 0KOAOLODOVTAG 0md TO HEVOD €L~
Loyov 1t dwdpoun Capture = Stop...).

Emokepteite He TOV Internet Explorer mv aKkdAoLOM 10TOGEAIDN:
http://ektor.telecom.ece.ntua.gr/ kat poag eoptwbdei minpwg n oerida ota-
HOTROTE TNV Kotaypoarn. 1o KOplo mapdbvpo tov Wireshark, 6mov gaivetor n xotoyeypopl-
péVN SIKTLOKY| Kivnom, UTopel evOEYOUEVMG VO TOPOTNPNOETE Kivon mov d¢ oyeTileTol pe
v eniokeym ¢ 1otoceMoac. H {ntoduevn kivnon umopel vo amopovmdel pe v epappoyn
eiktpov mapotpnong og e&ng: mnyaivete Analyze 2 Display Filters... kol Tathote 10 TAN-
KTpo Expression. Awo 10 medio Field name Bpeite v emroyn IP, matote 10 +, doAéyete
™V emioyn ip.addr, omd to nedio Relation dwwléEte 10 ==, 610 medio Value (IPv4 address)
ninktporoynote 147.102.7.1 kot motnote OK. To ¢iktpo evepyomoteitor pe to mhTnpo Tov

Apply.

-


http://ektor.telecom.ece.ntua.gr/
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| Wireshz ~1olx|

Edit Filter
Ethernet address 00:08:15:00:08:15 i|

Ethernet type 0x0806 (ARP)
Ethernet broadcast

No ARP

1P only

1P address 192.168.0.1
Delete
1P address isn't 192.168.0.1, don't use != fi j

a B

Properties

Filter name: |New filter

Filter string: ‘\p addr == 147 102.7 1 Expression...
Help ‘ 0K | Apply Save ‘ Close |

Kigtvovtag 1o mapdbupo dtohdyov (pe OK) Ba damiotdoete OTL 1) kivion eivar evogyopévmg
TEPLOPICUEVT] OE GYECN UE TNV TTAPATHPNON Y®PIG GIATPO. XN AOTO TOV KATOYEYPOUUUEVOV
TOKETOV, KOl KATO and v emkepaiida Protocol, sppaviletor 10 ekdoToTE TPOTOKOALO V-
YMAOTEPOL GTPOUATOG TOL TEPLEYEL TO TAaic10. Evtomiote 1o mpdto pivopa HTTP GET mov
€0TEILE 0 VTOAOYIGTNG GOG Yo va kotefdost T ceAida kot v avtiotoyrn andkpion HTTP
tov g&ummpetnti. Me Bdon Ta oToryEio TS KATAYPAPNG GOG OMAVTOTE TIC ETOUEVEG EPMTN-
OELC.

3.1 Tow givon 1 dievbvvon IP tov ektor . telecom.ece.ntua.gr;

3.2 TTowa eivon 1 dtevBuvon IP tov vroroyiot) cog;

3.3 TTow givor ) S1e08vvon MAC tov vToAoY16T GO G dekaeSadIKn LOPON;
3.4 TTo1og €ivan 0 KOTOOKELOGTNG TNG KAPTOG OIKTVOV;

Kdavovtag khk otnv emkepaAida Protocol Tov mapdBupov e ) AMoto Katoyeypoppéveoy mo-
Kkétwv, Ta TAaicta O ta&vopnBovv ava gidog Tpmtokdriov. [Tapatnpeiote 6T1 n av&ovoa (M
eBivovca) oelpd Ta&vounong vtodnAdvetal e o pkp tedeia (dvo tedein). Emiéste va
oo T, TAOIGLO TOV KOTOYPOYOLTE.

3.5 Na kataypayete 0 TPOTOKOALN TOV TOPATNPEITE OTL YPNGLOTOLOVVTOL YioL TNV EMIKOL-
vovio Je TNV 16T0GEMO.

Me dumAo KMk ot ypauun Frame tov mwapdbvpov Aemtopepelidv emKEPAAIdNG, UTOPEITE VO,
dgite 0o T0. TPOTOKOAAD OV TEPIAAUPAVEL TO TAAICIO KOOMDS Kot TN Gepd eVOLAIK®ONG
tovg oto mAaicto Ethernet.

Ta&wvopeiote kol mdAl ta TAaicw pe avéovoa aplBuntikn cepd. Katomy tonobetiote tov
dpopéa 6To TPMTO TAiG1o oL TEPLEYeL Tepdyo TCP, méote to de&l TANKTPO TOL TOVTIKIOD
ko emAéEte 1o Follow TCP Stream. Xtnv 006vn mov Ba gppavicdet PAEnete 10 TEP1EXOUEVO
g ovykekpuévng pong TCP, oniadn, v avtodiayn unvopdtov HTTP peta&d tov mhon-
YoU kot Tov eEumnpetnT| 10tov. Ta unvopata (evtoléc) Tov TAonyol 16To0 gpgavilovtol o
pol eovTo, evid Ta umvopata (amokpicelg) tov eEuanpet 60tov gpeaviCoviol oe yardlio
@OVTO, OTMOC 6TO aKOAOLOO TOPAOEY AL

GET / HTTP/1.1

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, applica-
tion/vnd.ms-excel, application/vnd.ms-powerpoint, application/msword, ap-
plication/x-shockwave-flash, */*

Accept-Language: el

Accept-Encoding: gzip, deflate

User-Agent: Mozillas4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)

Host: www.mit.edu
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Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Fri, 05 Nov 2004 08:25:08 GMT

Server: MIT Web Server Apaches/1.3.26 Mark/1.4 (Unix) mod_ssli/2.8.9
OpenSSL/0.9.6g

Last-Modified: Fri, 05 Nov 2004 04:59:29 GMT
ETag: "71d07dc-40a9-418b08b1"

Accept-Ranges: bytes

Content-Length: 16553

Keep-Alive: timeout=15, max=400

Connection: Keep-Alive

Content-Type: text/html

3.6 Mg Bdon ta amoteAéGOTO TNG TPONYOVLEVTG KaToypapns Ppeite:
1. Tov tOmo tov e&umnpeTnTy 16T0Y OV PLAoEevel TN GeAIdN TOL EMOKEPONKATE,

il. Tov titAo ka1 to avtiotoryo HTML tag tng oedidog mov emokepOnKoate,
iii. og Moo onueio tov mapadHpov Tov browser gpeavilerol avTOS 0 TITAOG;

3.7 Iow elvar n obvtaén Tov PiATpov oL gppaviletal TP 6To TapabBvpo Tov PIATPOL avd-
Avong;

3.8 Mg gpappoyn| katdAiniov @iktpov eppaviote Topa povo ta unvopato HTTP. Iow givon
N obvtaén Tov;

3.9 Bérete TOpa va ocite povo ta unvopato HTTP wov éotetdle o vodoyiomg cog. [ow &i-
vou M oOVTaén tov; [Y7od. o mpémer va oynuotioete wio. EKPPacy LEe TOV AOYIKO TEAETTH
KAI (and n &&), onwg aro epartnuo. 3.7, mov vo, emiléyel moxéto, IP pe dicvBvvan Tnyns ov-
THV T0V VIOAOYLOTH GOG TO. 0TTol0 Vo, TEPIEYovY unvouoto. HTTP].
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‘OvVoHaTETTWVUNO: Ovoua PC:
Opada: Huepopnvia:
AigoBuvon IP: . . . Aig0Buvon MAC: - - - - -

EpyaoTtnpiakil Aoknon 1
AikTOwon ota Microsoft Windows
Wireshark: AvaAuTthg NMpwTokOAAwYV

ATIOVTIOTE GTO EPOTHNATA GTOV YDPO OV GAS HIVETOL TAPUKATO KUl GTNV TGO GELOA €QV
ogv emapkel. To @uALGO0 0VTO O Tapadodsei otov emprémovta.
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