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EpyaoTtnpiakil Aocknon 2
Emikoivwvia oT1o TOTKS dikTUO
(TrAaiocio Ethernet ka1 TTpwTOKOAAO ARP)

O okxomdc avtov T0L gpyaoctnpiov eivor M efoweimon pe tovg Poacikodg UNXAViopoHg Tov
OTOLTOVVTOL OCTE VL VITAPEEL EMKOWVMVID HETOED VITOAOYIGTMV GUVOEOEUEVOV GE TOMIKO SiKTLO
(LAN). AnAao|, Ba €xete po Tpadty €moen] pe to BEpa g apBpoddtnong kot dievfouvelodotnong.
INo va gtvor gpkt) omowadnmote emkovovio. HETAED VO OVIOTNTMOV TPEMEL TPOTYOLUEVMOS VL
&xovv mpoodloplobel Tpia OepeA1dON YOPAKTNPIOTIKA TOVG: TO Ovoua (ONAadN, TOL0G EMKOIVAOVEL),
n owevbvvon (mov Ppiokeror) kor n Swdpoun (modg @Tdvovue eket). Omoodnmote omd To
TPOTYOVLEVO XOPAUKTNPLOTIKA umopet va BempnBei wc éva €idog Tavtottog (identifier) 1| apBpod
(numbering). Avoioya pe Tt oakpPOG LTOONADVEL N TAVTOTNTO, YPNCLLOTOOVVTOL EWOIKOTEPES
AéEeig, 6mmwg, Ovopa (name), Atevbovon (Address), Atadpoun| (Route).

XMV TEPIMTOON €VOG VTOAOYLOTH] OTO Ol0diKTLO, Ol OovTOTNTEG Tov YPNLOLV OVOUATOV 1)
devBuvoewv gtval: o 1010¢ 0 voroylotng (Ovoua), ot depyacieg (Bvpa TCP/UDP), ot demapég
(01e00vvon IP) kot ot kapteg diktvov (devBvvon Medium Access Control — MAC). To Zynua 1
delyvel ) peta&d toug oyéomn, aAld KpOPel TV moAvmAokdTNTa TNG avaBeomS Kot dtayeiplong Tovg.
270 S10OIKTLO VIAPYOVY UNXAVICUOT KO OVTIOTOLY0L TPMTOKOAAD Y10, TN LETAPPOCT TOV OVOLOTOG
evog kopPov ot d1evbuvon| IP avtod, v amddoon devBvvong IP og éva vmoloyiotr) Kot TeAkd ™
petaepoon g dtevbuvong [P e dievbuvon MAC. Ta tic mapamdve Aettovpyie ypNCYLOTOLOVVTOL
ot g&umnpemtéc TOL CSvoTNUatog dvvapkng dwpBpwong kopPov DHCP (Dynamic Host
Configuration Protocol) kot tov cvotiuotoc ovopaciog mepoye@v DNS (Domain Name System)
kaBag kot to [Tpwtdkoiro Enidvong Arevbivoewv ARP (Address Resolution Protocol).
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Zypa 1: Ovépata, dievBiveelg kol OVpeg 6To dadikTvo

Ocov agopd To ovopaTa, TO JLOOIKTLO EIvVOl YOPIGUEVO VONTAE O EKOTOVTOOES OLOPOPETIKEG
aeproyés (domains) vynAov emimédov, o1 omoieg ywpilovtal pe TN GEPA TOVG G AALES VITOTEPLOYES
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(subdomains) pe moAlovg host (vmoAoyiotég 1 kOéuPovg) N kabepio. H epapyio tov meploydv
pumopel va mapactabel pe éva dévrpo (Zynmuo 2). To dvopa kabe host amoteAeiton amd o
axolovBia etiketv (labels) mov yowpilovion pe teleieg (.. www.mit.edu). Kébe eticéta pmopet va
éxel péypt 63 yapoktnpes, evd to Ovopa tov host cvvoAikd, pmopel va €xer to mOAL 255
yopaxtnpes. Mo meproyn eivar €va VTOOEVTIPO TOV TAYKOGHIOV SEVIPOL OVOUAT®V KOl O €K
T0UTOV, T0 Ovoua meployns (domain name) ywo €va host elvar n akodlovBia TOV ETIKETOV TOL
odnyodv amd to host (OALO ©6TO OEVIPO OVOUAT®OV) GTNV KOPLEN TOV TAYKOGUIOL OEVIPOL

ovonda, A~

/edu com org jp arpa
rpi albany / / \ / \ in-\addr

ANA /\

Typo 2: Iepapyio DNS

Ocov agopd tig drevbuveoelg, To dadiktvo Paciletar otn ypron g otoifag tpwtokdAlwv TCP/IP,
omote ol dlevbvvoelg eltvar avtég mov opiler 10 mpwtdkoAro IP. Onwg Ba dcite oe Alyo, pia
oevBvvon IP avtictoyel oe pio diemaen tov host, dniadry, Ot otov 1610 TOV VOAOYIGTH (N TOV
kOpPo). I'a va eitvar €DKOAOG 0 EVTOMIGUOS TV d1eLVOVVGE®Y, GE KABE TTEPLOYN GTO S1OdIKTLO (7).
ntua.gr) vrdpyet £vag N nepocotepot e&umnpetntég DNS. Avtol mepiéyovv po Bdon dedopévav
7ov avtiototyilel Ta ovouata TV KOUP®V TS ouyKekpuévng meployns (w.y. atlas.central.ntua.gr)
og o1evbvvoelc IPv4 ka/n IPv6. O poteg xovv punkog 4 byte 1 32 bit (m.y. 147.102.240.1),
eV ot devtepec 16 byte i 128 bit (n.y. CEDF:BP76:3245:4464:FACE:2E50:3025:DF12).
Eniong pmopel vo mepiéyer mAnpoeopieg ywoo 115 devbovoelg dAAwv  eummpetntav DNS
«omevBovovy Y v mepoyn (name servers — NS), devBovoelg eEumnpettdv NAEKTPOVIKOD
tayvdpopeiov (mail exchangers — MX), emionuo ovopato LToAoyloT®dv (canonical names —
CNAME), kAn. Ot eEumnpetntéc DNS amoviodv o atnoelg dAlwv eEumnpetntov DNS, kabog kot
YPNOTOV TOV SLadIKTOOL Yoo TNV avtioTotyio. evog ovopatog oe dievbuvon IP kot to avtictpogo,
gpevvavtag TNV maykooua iepapyio DNS v avtd.

Ymv Epyaomploxk Acknon 1, avoaeépbnke OtL yio ) Aettovpyion g otoifag TpmToKOAA®Y
TCP/IP, kéBe vmoloyiotng 1 kOUPog voypeovtar va drabétel pion tovddyiotov dievbuvon IP yua
KkéBe demapr) mov dabétel, avesaptntwg tov Tomov ¢ (Ethernet, LAN, WAN, virtual ktA), apkel
va etvar povadikn oto vmodiktvo (subnet) 6mov avrkel. H dievBvuvorn avt pmopetl va tiBeton
OTATIKA GTOV {010 TOV VTOAOYLIOT 1], EVOALUKTIKA, VO, «VOIKIALETODY OLVOUIKA OO £VaL EELTNPETNTY
DHCP. YnevOopileton 611 pmopovpe va Adfoovpe mAnpopopieg oxetikd pe tig pvbuioelg too DHCP
(d1evbuvomn mov amoddOnke oto host, dievbvvon eévmnpetn) DHCP, dibpkeia picBmong) pe
BonBeta TG eviodnc ipconfig twv Windows.

Onwg, ta tomkd diktva (LAN) Asttovpyodv tumkd pe devbovoeig MAC (unkovg 6 byte) kot dev
yvopilovv timote mept devBivoewy IP. T'a va etvan @ikt 1 emcotvavia, dV0 VITOAOYICTMOV, TPETEL
0 xabévag va yvopiler  devbuvon MAC tov dArov. H Abon mov ypnowponoteital, Aowmdv, eivan
va oTaAfel éva TaKETO EKTOUTNG TOV pTd: «Ze molov aviketl 1 oevbuvon IP 147.102.240.1;» To
nakéto o etdost pe exmounn (broadcast) oe kdBe unyovn tov vroductov 147.102.240.0 (edv n
pdoko etvor 255.255.255.0) ko xéBe pio am’ ovtég Oa eléyEel av amevBivetar ot KN NG
dtevBuvon IP. Méovo n unyavn pe ) coot dievbuvon IP Ba amoxpBel pe povo-ekmouny| (unicast)
dtvovtag ™ devBuven MAC avtic. To TpmTOKOALO TOL SUTVTAOVEL AVTH TNV EPMTNON, ATAVTAEL
Kol Aappavel nv amdvinon, eivar 1o ARP.
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Inuetnveton 6t | Tpoavapepheica dadikacio, mov oyetileTon pe Tig drevbuvoelg MAC, kabmg kot
pe 1o mpwtokoAro ARP, oyvetl yuo v emilvon O01evBivoemv amokieiotikd PEGO GTNV TOTIKY
nepoyn exmounng (broadcast domain). Metalhd S10QOPETIKOV TOMIKOV TEPLOYDV €PApUOlovTaL
alyopBuot dpopordynong Kot yiveton emkowvovia 6to otpopa diktvov (IP). Aniadn, to maxéto
dpoporoyeital mwpog tnv TOAN (gateway) Tov LTOSEIKVOOLV Ol TIVOKES OPOUOAOYNONG, TNV Omoia
(TOAN) apopd kot 1 avaykn entivong dtevBHvoewv.

Ocov agpopd T O10dpopEG 6TO d1aOIKTVO, OEV VILAPYEL UNYAVIGHOG YO TNV OVTIGTOLYIGT OVTAV GE
dtevBuvoelg IP, avaioyog twv unyavici®v mov TePtypdeOnKay TPonyouUEVMS Y1t TO. OVOLLOTO KoL
115 OevBuveeig MAC. TTopdtt, pio Sadpopn petasd vrodiktimv propei va opiobel o¢ o cepd
and devbivoeic IP péocw tov omoiwv Ba 61EA0eL 10 Taxéto [P, 0 TPoGd10PIGUAC TV GLYKEKPIUEVDV
dwdpopmv yivetoan katovepmuéve Pacet tov adyopiBumv dpopoidynong. o kdBe moaxéto to
enOUEVO Pripo TG 01 dPOUNG TPOKVTTEL At TOV Tivako dpoporidynons. Emmiéov, éva maxéto IP.
avéAoya e TO LITOSIKTLO TPOOPIGLOL TOV, TPpowbeitar TPog TV KATAAANAN Otemapn e£6d0vL Kot
pécm avtng otov emopevo koppo. EAdelyet e101tkdtepng mAnpoedpnong, 1o makéto mpowbeital otnv
npokabopiopévn TOAN (default gateway).

Amopével va Teplypo@Bel T0 MO 0VGLUGTIKO PEPOG TNG OANG dladtKaciog, OnAadt, 1 emtKovmvia
HETOED SO LITOAOYIGTAOV. AT YiveTon Otav 0 évag €€ avtdVv (meAdng — client) {ntd o vanpecia
and tov dAlo (g&ummpetntig — server). BePaimg évag vmoroyiomg pumopel va gival tavtdypova
weddtng Ko g&ummpets. [ var d00ohv vrinpeocieg mpog GyveoTtovg KaAoUvVTeg (TEAATES),
opiletar pia BVpa (port) wg oNpElO TPAOTNG EMAPNS, OTOL 1| EPAPLOYN 1| O EELANPETNTNG KAKOVEL).
[Mpodkertar yoo €vav apBud pnkovg 16 bit, emopévag opilovtar cvuvolkd 65536 BOpeg (0 £mg
65535). Ov mpmdteg 1024 Bvpeg (0 €wg 1023) Bewpovvron maciyvooteg (well known ports) Ko
avVTIoTOY(0OV 08 YVmOoTEG £@apuloyés. Ot B0peg 1024 g 49151 ypnopomolovvion amd SAPopeS
EPaPLOYES, aALG Tponyeitarl déopevon Toug pHécw dadtkaciog eyypaeng (Registered Ports), evd ot
B0pec 49152 ¢wg 65535 ypnoomotovvrat eErevBepa (Dynamic 1} Private Ports). ['a mapdadetypa, ot
eEumnpetTéC 16100 akovve cuviBwe ot Bvupa 80. 'Etot Yo tv emiokeyn oe pia 16toceAidon Oa
TPEMEL VO, Yivel pia TpOTN emoen pe tov e&umnpet wotov ot Bvpa 80 wor va {nnbel n
OLYKEKPIUEVN GeAdO e To Ovopd TG. Opmg edv 1 d1evBvvon IP tov e&umnpetnti 1610V dev givan
Yvootn, Ba mpémel va Tponynoel pia aitnon otov tomkd e&uanpent DNS (mov akovetl ot 0Opa
53) vy Vv avtetoiynomn Tov ovopotog g totobéong (web site) oe oevbvvon IP. TMa v
egummpémon g aimong pmopel vo yivouv JSadoyIKEG €PMTNOELS G GAAOVG €ELINPETNTEC,
akoAovbovtag v maykooua epapyic DNS, pe amotéhecpa avénuévn kabvotépnon. o mmyv
amoeLYN Tov Tapomdve ot gumnpemtés DNS dwbétovv po mpooswpivy pvqun (cache) émov
KPOaTOOV TIG OTAVINGELS OTIG L0 TPOCPUTEG LTI OELS.

Telkd, to Aoylopikd tov ypnotn pabaivel ) devBvvon IP g 10100é0M¢ (Tnv omoia cvuvnBwg
TOMO0ETEL G TOTIKY TPOSOPIVY] VAU Yo THV TTEPITTOON oL Ba TN YpelaoTel Kot TIAL GOVIOUA).
IMa va petadwoet maxéta [P wpog ta exel, mpémel va to mepAcel 610 oTpdpo (EVENG dedOUEVEDV
(data link) ¢ kdptag dtktHOoL TOV, O6TTOL Ba EVBVAAKWBOVV 6 TAaicla TPOTOV HETAd000VV.

2V doknon ot Oo PeEAETNOETE TIG AETTOUEPEIEG TNG SIKTVOKNG EMKOWVMVING GE TOTIKO EMITESO
(LAN). T'a t diepevvnon tov tapanave, oto Windows XP 0a ypnoyorombel 1 eviodq arp. H
EVIOM] arp &Yl O10yVMOTIKEG AELTOVPYIEG OYETIKA HE TNV £QOPUOYN TOL TPOTOKOAAOov ARP og
évav vmoroyot. o Bonbewo nnyaivete oto Start 2 Help and Support xou 610 mAaiclo Search
ninktporoynote “TCP/IP utilities”, ondte eppaviCovior OAeg ot oyetikég evioléc. Ilepiocotepeg

TANpoeopieg Yo T0 TpTOKOALO ARP pmopeite va Ppeite 6TV 16TOGEAIDA TOV GYETIKOV TPOTVTTOL
RFC 826 http://www.fags.org/rfcs/rfc826.html.
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Aoknon 1- O lMivaka¢ ARP

1.1. Aeite xon xataypayte tov mivakoa ARP to0v vmoloylot) 6og TANKTpOAOYOVTIOG arp —a M
arp —g og éva mapdbvpo eviolmv. O mivaxag avtog mepieyet tig devduveeig MAC kan [P
TOV VTOAOYIGTAV LLE TOVG OTOI0VG EXEL EMKOWVMOVIGEL TPOCPATA O OIKOG GOLG.

1.2. Xg éva moapdBupo eviolmv exteAéote TNV €vioA) ping <dLeUBuvon IP>, OmOv
<dLeUbuvon IP> n dwbbvvon IP 1tov dumhovod cag vmoroyiomh. Asgite mdAl ko
Kataypdyte tov mivaka ARP tov vtoloyiot) cag. Ti mapatnpeite;

1.3. Enuewwote t1g devBuvoelg [P g mpokabopiopévng moAng kot tov eéumnpetntov DNS tov
VRoAOYoTY G0C. [Ymoodeiln: o tyv ebpeon tov default gateway xar twv elvornpetntawv DNS
umopeite va ypnoyornotjoete v evroln ipconfig Zall]

1.4. Yrdpyovv ot dtevBiveeig avtég otov mivaka ARP tov vroloyiot| cog;

Ye éva mapabvpo eviolmv eKTEAEOTE TNV €VTOA arpclear. H evioAn avt) wwodvvopel pe v
arp —d, v omoia o yprotng labuser dev pumopel va ekterécel EAAEIYEL KOTAAANA®V SIKOIOUATOV.
21 GLVEYELD EMOKEPTEITE TNV KEVTPIKN GEAO Tov [ToAvteyveiov www.ntua.gr ypNGULOTOUDVTOG
Kdmolov TAonyo 16100.

1.5. Tloteg amd 115 d1evBivoelg IP mov mpocdiopicate oto gpdTnUa 1.3 £yovv TOpO KoTOymPNOEl
otov wivaka ARP kot yoti;

Aoknon 2 - To mAaioilo Ethernet

e avtn Vv doknon Oa kataypagodv ta mAaicto tov Ethernet mov mapdyovrol kotd v emickeyn
pag wotoceridag. [Ipotov apyicete v KATAYPOPY PPOVTIGTE VA AOEBGETE TNV TPOGMPIVY LVILN
(cache) tov mhonyov. Xtov Internet Explorer emhéEte Tools RInternet Options, otnv mvokida (tab)
General méote 10 xovuni Delete Files, emPePoidote tnv mpdbeom| cog, mepyiévete va orokinpwbel
N dwypagn kot Kieiote 10 mopdbvpo Sahdyov. Xtov Mozilla Firefox emdéére Tools 2>
Options ?Privacy, méote to kovuni Clear Now, emihéEte to cache otov mivaka mov Oa eppavicbet,
emPePardote v npdeon cag, mepipuévete va oAokANpwOel | dtaypapn Kot kKAgioTE TO TAPAOLPO
SAdyov.

Ao Eexvnoete to Wireshark, akolovOnote and 1o pevov tov keviptkov mapadHpov, T dtdpoun
Edit 2 Preferences... ko1 ond ™ Mota enloy®v oto aplotepd dwréyete 1o Name Resolution.
BePawwbeite 611 kavéva and ta teTpayovaxia ota 6eEd dgv etvan emieypévo kot matnote OK.
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 Wireshark: Preferences _ ol x|
= User Interface Name Resolution
Layout Enable MAC name resolution: ™
Columns Enable network name resolution: T
Font Enable transport name resolution: ™
Colors Enable concurrent DNS name resolution: ™
Caphure
o Maximum concurrent requests: 500
Printing

Name Resolution
@ Protocols

0K Apply J Save J Qancell

Mo ) ddikacio g KaTaypaeng akoAovbovpe amd 10 pHevoy emhoydv T dwdpour Capture >
Interfaces... Z1o mapdBvpo mov epeaviCeton méote To Kovuni Options TOL OVTIGTOLKEL GTNV KAPTO

SIKTVOV TOV VTOAOYLOTY| GOG.

Capture Interfaces

Description P Packets Packets/s Stop |

d Broadcom MetXtreme Gigabit Ethernet Driver (Microsoft's Packet Scheduler) 147.102.35.232 5407 G Skark | Options | Details |

|

210 enduevo mapabvpo mov epeavileTar, PePoarwbeite 6TL Kapd omd TIC EMAOYES TNG KATNYOPLOG
Name Resolution dev givan evepyomompévn. [atodvrag to kovuni Start apyilel n kataypoen!

apture Options

rZapkure

Interface;  |Broadcom Metktreme Gigabit Ethernet Driver {Microsoft's Packet Scheduler) ; \Device\NPF - ™ |
IP address: 147,102,38.232

Link-laywer header bvpe: | Ethermet [ hd |BuFFer size! Il ﬂ megabyte(s)  Wireless Sethings |

[ Capture packets in promiscuous mode
[ Limit each packet ko |68 ﬂbvtes
Capture Filker: | || - |

ri_apture File(s) rDisplay Options

Files: I Browse... | [¥ Update list of packets in real time

[ Use multiple Files

I ndest File every Il -
I riext file svery |1 o] minute(s) [« ¥ Hide capture info dialog
¥ Ring buffer with |2 — files

megabyte(s) l - ¥ Automatic scroling in live capture

rMame Resalution

[ Enable MAC name resolution

rStop Capture ...

[ ... after |1 j packet(s) [ Enable network name resolution
[T ... after |1 ﬂ megabytels) l -
[ ... after ll—ﬂ [E— l - [ Enable transport name resolution

Help | Start I Cancel
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211 GUVEYELD EMOKEPTELTE TNV 16TOCEAdN http://www.cn.ntua.gr/ mov grloeveitar otov
vroAoyloty pe devvvon 1P 147.102.40.1. MoOAg poptmbel TANpmG 1 ceXida Tatiote T0 Stop Yo
Vo oTaPATNoEL 1 Katoypagn. Emedn omv doknon avt) doev Ba aocyoinbeite pe to IP won
TPOTOKOAAD  aveOTEPOV  oTpopdtov, Ba oAddéete v guedvion Tov TopadOpov AloTog
KOTOYEYPOUUUEVOV TOKETWV, MOTE VO U OEiyvel TANPoPopia LOVO Yo TPMOTOKOALN v amd To IP.
[nyaivete Analyze = Enabled protocols xai, apov Ppeite ™ ypouun v o IP pe kiik oto
OVTIOTO(O TETPAYW®VO, ATEVEPYOTOLEIGTE TNV OVAALGT TOV TP®TOKOAAOVL IP.

=lolx|
Enabled Protocols
Status ‘ Protocol hd |De5cripti0n j
¥ IGRP Cisco Interior Gatew:
¥ ILMI ILMI
¥ IMAP Internet Message Ac
¥ INAP Intelligent Network A
¥ INITSHUTDOWN Init shutdown service
¥ I0XIDResolver DCOM OXID Resolve
P Internet Protocol
¥ IP/IEEE1394 Apple IP-over-1IEEE 1
¥ IPComp IP Payload Compress
¥ IPDC IP Device Control (5¢
¥ IPFC IP Over FC
¥ IPMI Intelligent Platform I
PP Internet Printing Prot _~ |
| | [
Disabling a protocol prevents higher layer protocols from being displayed
Enable All ‘ Disable All | Invert ‘
oK ‘ Apply | Save | Cancel

Oo Pocicete TIG AMOVINGCELS GOC YO TIG EMOUEVES EPMOTNCELG OTO GTOLYEID TNG KATOYPUPNG Kot
EOIKOTEPU OTIS TANPOPOPIEC MOV OMOTLAMVOVTOL OTO. TAPAOLPO UE TIC AETNTOUEPEIEG TNG
EMKEPAAIDOC Kol TO Tepleyopevo twv miouciov. YmevOouiCoope o6tt tor maxéto [P kow ARP
evBviaxmvovtat o€ mAaicla Ethernet.

2.1. Bpeite ka1 emAéEte 10 mhaiclo Ethernet mov mepiéyel to mpmdto pwjvopo HTTP GET ko
npocdopiote 1 Oevbuvon MAC 1tov vmoloywot) ocog. [Ymodeiln: AxolovOnore
owadpoun Edit = Find Packet... ko1 oto mapaBupo mwov Qo eupaviorei emrére String. 2Zto
mAaioio Filter: minxtpoioynote “GET”, yowpic ta eioaywyika, koi watnote 1o kovuni Find.
Ev avaykn ovveyiore thv oavoalntnon omo v apyn e KoToypopns].

2.2. [Moa givar  dtevbuven MAC 1oV TPoopis o TOL TAUIGIOV;

2.3. Etvor  mapandve oebBvven MAC avt tov www.cn.ntua.gr; [Yrooeiln: Eléyéete eav o
Www.cn.ntua.gr ppicketal 6to 1010 DTO-OIKTVO UE TOV DTOAOYLOTH 0OG].

2.4, Edv 0y1, oe mowo cvokevn avikel ko ywri; [Yrooeiln: Avalntiote uetald twv ovorevmv
7ov wpoadiopioate ato epwtnua. 1.3].

2.5. [Towr eivon M dexae&adikn Tyun Tov wediov Tomog (Type) tov mapomdve TAoGiov Kol oo

TPOTOKOAAO VROJEWKVOEL; [Ymodeiln: avartolte v emikepalidoa tov mloiciov Ethernet
KQVoVTog KALK 0T0 o0uforo + wate va gupovioBovy oia ta wedia mov v amaptilovv].

2.6. [Toca byte tov mAaiciov Ethernet mponyodvtan tov yapaxtipa ASCII “G” g Aééng GET;
[Yrooeiln: emilélre to medio Ogdouévewv Tov TPONYOOUEVOD GVOTTOYUOTOS MOTE VO,
gupoviaBovv ato mapaBvpo e Ta TEPIEYOUEVD, TO. avTioToLy o, byte dedouévav].

21 ovvéyela Ppeite kot emAaélte to maaiclo Ethernet mov mepiéyetl v amdvrnon oo mponyoduevo
wvopa. HTTP [Yrodeiln: AxolovBwvras v vmodeiln tov epwtiuatos 2.1, avalnreiote v
axolovBia “200 OK”, ywpis 1o €100ywYIKA, 0TO TEPLEYOUEVO TV OGUECOS ETOUEVOV TAOLTIWV THG
AMoTog KoToyeypopEvVmY ToKéTwv/.

2.7. ITow gtvon 1 dtevBvvon MAC tov anoctoria;
2.8. Eivou n mapomdve dievbBvvon MAC avty tov www.cn.ntua.gr;
2.9. Y& Ol CLOKELY AVIKEL 1 SlevBVVGN AVTY;.
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2.10. Tlow givor n d1evOvvon MAC tov TapaAnmTn;

2.11. g molov VTOAOYIOTY OVIKEL;

2.12.  Tlow givor n dexae&adikn Ty tov mediov THmog Tov Tapandve TAoGIov;

2.13.  II6ca byte tov mhaiciov Ethernet mponyovvtan tov yapoktipa ASCII “O” g AéEng OK;

Aoknon 3 - lepioodrepa yia ra makéra ARP

g auti TV doknon Ba KatoypapovV To TOKETO TOV OVTAAAAGGOVTOL 6TO TPp®mTOKOAAO ARP, e ™
Bonbew tov Wireshark. YmevBouiCovpe o011 0 ypnotng umopel va opicel katdAAnio ¢iltpa
Kataypaeng/avdivong ta onoia meplopilovy v kivnom mov KoToypaeeTal/avaADETOL COUPOVA LE
Ta Kpltnpld tov. ‘Etot, cdpeova pe v oporoyia tov Wireshark, diakpivovpe ta capture kot to
display filters avtictotya, Ta omoio B avaAvBovV oTig emdpeves Gelpéc aoknoewv. YmevBuuileton
oTL mAnpogopieg oyetikd pe to Wireshark pmopeite va Ppeite oto http:// www.wireshark.org/docs/.
Ot omovinoelg ot epmToES mov akoAovBovv, mpodmobétovv yvaoon g OBewpiog mov
napovcldodnke oty Epyactnpuokr Acknon 1 kot edwd ¢ doung tov mAaiciov Ethernet.
[Teprocotepeg mAnpoeopieg ywo to Ethernet kot v €€€MEN Tov pmopeite va Ppeite oty 1otoféon
http://www.techfest.com/networking/lan/ethernet.htm, evd Aemtouépeleg ya tn dopr| Tov TAAGIOV
Ba Ppeite omv 1otoceAida http://www.techfest.com/networking/lan/ethernet2.htm.

Hekwnoete (o véa kataypoen pe to Wireshark onwg omv doknon 2. X cvvéyewo avoite
YPOUU EVIOA®V Kol TANKTPOAOYEIOTE TNV EVIOA arp —a dote va Pefoarmbeite 6TL 1 dievbuvon
I[P tov Suthavod ocog vmohoyloty Oev mepi€yetar otov mivoka ARP. Av mepiéyeton 1o1e
TANKTPOALOYNOTE OO TO TOPBEOLPO EVIOA®V TNV EVIOAM arpclear. X1 GUVEXEWN, EKTEAECTE TNV
eVIOM ping <IP JdLeUBuvon>, 6mov <IP dLeUOuvon> n devBvvon IP tov dumhavod cag
VTOAOYIGTY, Kot LOAG OAOKANP®OEL 1 eKTEAEGT TNG EVTOANG TTaTGTE TO Stop Y10 VO GTOHOTNGEL M)
kataypaen. Eravaidfete tov éheyyo tov mivaxka arp pETE amd TNV €KTEAEOT TNG EVIOANG ping.

[Ipocoym: Xvvevvonbeite pe 10 STAAVO GOG MGTE VL PNV KAVETE ping 1o0T0Ypove. 0 EVOS TPOG TOV
GAAo!

10 KOplo mapdbvpo tov Wireshark, 6mov @aiveror n Kotayeypappuévn diktvakn kivnon, umopet
EVOEYOUEVMS VO TOPATNPNOETE Kivnon mov de oyetiletan pe v mapondve evrodn. H {ntovpevn
kivnon pmopet va amopovmBel pe v papuoy eIATpov Tapatpnons wg eENG: mnyaivete Analyze
= Display Filters... ko 610 mapdBvpo Filter emréEte ) ypoppn| Ethernet address 00:08:15:00:08:15.
> ovvéyela oto medio Filter string dropbaote ) devbuvon dote va givan iom pe ) devbuvon
MAC g képtog diktbov tov vroroywot coc. H ovvraén tov @iktpov givan cwot 6tav To
nedio “Filter string” £yer mpdowvo ypopa. To eidtpo evepyomoteitan pe to wotnpa tov Apply, evod
10 Topabvpo Surhdyov kretver pe OK.

| Wires i [a] B
Edit Filter
Ethernet address 00:08:15:00:08:15 -
New Ethernet type 0x0806 (ARP)
Ethernet broadcast

No ARP
1P only

IP address 192.168.0.1
Delete
1P address isn't 192.168.0.1, don't use 1= fi j

| B
Properties
Filter name: |Emernet address 00:08:15:00:08:15

Filter string: ‘eth.addr == 00:08:15:00:08:. Expression...
Help oK Apply ‘ Save ‘ Close |

3.1 Trv amotéAecpa Exel n EQOPUOYN OVTOL TOVL PIATPOV;



http://www.wireshark.org/docs/
http://www.techfest.com/networking/lan/ethernet.htm
http://www.techfest.com/networking/lan/ethernet2.htm
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211 GLVEKELD KAVTE KAK GTO TEAOG TNG £KOPACTS OTO TPAGIVO TTEGIO TOV TEPLEYEL TO TPOTYOVUEVO
eiATpo, mpocBéote TNV Ekppoon and arp Kol mETE T0 Apply.

3.2 T amotéAecpa £YEL 1| EQOPLOYN TOV SEVLTEPOL PIATPOV;
3.3 Il6oa makéta ARP avtodidyOnikov Katd tnv ektéleon g EVIOANG ping;
3.4 Tv amotédecpa £yel mn xpnon tov or ovti yio to and 6To TponyovueEVo QIATPO;

EniléEte to mAaiclo mov mepEyel TV €pOTNON Yo TO o106 £xEL TN O1evBvvon IP Tov duthavov cog
vroAoylot (dnradn, mota givar 1 devBuvon MAC avtod) pe Bdon v tAnpogopio otn oin Info
tov moapaBvpov pe ™ Aoto Kotayeypouuévov makétov. o vo deite v mAnpopopio mov
oyetiletar pe 10 otpdpo Levéng dedopévov, méote to + ot ypouun pe titho Ethernet II oto
TopAOLPO UE TIG AETTOUEPELES EMKEPOUAMONG.

3.5 Xe molov vmohoylot aviker M Oevbuvonn MAC 10V 0mOGTOAED. KOU GE TOWOV TOL
TOPOANTT;

3.6 Ilow eivor 1 dekaefadikn T Tov mediov 7THmog TOL TOPATAVE TANIGIOV KOl TOL0
TPOTOKOALO VTTOOEIKVVEL,

>to Ethernet, | petddoon twv byte yivetal €16l dote T0 TALOV oNUOVTIKO byte va petadideTon
npmT0. Avtifeta, 6cov apopd TN petdadoon twv bit evoc byte, To AyodTEPO OoMUOvVTIKO bit
uetadidetar mpdto. v Epyootmplakn Acknon 1 €idate 611 10 vyniotepng taéng bit (47°) g
devBvvong delyvel 1o Kotd 16G0 1 devbvvon gival OpadIK 1| ATOUIKT, EVE TO bit mov axolovbei
(46°) deiyvel To. KoTh TOGO TPOKELTAL Y10t TOTIKN 1} povadiky dievbvvon.

3.7 T1 €ldovg d01eHBvvon (opadIK) 1 OTOWUIKY, TOMIKY 1 povadlkn) elvar kabe pio omd Tic
nponyovpeveg devbuvoels; [Yrodeiln: Avantdéte ta mepieyduevo twv mediwv oievbvvong
TNYNS Kol Tpoopiood tov whaigiov Ethernet].

3.8 X¢e mowa Béom tov mpdTOov byte gppaviCetor To bit vynAoTEPNG TAENS TS drevBuvenc MAC
KOl GE 7010, TO EMOUEVO TOV;

[Ma va deite 6An v TAnpoopia mov oyetileTton pe 10 TpwTOKOAL0 ARP, méote 10 + otn ypauun
Address Resolution Protocol 6to mapdBupo pe 11g Aentopépete emke@oAidng. AQol LEAETNOETE TIC
LE Tpocoyn Ta medio Tov amoteAoVV 10 TakeéTto ARP anavinote Tig emdpeveg epmTNOELG:

3.9 Kataypdyte to ovopato Kot 1o pnkog o€ byte tov medlov tov moakétov ARP
YPTCLOTOUDVTOAG MG VILOJELYLLA TO GYNLLO GTO TEAOG TOL GUAAADIOV TV ATAVTGEMV.

3.10 ITéoa byte Tov TAaiciov Ethernet mponyovvtat tov mediov ARP opcode;

3.11 ITéoa byte givar To cuvolikd péyeBog tov makétov ARP request;

3.12 [Tow n tyun tov mediov ARP code;

3.13 To makéto ARP petagpépet m devBuven MAC tov omoctoréa;

3.14 To mokéto ARP petapépet t dievBvvon IP tov amoctoréa;

3.15 Z¢ mowo medio tov makétov ARP mepiéyeton m gpdtnom, oniadn, n devbvvon IP tov
VTOAOY1GTNH TOV omoiov avalnteiton | dtevbuvon MAC;

Evtoniote 10 mpoto maxéto ARP reply mov amotelel v amdxpion oto mapamdve makéto ARP
request.

3.16 Ilown elvar M dexoeadikn T tov mediov Tdmog TOL MOPATAVEO TANIGIOL KOl TOL0
TPAOTOKOALO VTTOOEIKVVEL,

3.17 X¢ mowov vmoAoyiot) aviker 1 devbvvon MAC tov amoctoAén Kol GE TOWOV TOV
TOPOANTTY;

3.18 I16ca byte Tov mhaiciov Ethernet mpornyovvrat tov mediov ARP opcode;

3.19 Iow n Ty Tov mediov ARP code;

3.20 To makéto ARP petapépet m devBovvon IP tov amoctoréa;

-8-
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3.21 To moakéto ARP petapépet t dievbvvon IP tov mapainmn;

3.22 X mowo mediov tov makétov ARP mepiéyeton n andvinon, dniaon, n devbuven MAC tov
vroAoyloTh Tov £xet t 01evHOvvon IP yio v omoia £yve 1 epdTnON;

3.23 I16oa byte givat To cuvolikd péyebog tov mokétov ARP reply;

3.24 Eivon 10 mponyoduevo unKog 1610 e avtd mov mpocsdlopicate otny epdtnon 3.11;

To apyikd mpodTLTO Yo TavTNTA 10Mbps opilet 6t 10 EldyioTo punKog mAaisiov Ethernet ywpig to
npooipo aArd meptrapPovopévov tov CRC eivar 64 byte. Edv to makéto mov evBvlakmdveTol 6To
TAOUG10 €xEl TOAD Hkpd unKog, tote Oa mopayectel pe undevikd Oote 10 PETOOOOUEVO TAAICLO
Vo amokToel 10 gAdyioto unkog 64 byte. To id10 mpdtumo opilel O6TL T0 PEYIGTO PUNKOG TANLIGIOV
Ethernet eivon 1.518 byte, omdte ta moAD peydAa mokéto Oo mwpémer vo TeUAyIGTOOV TPV TN
petddoon, tovg. H PBiiodnkn WinPcap mov ypnowonoel to Wireshark dev eivar oe 0éon va
ovALdPel to CRC (pnrovg 4 byte) oe unyoviuoto pe Aettovpyikd cvomuo Windows (deite
http://www.wireshark.org/fag.html#q7.10).

3.25 AoBévtog Tov pnrovg tev mediov tev makétov ARP request/reply mov mpocdiopicate
pw, g e&nyeite to dopopeTikd pnkog mAotciov Ethernet ywo maxéta ARP reply xot
ARP request; [Yrooeiln: H piflioOnkn WinPcap mov ypnowonoiei to Wireshark, omwg
poivetal kail oto oxetiko oynuo. s Epyaotnpioxng Aoknong 1, coilaufaover to. omepyousvo,
moiola mpotod uet0doBovy oo TomIKO OIKTVO).

Amd o Tponyovpeva etvat TPoeaveég OTL To TakETe TOL TPWTOoKOALOL ARP dev elvan makéta IP.

3.26 Ilowo medio tov mAarciov Ethernet ta dtopopomorei;

3.27 Towo medio vmodekvieL To katd Tocov mpokettar yio takéto ARP request §ARP reply;.

3.28 T'wti m mAnpoopio. Tov HETAPEPOVLY TAL TAKETO TOV TPOTOKOAAOV ARP dev pmopel va
petapepOet pe mokéta IP;


http://www.wireshark.org/faq.html#q7.10

AIKTYA YIIOAOTIZTQN Ax. Etog 2007-08

‘OVOUATETTWVUUO: Ap. PC:
Opada: Huepopnvia:
Aig0Buvon IP: . . . AigBuvon MAC: - - - - -

EpyaoTtnpiakil Aocknon 2
EmiKoIvwVia 0TO TOTTIKO OiKTUO
(TrAaiocio Ethernet ka1 TTpwTOKOAAO ARP)

ATOVTI|GTE GTO EPAOTHRATO GTOV YAOPO TOV GG OIVETUL TUPUKATO KOl OTNV TIG® GEAIOM €GV
ogv enapkel. To @uALAOL0 0VTO O Tapadodsei otov emprimovta.
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-+——EmkepaAida Ethernet———»

Destination Source

address address Type ARP Request 4 ARP Reply Padding | CRC

A
A

Y
v

-1i-
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