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Epyaotnpiaki Aoknon 10
SMTP, DHCP

O oxomdg avtov Tov epyactnpiov eivar n eEétaon TV TpwtokOAA®Y epappoyns SMTP kot DHCP,
TOL YPNOUYOTOOVVTOL €VPVTATO ©TO OladikTvo, pe T Ponbel ToL AVOALT] TPOTOKOAA®V
Wireshark. Eda Oa ypnowonomocete ) Aertovpyla Capture pe @iltpo, ®GTE T0. TAICLL TOL
KOTOYPAPOVTAL VO, TEPIEXOVV KATOLN GLYKEKPIUEVA YapakTNPloTiKd. YmevOopileton 61t 10 QiATpO
anewkoviong (Display), mov emiéyete omd to pevov Analyze, pmopel va (am)evepyomowmnOei
OTOLOONTTOTE GTIYUN KATA TN OBPKELN TNG KATOYPAPNS, KaODG emiong Kot HETE TNV OAOKANP®OT)
OLTNG, TPOKEWEVOD VO OMOKPUTTEL (AmOKOAVTTEL) KAmol ond To. CLAANEOEVTO TAaico, EVO TO
QIATpo CVUAANYNG, TOV emAEYETE amd TO pevoy Capture, EVEPYOTOIEITOL TAVTOTE TPV EEKIVIOEL 1|
dwdkacio Kataypaens, HE OTOTEAECUO VO KOTOYPAQETOL HOVO €va HEPOS T®V depyOueEVOV
mlociov. [Ipocoyn: n anevepyomoinon tov @iktpov anekoviong yivetal mélovtag 1o kovuni Clear
(n dwypaen tov @iktpov oto medio ecaymyng dev 1o axvpmvel). Emiong, apov Eekivhoete 1o
npoypappo Wireshark mnyaivete oto Edit 2 Preferences ko1 ot Mot €TA0Y®V 610, OPLGTEPA
SwréEte 1o Name Resolution, PePowwbeite 611 to Enable MAC name resolution kot to Enable
transport name resolution ota 6e&ud eivan emdeypéva kot tatnote OK.

1. To apoTOKOLLO SMTP

To mpwtoéxorro Simple Mail Transfer Protocol (SMTP) éyer xabiepmbel yio v petddooon
UNVOUATOV NAEKTPOVIKOD Tayvopoueiov oto dwadiktvo. Emionua meprypdpetor ota RFC821 wot
RFCI1123. To mpmtoéKoAro Tov yprolponoleitor onpepa, yvootd og Enhanced SMTP (ESMTP)
OmOTEAEL EMEKTOOT TOL OPYLKOV TPOTLTOL Kol TEPLYpapetal oto Eyypapo RFC 2821. To SMTP
elvar éva oyetikd omAd TPOTOKOALO MAEKTPOVIKNG aAAnAoypaoiag Poaciopévo otn petdooon
YOPAKTPOV YL TN UETAOOON pnvupdtov. To unvopa arotedeitor and Keipnevo (YopakTipes) Kot
mOovdg AGALA KOOIKOTOMEVA (G KEILEVO) OVTIKEIEVA.

Mo vo v amootodn evdg niektpovikod unvopatog Boa mpémer o ypnotng (Tpoypappo TEAATNG
NAeKTpOVIKOD Tayvdpopeiov - email) va Exel diktvokn mpocPacn o Evav eEummpemnt) SMTP v
mv e€epyopevn adinioypaeio (outgoing mail server). O amooctoréag kabopilel Tovg maPUANTTES
KOl TO UNVORA Tov petapépeton atov eéummpetnty SMTP pe pa oepd epotocwv-anavinoewy. To
SMTP mpowbei to. pmvopata tov amoctoréa mpog tov e&ummpetnty SMTP ya v eioepyduevn
oaAnloypagio Tov mopoAmtn mOavadg pécw AV géummpemmtov SMTP mov dpovv ¢
avapetadoteg (relay servers). O mapaAnming (Tpdypappo TEAGTNS NAEKTPOVIKOD TOXVIPOLUEIOD) Yo
Vo TOPOAGPEL TNV €10EpYOUEV aAANAOYpa@ia ypnotpomolel GALa TpmTOKOALa, Omws, POP3 7
IMAP, yw va drafdoet Ta eioepydpeva pnvopato ard tov eEummpetnt Tov (incoming mail server).
Ta mpoypdupato niektpovikov tayvopopeiov (my Mozilla Thunderbird, Microsoft Outlook «.a.) Oa
TPENEL VO, PUOUIGTOVY KATAAANAQ 0Tt TOV YPNOTI. ZVYKEKPLUEVO O ¥PNoTNG Ba Tpémet va Kabopicet
tovg efvompetntéc’ SMTP kor POP3 (j IMAP) mov Qo yprouomomioel yia vo oteilel kat va
TAPOAAPEL, OVTIOTOLYO, NAEKTPOVIKT OAANAOYPOADia.

To mpwtoéxorro SMTP dpyioe wg anin petapopd keyévou yopaktipwv ASCII tov 7 bit kot dev
VOGTNPILE TN UETAPOPA OLASIKAOV apyei®V KOODS Kot YapakTp®mV GAA®V (TANV ToVv AaTvikoD)
alpapntov. Apyodtepo avamtdynkav Ao mpdtuvma Onw¢ to Multipurpose Internet Mail
Extensions (MIME) ywo 1 petagopd dvadikov apyeiov ko kewévov oe un ASCII yapaktipeg,
evad ot eEummpemtés SMTP dpycav vo vrootnpilovv ) petagopd yopoktipov towv 8 bit. To
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Agv gtvorl vmoypeTIKO Vo TawtiCovTat.


http://tools.ietf.org/html/rfc821
http://tools.ietf.org/html/rfc1123
http://tools.ietf.org/html/rfc2821
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npotdékoAlo ESMTP ypnowomnoteitar ofuepa yio nAEKTpoviK] oAAnAoypagios Tov vrootnpilet
1660 YPAPIKd 0G0 Kal TNV EXCHVOYT GAL®V apyeimv.

2t ovvéyewn dlvetar éva mapddetypa e cuvopidMog peta&d mpoypdhupatog meddtn (C) kot Tov
eEumpetn SMTP (S) yua v amooToAr] £vOG arAoy UVOLOTOG NAEKTPOVIKOD TOYLOPOUEIOV.

S: 220 www.mailserver.com Your SMTP Post
C: HELO mydomain.gr

S: 250 Hello mydomain.gr

C: MAIL FROM:<sender>

S: 250 Ok

C: RCPT TO:<friend@example.com>

S: 250 Ok

C: DATA

S: 354 End data with <CR><LF>.<CR><LF>
C: Subject: test message

C: From: sender@mydomain.g

C: To: friend@example.com

C:

C: This i1s a test.

C: Do not reply.

C: .

S: 250 Ok: queued as 123456789

C: QUIT

S: 221 Bye

210 mapaderypa eoivovrol o Pitota Tov TePAaPAver 1) 01001KaGio TPoMONGNG TG NAEKTPOVIKNG
aAAnroypaopioc. Me v evtody HELO o neldtng SMTP npocdiopilel to dvopa g meployng Omov
aviketl. Xy mepintmon mov vrootnpiletor ESMTP ypnowonoweiton n evioay EHLO (Extended
HELLO) avti tqg HELO (Hello tov apyikov RFC 821). H docolnyio amwocToAng TG NAEKTPOVIKIG
aAnAoypaoiog Eexwva pe v evioh] MAIL mov mpocsdiopilel v To0TOHTNTO TNG TOYVOPOUIKNG
Bupidac tov amooctoAéa. Axoiovfel pa oepd and evtoréc RCPT yw tov mpoodlopiopd Tng
TOVTOTNTOG TOV TOPUANTTAOV. XT1 cvvéyewa 1 eviodr] DATA exkvel ) dadikacio petagopdis Tov
UNVOLOTOG NAEKTPOVIKNG OAANAOYPOQiag. Aol tedeidoel to keipevo, n eviodn QUIT kheivel 1o
Kavol emkowvovioc. Ilepiocdtepec Aemtopépeteg y 11 eviorés tov SMTP Ba Ppeite oty
otoceAida http://www.networksorcery.com/enp/protocol/smtp.htm xou Tig exel mapoamounéc ota
oyxetikd RFC.

Mo ™ ypnon g vanpeciog SMTP ypnoyonoovvrol EW0IKEG EQAPUOYES, OTMG TPOUVUPEPULLE,
®GTOGO GTNV AoKNon avt) N emkovavia pe tov e&umnpemnt SMTP Ba yiver anevbeiog and éva
napdBvpo evioddv péow TELNET. Avoifte éva mapdBupo eviod®dv Kot, TANKTPOAOYNOTE MNE
apoocoyn to keipevo mov akoiovbel. Kébe ypopun teppotiCetor motdvtag 1o mAnktpo <Enter>.
Edv Kkdvete AGBog oty €l00ymyr TOV yopakTipav o mpénel vo emovodfete v eviodi’. O
e&ummpem g SMTP anokpivetar o k4B evtoAr BTk 1| apvnTIKAL.

telnet smtp.ntua.gr 25
HELP

HELO cn.ntua.gr

EHLO cn.ntua.gr

HELP EHLO

QUIT

2 To mMiktpo <Backspace> dev exhapfdvetar og S10pH®GT TOL TPONYOVLEVOL YOPAKTAPA, CAAG O Evag VEOC
YOPOUKTIPOG Y10, ATOGTOAN.


http://tools.ietf.org/html/rfc821
http://www.networksorcery.com/enp/protocol/smtp.htm
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1.1 Tow givor ) onuoacio Tov Topamdve TPOTOL KANoNG TS VIOANG telnet; [Ymooeiln: telnet /7]

Me v egykatdotaon ovvdeong otov gfumnpemt SMTP, o efummpem g omootéddel To
OVOYVOPIGTIKO TOV GLVOOEVOUEVO AT VOl KOIKO amOKPILoNG .

1.2 Tlow givarl 10 avayvoptotikd mov anocteilel o eéumnpetntig SMTP petd v eykatdotoon
GUVOEOTC;

1.3 Tlowog &ivar o kwdwkog g andkpiong (Response code) kot mowo 10 vonud tov; [Yaodeiln:
Avazpélte atnv 1ot00eAida Tov ovopépOnke Tapamdve. ]

1.4 Tlowog givar 0 kwdkdg amodkpiong otnv evtoir] HELP tov tpotokdiiov SMTP;

1.5 Kotayphyte 1o mAn00¢ TV vTtootnplopevov evioA®v amd tov e&umnpetnt) kabmg Kol to
oVOLOTO TPLOV OO AVTAOV PE Bdor TV amdKpIoN GTNV TOPATAVE® EVIOAN.

1.6  Tlotog eivan 0 Kwdwkog amdkpiong otig eviorég HELO ko EHLO tov mpmtokdéArlov SMTP;

1.7 Topatnpeite kamowa dtopopd peta&h Tov anokpicemv tov eEumnpetty otig eviorég HELO
kot EHLO tov mpwtokoiiov SMTP;

1.8 Tu akpipdg oniwvel 1 amdkpion tov g&ummpetnt) oty evtod] EHLO tov mpwtokdArov
SMTP; [Yrodeiln: Zoupfovievbeite v amovinon s oxetikns evioins HELP ato mopdavpo
eVIoiV.]

1.9  Eivol mwpogavég 6t o e&ummpetntic smtp.ntua.gr vrootnpiler to ESMTP. I16te éywve avtod

EUPAVES Y10 TPATT] POPAL;

21 ouvéreld 610 ToPABVPo EVIOAMV TANKIPOAOYNOTE WE TPOCOYN TO KEIUEVO OV OKOAOLOEL.
Kdabe ypappn teppatieton matdvtag to mAktpo <Enter>. [lpocoyn: Oi dicvBovoels
NAEKTPOVIKOD TOYDOPOUEIOD TOD EUPAVICOVTOL TOPOKOTW Bo TPETEL VO, TEPIKAEIOVTOL OO TOVG
xopoxtipes “<” kor “>". Onmg Ko Tpv €qv KAvete AAO0g OTNV E1G0YMYN TOV YopaKTHpOv O
TPEMEL VO, EMAVAAGPETE TNV EVTOAT).

telnet smtp.ntua.gr 25

HELO example.com

MAIL FROM:<a_guru@of.net>
RCPT TO:<Your_email_address>
DATA

Subject:Test Message

Testing
1
2
3

QUIT

6mov <Your_emaill_address> civar 1 devbuvon tov MAEKTPOVIKOD GOC TOYLIPOLEIOD
<elxxxxx@mail .ntua.gr>>. Tt cvvéyelo ovoilte 10 NAEKTPOVIKO GOC TOXLSPOUEID HECH
tov https://my.ntua.gr ywo vo emPBePordoete 6TL AdPate To pvope Tov oteilate.

1.10 Tlowa givon  amdKpion 1oV €ELANPETNTH KO O OVTIGTOLY0G KMOKOS OTOKPIGNG OTNV EVIOAN|
DATA tov npwtokdéiiov SMTP;

* Eqv dev éyete kodikd oto mail.ntua.gr ypnotponoteiote omoladimote GAA S1e00VVOT NAEKTPOVIKOD TayvdpopEeion
dwbétete evtog N extdg EMIT apkel va éxete mpdoPacn o avt) péow web. Edv de dabétete 110100 d1evbuvon Ba
npénel vo amoktnoete pia (.. oto gmail 1 yahoo) mpoto kdvete v Aoknon.

3


https://my.ntua.gr/
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1.11 Tlowog elvar o porog ¢ tereiog mov mAnktporoyeite mpv v evtoAn QUIT xkatd v
emkowvovia SMTP pe tov e§uanpenn;
1.12 Tlowx glvar  amodKpion Tov eELANPETNTA KO O AVTIGTOLY0G KMOKOG amdKPIong LETA TO TEAOG
G €0 YWYNG ded0UEVOV;
3 Tlowog epeaviletanl ¢ amoGTOAENS TOL UNVOUATOS TOL AdPote TNV TayvdpouKn cog Bupida;
[Motog gpeaviletol ¢ TAPUANTING TOV UNVOUATOG TTOL AGPaTE GTNV TOYLIPOLIKN GG Bupida;
Y& mowol EMKEPAAIdO TOL punvOpaTog Tov AdPate epgaviletor n amdvinon tov e&uanpe
ov katoypayote oty epaton 1.12; [Yrodeiln: Oo mpémer vo. eletdoete T emKEPOLIOES
mov ovvooebovy Tto unvoue. 2ty mepintwon tov MyNTUA kdvte xhix oto Display Headers
dimla oto medio Full Headers yio va supovicOoiv’.]
6 Ze molo eMKEPAAISO TOV UNVOOTOg TOV AdPate eppavileTon To example.com;
Ye Mmoo EMKEPUAIdO TOL pNVOpaTog mov AdPate epgaviCetor 1 devOVVEN NAEKTPOVIKOD
tayvopopeiov mov dwoate pe v evioan RCPT;

> ovvéyela pe ™ Pondero tov Wireshark xotaypdyte v kivinon eved kdvete yprion tov
VINPECLOV NAEKTPOVIKOD Tayvopopeiov tov kevipikov e&umnpemnty SMTP tov EMIL. Epapudote
QiATpo cOAMMNYNC Yoo va Tapatnpeite povo v kivnon mov oyetiletan pe v devbvvon IP tov
vroAoyloty cog. Katomv ninktpoloynote 1o keipevo mov axkoiovdei. Kabe ypapun tepuatiCeton
TOTOVTOG TO TANKTpo <Enter>.

telnet smtp.ntua.gr 25
QUIT

A@o0 OTOUOTACETE TNV KATOYPAPN TNG KIivnomg, €popuoote €va OIATPO OMEIKOVIONS MOTE Vo,
TAPOUEIVOVY HOVO pnvopata oyeTkd pe v vanpecsio SMTP kot aroviote ota €ENG:

1.18 Tloto givar to ¢iATpo GOAANYNG OV EPAPLOCATE;

1.19 Tloto &ivor 10 QIATPO ameEIKOHVIONG TOV EPOUPUOCATE;

1.20 TToto Tp®TOKOAAO LETAPOPAS YPTOULOTTOLEL TO TPOTOKOAAO eQapuoyns SMTP

1.21 Kotayphyte t1c 00peg (mpoélevong kot TPOOPIGHOV) TOV TPMOTOKOALOL UETOPOPAS TOV
YPNOLOTOLOVVTOL Y10, TNV EXKOVOVIL.

1.22 Tlowa amod t1g mapanave Bupeg avtiotoryel 6to Tpwtdkorro epapuoyns SMTP;

1.23 II6ca pnvopate SMTP amoutovvror ywo tn petagopd g eviodng QUIT mpog tov
eEumnpetnn;

1.24 Tlowa givar 1 amdkpion Tov €ELANPETNTH KOL O OVTIGTOLYOG KWOKOG ATOKPIONG GTNV EVIOA
QUIT tov mpwrtokdAiov SMTP;

1.25 Tlow gvtoin tov tpmtokdirov SMTP mpokaiet Tnv andivon g cvvoeong TCP;

2. To tpmwtéokoiro DCHP

To Dynamic Host Control Protocol (DHCP) &ivar éva tvmonompévo npwtoékorro REC 2131, wov
onuovpyndnke amd v avdykn amiomoinong g owyeipiong diktvwv Paciouévov oto TCP/IP.
[MoAodTepa To TEPIGGOTEPQ TOTIKA dIKTVLA Y0V TEPLOPIOUEVO PO GTABEPDY VTTOALOYIGTMOV KATL
ov emétpene ) ototikn avdbeon IP dievBivoewv. Avtd mpodmédetarl ) oo ¥ePOC aAAayn Kot
pUOIoN TV d1evdiveemv o1 omoieg amobnkedovTay 6To dioKO TOL VITOAOYLIGTH. AV YpelaldTay TOTE
évag VToAoYloTnG va aALGEel devBuvon ToTE aVTd YvOTOV amd TNV KOVOOAO TOL Kot cLVNROWG
OTOLTOVGE KOl EXOVEKKIVIOT). ZYETIKA GVVTOLO, Kol KOOMG APy Vo Onpovpyodviot OAO Kot o
ouvBeta dlkTva, LINPEE N avAyKn YL KEVIPIKY dayeipion tov devbovoewv IP. Avtd €ywve yati

* v wepintoon tov Yahoo Mail kévte khik oto Full Headers. Tty mepintoon tov Gmail emdéére HTML View
(avti standard) ko petd kévte KAk oto Show Original.


http://tools.ietf.org/html/rfc2131
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dpywoav vo  ypnoipomolovvtal Katd koOpov otabuol epyaciag (Ko oapydTEPE TPOCMOMIKOL
vodoyiotéc). ‘Eva edwd mpwtoéxoAro, 1o Reverse Address Resolution Protocol (RARP),
onuovpyndnke yia téroteg meputtdoelg (RFC 903). Enétpene oe éva punyavnua vo «pdbevy v IP
d1evBvveon Tov Kat HETA va EEKIVAGEL TV KAvoViKT Agttovpyia Tov TCP/IP.

‘Eva Ao mpwtdkoriro, 1o BOOTstrap Protocol (BOOTP), avamtoynke yia va emtpéyel oe
@TVvovg otabuovg epyaciog mov O 0BeTav yMPo HOVIUNG amofnkevong (okAnpod dicko) va
Aappdvovv v IP dievbuvoen tovg Kot TV €KOVO TOL AELITOVPYIKOD TOVS GLUGTHUATOG KOTE TNV
exkivnon (REC951). To BOOTP ot cvuvéyelon eumAovTioTnKe HE €va UNYOVICUO EMEKTOONG
(BOOTP extension mechanism) mov enétpene emmAéov dedopéva Kol ETAOYEG unvopdtov. Avtiy n
éxdoomn tov BOOTP éueiie va givor o mpodyovoc tov DHCP. Yrdpyovv dvo kopieg d1apopég Leta&y
tov tpotokOAov BOOTP kot DHCP. To DHCP opilet unyoviopovg Suvopukng ekyopnong
dtevBuvoewv [P otovg otabpovg epyaciog o ddvelo yio Kabopiopévo ypovikd ddotnuo. ‘Etot
EMTLYYAVETAL 1| €mavaypnolponoinon evog aplfpod devBbvoewv I[P amd moAlovg oTabpovg
epyaociag. Emumiéov to DCHP mapéyetr 1o punyovicpd pe tov omoio o otabudc epyociog pmopet
LOVOG TOL VoL AvVAGVPEL TIG TTANPOPOPIEG TOV ATATOVVTOL TPOKEYEVOD VAL AEITOVPYNGEL GTO HIKTLO.

Yg ovvtopia, 1 Aettovpyio Tov DHCP givar 1 axdlovdn. MOALG 0 VTOAOYIGTNG EKKIVIGEL EKTEUTEL
éva pvopa avalnmong (DHCP Discover) g&uvmmpett) DHCP. Ov eEuanpettéc DHCP mov
aKOLV OoVTO TO pMVLUa, omavtobv pe pivopa mpoceopds (DHCP Offer) 10 omoio  opilet
dtevBuvoelg IP. O voloyiotg emidéyel pia mpocsopd Ko exméunet aitnon (DHCP Request) mpog
tov e&umnpet (NTOVTOS TN cvykekpipévn dtevbuven IP. Olot o1 dArot e&umnpeTéC amoywpPoLV
Ko 0 emAeyBeic eEummpen g otédvel emiPePaioon (DHCP ACK) vy v ekympovuevn devbuvon
IP. H dwevbuvon IP mapoaympeitor pe ddveto yio cvykekpipévo ypovikd odotnua (lease time).
[Ipotod AMéet 10 dSdoTnUa aVTO, O VTOAOYIOTNG TPEMEL VO avoveE®OEL 1O Odvelo. Otav o
VTOAOYIOTNG TEAELDOEL, GTEAVEL uvupo amolvong (DHCP Release) g diebBuvonc.

Ovcuootikd, 1o DHCP avalopBdavel va opicel avtopata, xopig v mopovsio dtayeptot SktHov,
TIG ovoyKaieg TapauéTpouvg Asttovpyiag evog vmoroyiot|. To DCHP vrootpiletl 3 unyoviopovg yo
va avtiotoyilet dievbuvaoels:

e Avvopikn avtiotoiynon (exympnon pog dievbvvong IP yio cuykekpyévo dtaotnpa)

e Avtépan aviiotoiynon (LOviun ekydpnon piag dtabéoung devvvong IP)

o Xepokivntn avtiotoiynon (exyopnon e Bdon m devbvvon MAC tov artovvtoc)

[N va deite 116 TpEYoVGES pLOUICELS TIG KAPTOS SIKTHOL TOV VTOAOYLOTY| GOG avoiETe Eva mapddvpo
EVTOA®V Kot ekteléote TNV eviodn 1pconfig Zall.

2.1. Kotaypdyte 1 d1evbvvon IP, ™ pdoka vmwo-01ktiov Tov VITOAOYIST GO¢ KOOMG Kol T
dtevbuvon IP tov eEummpetnt) DCHP mov givat vrevBuvog yia tig pvbuicelg avtéc.

¥t ovvéyea pe ) Ponbero tov Wireshark Eexivnote po véa katoaypoaer] g kivinong (yopig
QIATpo GOAANYNC) TTpokeEVOL va. pedetnoete ta. unvopoto DHCP mov avioAldccovtal kot v
ekyopnon/amodécuevon tov puiuicewv IP g kdptoag S1KTHOL TOV VTOAOYIGTH GOG.

Kotomy exteréote Ty evioly iprelease’ mov Oa npokarécel v amodéopevon v puduicenv
™mE KApTag SIKTHOL TOL VIoAoytoTh oac. Enerta ekteléote Ty eviods) iprenew’ mpokeuévon va
exyopnBodv véeg diktvakéc pubuicelc otov voAoylot cog. [lepuévete €og 6tov ohokAnpwOel n
EKYDOPNON Kol EKTEAESTE TOAL TNV EVIOAN IPrenew ®ote vo avovemoete T pubuiocels. Otav
ohokANpmOel Ko 1 ektéleon ™G dvTEPNG IPrENEW, GTANNTNOTE TV KATOYPUPT UNVOUATOV arnd
10 Wireshark.

> Tovtoéonun pe mv ipconfig /release, mv onoio, dpmg, o ypiot¢ labuser 8¢ pmopsi va ekteléoel eElheiyet
KATAAANA@V StkoopbToV.
% Iooduvayei pe v evioM ipconfig /renew.


http://tools.ietf.org/html/rfc903
http://www.faqs.org/rfcs/rfc951.html
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2.2. Eoeopuoote katdAAnio ¢iltpo amewkovions mote vo epeoaviovior povo unvopato DCHP.
Mo elvar n ovvtaén tov; [Yrodeiln: YmevOouiletar ot 0 mpwtoxoilo DHCP amotedel
enéxroon too BOOTP.]

2.3. Tlow mpmtoKOAAO pETOPOPAS Ypnoiponotel To DHCP;

2.4. Tlow e€idn pnvoudtov DHCP mopnyOnocov amd v oAAnlovyio €VIOADV amdAvong
(Iprelease), skyopnong kot avavémong (Iprenew) diktvakov pubuicemv; [Yrodeln: O
wrog unvouatog DHCP ovapépetor kor oto medio Info tov mapabvpov ue ™ Aloto
KOToyeypopueEvaY Toxétwv tov Wireshark.]

2.5. Tlowg gtvon 0 6xomog T0L TPM®@TOL UNVopaTog DHCP mov mapatnpette;

2.6. Tlob avinkovv ot devBvvoelg IP Tov amocToAén Kot TOL TOPAANTTI TOV TOPATAVE UNVOLOTOG;

2.7. Tapatnpodvtog To TePLEYOIEVO TV TEdIMV TG EMKEPAAIdAG OA®V TV pnvopdteov DHCP, va
KaToypaeovv: 1 aplfuntikn etikéto (tag) xor to punkog (length) g emioyng (option) mov
kafopiler tov tOmo tov eKkdotote unvopatoc (DHCP Message Type). [Ymooeiln: To
Wireshark cupoviler v etikéto kai to unkog (t=x, I=y) oty mpoty ypouun Joirlo oxo kabe
emLOYN oL TEPIAOUPOAVETOL OTIS EMIKEPAAIDES TV unvoudatwv DHCP]

2.8. Tlow eivar n Ty (value) mov avtiotolyel otV apOUNTIKY ETIKETO, TOV KATAYPAYATE GTNV
gpoon 2.7 v kéOe eidog pnvopatog DHCP mov xataypayate; [Yaddeiln: Xto mopdbvpo
Jemrouepeiwv moxétov tov Wireshark ovomtdéte oles TIS ypouuéS mov aviiotoryovy oTnv
emiloyn DHCP ue t ovykekpiuévy apiQuntixn etikéro]

Onwc mpoavapépnke, n dievbuvon IP mov exywpeital 6tov vVIOAoYoT) oG, emPefoardveTol 6To
T€A0G TG avtorrayng Tov unvopdtov DHCP Discover/Offer/Request/ACK peta&d tov vroloyiot
cog kot Tov e&ummpetnt) DHCP.

2.9. Kortaypbwyte tig B0peg mnyng Kot TPOOPIGUOL IOV Y¥PNGILOTOWONKAV KoTd TV avToAAayn
tov unvopdtov DHCP Discover/Offer/Request/ACK peta&d tov vmoloylot cog Kot Tov
e&umpetnt) DHCP.

2.10. Tloeg amd 115 mapandve BOpeg avtiotoryodv otig cvuvnbelg Bvpeg (well-known ports) g
VINPEGLOG DHCP; [Yrooeiln: 2vupovievteite mv 10T0GEALOO.
http.//en.wikipedia.org/wiki/Well _known_ports.]

2.11. Tloeg eivonr ot oO1evBivoelg I[P omootolén Kol TOPOANTT TOV TOPATAVE TECCAPMV
Unvopdtov;

2.12. Trvmoonimvel 1 d1ev0vvon IP tov mapoainmtn tov unvopatoc DHCP Discover;

2.13. Agdopévou 0Tt T0 TOPATAVE® UAVLLO TPOEPYETOAL OO TOV VITOAOYIGTH GOG, VO OLTIOAOYNGETE
™ gpnon g 01evbvvong 0.0.0.0 wg devbvvon IP tov amoctoréa.

2.14. Tlow d1ev0vvon IP amodideton TeEAMKG GTOV VTOAOYIGTNG GOGC;

2.15. Tha méco ypdvo dwapkel N exympnomn g [P dievbvvong avtg; [Yaddeiln: Avalnteiore v
i tov lease time ato DHCP unvouo ACK.J

2.16. Zouminter 1 01evBvvon [P mov exywpnOnke pe avty mov elyate KATAYPAYEL OPYIKO GTO
epOTUA 2.1; AttoloyNoTE.

Ext6c and v devbuvon IP, o vmoroyiomg cag ypnoonotel 1o DHCP i va AdPet ko dAreg
OIKTLOKEG TAPAUETPOVG avayKaieg Yoo T Agtovpyion Tov. Tlapatnpdvioag To TEPLEYOUEVA TOV
unvopotoc DHCP Discover tov vroloyiot cog, 8o Bpeite v emthoyn (option) Parameter Request
List mov meprthappdvel ™ Aoto TV (NTOOUEVOV SIKTLOK®V TOPAUETPOV.

2.17. Na kotaypo@odv ot Kodikoi, ta ovouato, Kofdg Kot 1 onuocios Tpudv TOPOUETP®V TOL
{ntder o vmoroyiotg cog (m.y. 15 — Domain Name — To dvopa g meproyng DNS mov Oa
AVIKEL 0 VTOAOYIGTNG) [Yrooeién: 2vupovievteite ™mv 1ot00eAid0
http.//www.iana.org/assignments/bootp-dhcp-parameters. |

2.18. Tléceg amd T1c mapap€rpoug mov CNTNoe O VTOAOYIGTHG GOG TPocdopilel TeAIKA o
eEumpetnmg DCHP oto uqvopa DCHP Offer;

Meta ™ Afym g devBovvong IP, o vroroyiomg cag emPePardvel 6t avtm gival Tpaypotikd
dwBéoiun (o€ ypnopomotleitot omd AALOV) Kot OUECHG LETA {NTA TNV OVOVEDGT| TNG.
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2.19.

2.20.
2.21.
2.22.

Tpomomotleiote 10 @ikTpo amekoOVIoNS ®ote €kTOC TV unvopdtov DHCP va gpeaviCovral
kot mAaicto ARP. TTowa elvar 1 véa 6OVTOEN TOL GIATPOV OTEIKOVIONG;

[Tapatnpeite v amocton TAaciov ARP apécmg petd to ppvopo DHCP ACK;

Edv vat, 010G vmoAoy1oTig Ta TopdyEl Kot TOolov VroAoylot T dtevbvven MAC avalnrtei;
E&nyeiote ™ ypnoodmta avtdv tov miaiciov ARP [Yrooeiln: Avalnteiote to “gratuitous
ARP” oto google.];

Me v dgvtepn ektédeon NG €VIOANG IPrenew, o vroAoylotig oag NTd TV ovave®GT NG
devBuvong [P mov tov exywpnOnke mponyovuévwg (KOTG TNV TPAOTN EKTEAEGN TNG EVTOANG
iprenew).

2.23.
2.24.

[Mowa €161 unvopdrtov DHCP mapiyOncav petd m dedtepn extéleon g evioAng Iprenew;
[Mow givar n Pacwkn dapopd tov unvopatog DHCP Request g devtepng extédeong tng
evioMc Iprenew, oe oyéon pe to DHCP Request tg mpdg ektéleonc ¢ €VIOAG;
[Yrooeiln: Ilepiopiobeite otic Pooikés mopoustpovs mov gupaviCoviar oto mopadopo ue tm
AMota tv katoyeypouuévoy toxétwy tov Wireshark. ]

[Mapampeiote v T tov mediov Transaction ID tov pnvopdtov DHCP mov kotéypaye to
Wireshark.

2.25.

2.26.

2.27.

2.28.

[Tow givar m Ty tov y to pnvope DHCP mov oyetileton pe v ektéleon G EVIOANG
iprelease;

[Towa etvarl n Ty tov v ta pnvopetae DHCP mov oyetiCovron pe v mpotn eKTéAEST NG
evtolg Iprenew;

[Towr gtvor n Ty tov yw ta pnvopato DHCP mov oyetiCovon pe ) dgdtepn ektéheon g
EVTOMC Iprenew;

[Totog ivar o okomdg tov mediov Transaction ID;
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‘OVOUATETTWVUNO: Ovoua PC:
Oudda: Huepopnvia:
Aigubuvon IP: . . . Aigubuvon MAC: - - - - -

EpyaoTtnpiokil Aoknon 10
SMTP, DHCP

ATIOVTNGTE GTO EPOTINATA GTOV YDPO TOV GAS HIVETOL TAPUKATO KUl GTNV TGO GEAOA €QV
ogv emapkel. To @uALGO0 0VTO O Tapadodsei otov emprémovta.
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