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EpyaoTtnpioakil Aoknon 6
MpwtoékoAAa ARP kai ICMP

O okomdc avtoh ToL gpyactnpiov glvar n mepattépm e&étaon TV tpotokdiiwv ARP, IP kot ICMP
HEGM TNG KOTOYPOPTC KOL TOPOUTHPNONG TOV TEPIEYOUEVAOV TOV TOKETWV TOV AVTUAALCCOVTOL KOTA
™ SLAPKELD TG YPNONG TOV EVIOADV ping Kol tracert.

Onw¢ Kar 6to Tponyovpevo gpyacthplo, Ba epyaocteite pe to mpdypouua Wireshark. Eéod 0o
ypnowonomoete ) Astrtovpyion Capture pe @iktpo, ®ote T0. TAOICIO TOVL KOTAYPAPOVTIOL VO
MEPLEYOVV KATOLL GLYKEKPIUEVO YOPOKTNPIOTIKA. Y7evOupileton O0TL T0 @IATPO amEIKOVIONG
(Display), mov emhéyete amd to pevod Analyze, umopel va (am)evepyomoindei omoladnmote oTIyun
Katé T SdpKeln TG KATAYPOPNS, KOOMG EMIONG KOl LETA TNV OAOKANPMOOT AVTNG, TPOKELLEVOL VL
amoKPOTTEL (AMOKAAVTTEL) KATOD amwd T0. CLAANPOEVTO TAaioa, EVAD TO QIATPO GUAANYNG, OV
emAéyete amd to pevov Capture, evepyomoteiton TAVIOTE PV EEKIVINGEL 1) SLOOIKAGTIO KOTOYPAONC,
LE ATOTEAECUO VO KOTOYPAPETOL LOVO €V LEPOC TV dlepyOuevmV TAotciov. TIAnpoeopieg yio ™)
ouvtadn TOV oiltpov GUAANYNG umopeite va, Bpeite otV 1otobéon
http://wiki.wireshark.org/CaptureFilters. T'o vo kGvete po kataypa®n pe @iAtpo, amnd 10 HEVOD
Capture->Interfaces... méote to kovuni Options. 1o mapdbvpo mov Oa gupavicdel emhéEte v
KAPTO S1KTOHOL TOV LTOAOYIOTY| GO 0TV omoia BEAeTE va KAvETE TNV Katoypoapr]. Me SmAd KAk
ot0 O6vopa ¢ kaptag Ba epgovicBel 1o pevov ya to idtpo cOAANYNG. 10 medio dimio amd To
kovouni “Capture Filter” mAnktpoloynote pio. AOYIKN €KQPOCT GOUQ®OVY HE TN GOVIOEN TOV
oidtpav kataypaens. To eiltpo yuo v emieybeica Kdpta evepyomoteitan pe to mhtnuo tov OK.
Onmg Kot pe To GIATpAL TOPATPNONG LIAPYEL OTTIKY £Vl (Tpdotvo ypdpa) yio Tnv opBdtta
g ovvtaéng. Edv n obvtaén sivar Aabog Ba eppavicdel kokkvo ypopa. Télog, méCovtag to Start
Ba apyioel N kotaypaer. [ T dopun TOV ETKEPAAMO®V TOV TP®TOKOA®YV ™G covitag TCP/IP
ovpPovievdeite v 1otocerida http://www.networksorcery.com/enp/default0604.htm emiAéyovtag
10 “IP protocol suite” amd 10 apioTePd T™C HEPOG KOl OTN GLVEYELNL TO TPOTOKOAAO 7OV GOGC
EVOLOLQEPEL.

INa va ecélbete oto otabud epyocioc tov EITY, ypnowomoiciote To Ovopo ypnotn kot
cuvOnpaTiko Yo TPpocPacn oTic NAEKTPOVIKES vanpecies Tov Lopvpatog (mov cog £xet 600bsl
and to KHY). Metd and emtoyn tavtomoinom cog amd tov e&ummpetnt LDAP, 6o arokmoete
TPOGPACT GTOV TOTIKO VIOAOYIOTH He dvoua ypnotn labuser. Eqv oty 006vn dev gppavifetan
oXETIKO Tapdbupo SAGYOVL Yo TNV EI0AYMYY] GTO GUGTNUO, TIECTE TOVTOYPOVO TA TANKIPO
Alt+Ctrl+Del.

INo TC TaPaKATE UK GELS ATAVTIOTE GTO GVVOOELTIKO QUAAGOL0, TO 0TT0i0 00 Tapadobel 61O
T£M0G TOV €pYacTPiov oTOoV EMPAETOVTO.

1 EvroAn ping oTO TOTTIKO UTTOOIKTUO

[Tpotov Eexvnoete TV ACKNON 0OEWUCTE TOV TIVOKO arp TOL LTOAOYIOTY| GOG EKTEADVIOG TNV
evtolM] arpclear og éva mapdBvpo evioddv (N arpclear givol 1ooddvaun pe v arp —d mv
omoia, Opmg, o ypiotg labuser de pmopeil va ektedécel edlelyel dikaiopdtov). T GUVEXELD
dNUovpynote Eva EIATPo GOAANYNG, OGTE VO KATAYPAPOVTOL LOVO T TAAICIO TOL TTEPIAAUPAVOLV
 devbuven MAC tov vmoroyiot cag. Kataypayte ta diepydpeva mhaicia Oty KAVETE ping o€
VTOAOYLGTN TOV TOTIKOD OIKTOOV, T.X. KAmOov SumAoavo cag. Na ypnowyonombel n evtody ping
<& LeUBuvon IP>. Ilpocoyij: Xvvevwonbeite ue tov omlavo cog wote vo. unv kdvere Ping
T00ToYpOove. 0 évas mpog tov ailo! Tlapatnpeiote Tov mivako arp HETA amd TNV EKTEAEON TNG
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EVIOM|G ping. AoV TEAEWMOEL M KATOYPOPY, £POPUOCTE éva QIATPO OMEKOVIONS, OOTE VO
mopopeivouy poévo miaicio oyetilopeva pe ta tpwmtokoiio ARP kot ICMP.
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Kotaypdyte 1™ ovvtaén tov  @iAtpov GOAANYNG TOL  YPNOLUOTOMGCOTE MCTE V.
ocvAhapfavovtor povo ta mlaicio mov mepiappdvoovv  devbvvon MAC 1ov vVITOAOYIGTH
oag.

Koataypayte ™ ocvviaén tg EVIOANG TOV YPNGLULOTO|CATE Y10, VO, EAEYEETE T TEPLEYOUEVA
TOV TivaKa arp ToL VLOAOYIOTH GAG.

Koataypayte ™ odviaén tov @iATpov ameikdviong ®oTte va mopopeivouv povo miaicio
oyxetilopeva pe to tpwtdéxoiro ARP kot ICMP.

Me ) Ponfela tov mivaka arp oto mopdbvpo EVIOADV Kol TNG KOTOYPOUPNS TOKETMY TOV
KGvate mapomdvo, eEnyeiote tov okomd TV ToKET®V  TPpOToKOAAov  ARP  movu
AVTOALAYOMKOVY.

[Téco pmvopata tomov Echo request tov tpwtokdiiov ICMP tapoatnpricats;

E&etalovtag v emkeporida IP tov mponyodpevov punvopdtov ICMP mpocdiopicte 1o
6vopo TOL TTESIOL TNG EMKEPAAIOAG KO TNV T TOV TToL Tpoodtopiletl to Tpmtokoiro ICMP.
Kataypdayte tqv tiun tov mediov tonov (Type) ko kodikov (Code) g emkeparidag ICMP
TV unvoudtov Echo request.

Kataypayre t1g Tipég tov mediov tavtomroag (Identifier) ko tov av&ovra apBuov (Sequence
number) g emkeparidoag ICMP evég umvopotog Echo request.

Ext6g and ta mponyodueva nedia, mow dAla media teprappdver n emkepaiioa ICMP;

Moo givar to ufKog g emkeParidoag Tmv unvoudtov ICMP torov Echo request;

[Toto elvar To punKog Kot Towo 0 MEPLEYOUEVO TOVL TTediov dedopévav Tov unvopdtov ICMP
tomov Echo request mov mapdyest n eviodn ping;

[T6éoa pnvopozo tomov Echo reply tov mtpotokdéirov ICMP Adfarte;

E&etdlovtog v emkeporida IP tov mponyoduevav punvopdtov ICMP mpocdiopicte tov
K®OJKO mov mpoodiopiletl to tpwtdkorro ICMP. Elvan id10¢ pe avtov g epmdtnong 1.6;
Kataypdyte v Tiun tov nediov tomov (Type) ka kodikov (Code) tng emkeparidac ICMP
Tov unvopdtov Echo reply.

Me Bdon 15 amavioelg cog otic epotmoelg 1.7 kot 1.14, mowo and ta nedio Type ko Code
Kabopilel to katd tdéco mTpdkeLtar yio pvopoe Echo request i) Echo reply;

Kartaypdyte t1g T1pég tov nediov tavtotntag (Identifier) kot tov avovta apbpot (Sequence
number) g emkeporidoag ICMP g andvimong Echo reply oto punvope Echo request mov
egetdoate yo TNV andvinon g epatong 1.8.

[Tolog eivar 0 pOAOg TV mediwV TAVTOTNTAG Kol TOL aEOVTA APBUOD GTNV EMKEPAAID
ICMP  tov  unvoudtov  Echo;  [Yrddeiln:  ZvuPovievbeite  tqv  1otocelioa
http://www.networksorcery.com/enp/default0604.htm exidéyovrag to “IP protocol suite” amo
T0 OPIOTEPO THG UEPOS Ko atn avveyela 10 mpwtokoiio ICMP aro decio e uépog. Awafoore
116 Aemrouépeireg mov opopovy ta unvouote ICMP tomov Echo request]

ITowo givar to ufKog g emkeaAioag unvopdatov ICMP tomov Echo reply;

IToto elvan To pPNKog Kot O T0 MEPLEXOUEVO TOL TTediov dedopévav Tov unvopdtov ICMP
tomov Echo reply mov mapdyest n eviodr] ping;

A@épet 0vTd T0 TEPLEYOUEVO 0O TO avTioTolyo Tov unvopatog ICMP tormov Echo request;
[Mo¢ oyetilovton ot avtaAlayéc Tov unvopdtov ICMP e ta anoteléopata thg €vToAng ping
070 TOPAOLPO EVIOL®V;

EeKIVNOTE TAAL T1) S10OKOGTI0 KOTOYPOPTG TOV TOKET®V LE TO 1010 GIATPO GOAANYNG KOl EKTEAECTE
™V eviod] ping mpog o dtevbuvorn IP tov vIodikTvov Gag OV gV AVTICTOWEL GE Evepyo
vroroyioth. T va Ppelte o tétowo d1evBvvon, dokipudote oty THYN OtevBivoelg IP tov
VTOJIKTVOV oag otV eproyn 147.102.38.16 péypr 147.102.38.50. Apov tele1dOEL 1] KOTOYPOPT|,
epapuoote €va @idtpo oamewkdviong, dote va mopapeivoov poévo miaicto oyetildpevo pe to
npwtdéxorra ARP kot ICMP.
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1.22 Tl6ca moxéta ARP request otdABnkav yia tv emiAvon tg debBovvong tov un gvepyol
VTOAOYIOTH;

1.23 Kdabe note otéhvovian, [Yrodeiln: Ano to uevod View umopeite va emirélere Time Display
Format - Seconds Since Previous Displayed Packet.]

1.24 TI6ca punvouata ICMP otéAOnkav;

1.25 Tlwg oyetiCovtor ta TPONYOVUEVO HE TO OMOTEAECUOTO TNG EVIOMC PING oto mopdbvpo
EVTOADV;

2 EvroAn ping o€ aAAo umrodikruo

[Ipotob Eekvnoete v AoKNoN, TOPOTNPEICTE TOV TivaK arP TOV VTOAOYICTN COC. XTN GLVEXELD,
YPNOLOTOIDOVTAG TO GIATPO COAANYNG TV TPONYOVUEVOV EPWTHGEMV, KOTAYPAYTE T JEPYOUEV
mAoiclo OtV KAVETE ping G€ €vav LIOAOYIOTY] EKTOG TOL TOTIKOV O1kTHOL. [l T0 6KOTd AVTO,
YPNOWOTOIEIGTE TNV €VTOAN] ping oe pio omd 115 akdAovbeg devbBbvoerg 147.102.1.1,
147.102.7.1, 1 147.102.40.1. A@ob Ttelewdost m  Katoypapn QopuoOcte  QIATPO
AMEKOVIONG, OGTE Vo Topapeivouy povo miaicia oyetilopeva pe ta tpotokorra ARP kot ICMP.

2.1 Kotaypayrte tig dtevbivoeig IP mov mepiéyet o mivakog arp HETA TNV TOPOUTAVE® KOTOYPOLOT|.

2.2 Emdé&re éva pnvopa ICMP tomov Echo request. Kataypayte ™ dievbvoven MAC tov
OTOGTOAEN KOl TOV TTOPAANTTTN TOV OVTIGTOIYOL TAOGIOL.

2.3 Kotaypdyrte tig dtevbvveeis IP (amootoléa kot mapainmn) tov takétov IP mov petapépet to
uvopo ICMP tomov Echo request;

24 Ot mopandve owvboveelg MAC oe moteg devbovoeg IP  avtistoyobv; [Yrdoeiln:
Xpnowonoieiote tyy eviol] ipconfig /all ko tov mivoko. arp tov epwtiuatog 2.1].

2.5 Topatmpnoate mokéta TpoTokOAAov ARP katd tnv kataypoaen;

2.6 Av v, Tolog NTav 0 6Komog Tovg; Edv Oxt, attoloynote yuati dev vp&av.

AQOV 0amEVEPYOMOMGETE TO TPONYOLUEVO OIATPO OmeEKOVIONS, €QapuoOcTE €val véo ¢ilTpo
ameOVIoNG, MoTE Vo Topapeivouy povo unvopote ICMP torov Echo request.

2.7 No xataypagel n odvran tov eidtpov. [Yaddeiln: ZvuPovievteite g amavinoels oog otig
epwtioeig 1.7 ko 1.15]

2.8 Kdbe mote otélvovton ta umvopato Echo request tov npotokdirov ICMP; [Yrddeiln: Ano to
uevov View umopeite vo. emAélere Time Display Format = Seconds Since Previous Displayed
Packet.

A@o0 OmEVEPYOTOMGETE TO TPONYOVUEVO OIATPO amEKOVIONG, EQUPUOCTE £vol VEO OIATPO
ATEIKOVIONG, OOTE Va Topapeivouy povo punvopate ICMP throv Echo reply.

2.9 No katoypapet 1 oOvToEn tov. [Ymodeiln: Zoufovlevteite TI OTAVINOEIS GOG OTIS EPWTHOELS
1.14 xouz 1.15]

2.10 TMopatpodvtag Tig TIHESG TOV TTediov TG emkePaAidoc Tov Tokétwv IP mov petapépovv to
uvopa ICMP tomov Echo reply, eényeiote ndg mpoxvmtel n tun g mapapétpov TTL mov
eUQOVILETOL OTIG OMAVINGELS TOL TAPAOHPOL EVIOADV.

HEeKWNOTE O VEQ KOTOYPOOT LE TO TPONYOVUEVO GIATPO GUAANYNG, OTOV EKTEAElTE TNV EVTOAN
ping o€ évav VLTOAOYIOTH] EKTOS TOL VTOOGIKTVOV ©0G, MOV OV &ivow gvepydc (m.y. otovV
147.102.40.40). Otov teheldoel M KATAYpaPY] EQAPUOCTE €VO, PIATPO OTEIKOVIONG, DOTE VO
napapeivouy povo miaicto oyxetilopeva pe to tpotokorio ICMP.

2.11 Tlotot tomor unvopdtov ICMP gppaviCovtar;

2.12 Kabe mote otéhvovran ta pnvopato toov Echo request tov tpotokoiiov ICMP;

2.13 Zg 11 dtopépetl 1 Kivion Tov KOTAYPAYOTE GE GXECT LE TNV avTioTolyn OTOV EKTEAECATE TNV
ping mpog pwa devbvvon IP evtdg tov VIOdIKTVOV GOC, OV OV AVTICTOLKEL OE evepyd
vroAoylot (epotnua 1). AttioAoynote ) dapopd.
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3 EVTOAln tracert

v gpyaotnplokn doknon 4 €idate 01t 1 dtdpoun mov aKoAovOel Eva mokéTo 6TO O100iKTVO,
umopel va. aviyvevBel pe v evioAdr] tracert. Mnopeite dpwg va AdPete ta 010 anoteAéopota
KOl [LE O1000YIKEC EKTEAEGELS TNG EVTIOANG ping.

HEeKvNnoTe po vEa Kataypoen TG SIKTLOKNG KIvong yp1OLOTO®VTAG TO TPOTYOUUEVO PIATPO
oUAMMNYNG, OTOV EKTEAEITE TNV EVIOM] ping -n 1 -1 X www.edet.gr. Eekwvnote Bétovrog
NV TN ™G Tapopétpoy X = 1 kot ovénote ) dradoykd katd 1 péypt va madoet va epoavifeton
TO WVOMO TTL expired in transit. Otov TEAEOOEL 1 KOTOYPOO €POUPUOCTE Eva GIATPO
ATEKOVIONG, MOTE VO Topapeivouy povo miaictla oyetilopeva pe 1o tpomtokorro ICMP.

3.1 Trmv tun mowov mediov g emkeparidos IP exnpedalel n tiun g mopapétpov X;

3.2 Tlowa givon m gAdytotn T ™G TOPAUETPOV X YOl VO PTAGEL TO TOKETO GTOV €ELANPETNTA
1ot00 www . edet.gr;

3.3 XZyedudote €va amAd Sypoppo TS Odpoung péypt tov koppo www.edet.gr Omov va
eupaviCovtar ot dtevBvveoels IP tov evordpecwv kopuPov. [Yaddeiln: Mmropeite va amovtioete
ue ™ Ponbeia tov mopabopov eviolwv, mopotnpavias ) owevbvven 1P tov amootoléo g
OmAVTNONG Reply from <IP address>: ... TOD gUQaVI(eTal yia KGOe 01000)1KN eKTELETN
¢ ping]

3.4 Tlowov dAro tomo unvopatoc ICMP rapanpeite;

3.5 Tlow givor  Tiun Tov nediov tomov (Type) kot kodikov (Code) g emkeparidag ICMP yia
10 TpoNyovEVO €idog unvopdtov ICMP;

3.6 Ilowo &ivor to PAKOG KOl OO TO TEPLEYOUEVO TOL TESIOV OEOOUEVOV TOL TPOTNYOVLEVOL
UNVOLOTOG ICMP; [Yrooeiln: 2oupfovievbeite ™mv 1ot00eAid0
http://www.networksorcery.com/enp/default0604.htm exidéyovrag to “IP protocol suite” amo
T0 OPLOTEPO TNGS UEPOS Kl ot avveyelo. To Tpwtokolio ICMP oto deio e uépog. Mofaote
116 Aemrouépeisg wov apopovy to. unvouota ICMP tomov Time exceeded]

XPNOHOTOIDVTOS TO PIATPO GOAANYNG TV TPONYOOUEVOV EPMTNCEMY, KATAYPAYTE TN OIKTLOKY|
kivnon otav ekteleite v eviol tracert -d www.edet.gr. Otav TeEAel®oEL N KoTaypoen
ePapuoote €vo @iltpo omewdviong, dote va mapapeivouy povo mhaicio oyetilopeva pe To
npotokoriro ICMP.

3.7 Tlooeg tp1adeg ICMP punvopdtov arootéAdovtaol kot Toceg Aapfavovtat;

3.8 Tiamotéleoua £yl n emhoyn —d Kotd TNV KANon G tracert;

3.9 Kartaypayte tqv Tiun tov mediov Protocol g emkepotidag IP evog unvopatog ICMP thmov
Echo request mov otélvetar katd v KAfon g tracert.

3.10 T kdéBe tpLado unvopdtov kotoypdyte tn oevbvvon IP tov mopoAnmtn tov punvOouaTog
ICMP tHmov Echo Request kat t d1e00vvon IP and émov Epyeton n amdvinon.

3.11 Kartaypayte tig TYég tov mediov time to live (TTL) tov makétov IP ywn kdbe tpéda
unvopdatov ICMP Echo Request.

3.12 Koataypayte T1g avtiototyes TipéG Tov mediov time to live (TTL) ya kdOe tpiéda amovincemy.

3.13 Thati ot TpdTotl kKOpPot ¢ dradpoung amavtovv pe uivopa ICMP tomov Time Exceeded, evid
o tehevtaiog pe ICMP tHmov Echo Reply;

3.14 Tloto eivor To UAKOG KOl TO TTEPLEYOUEVO TOV TTEdiov dedopévav tav unvoudtov ICMP thmov
Echo request mov mopdyel n eviol tracert;

3.15 Xvykpivere 10 TOPATOVEO PNKOG KOL TEPLEYOUEVO TOL TEOIOV OEOOUEVMV LE TO OVTIGTOLYO
oV nepintwon g eviols ping (Epdtnon 1.11);

H mopoyn tétolag Aemtopepovs TANPOPOPNONG OYETIKA HE Tr Od0pOopr] TOV TOKETOV NTOV
OTOOEKTY OTIG OPYIKEG NMUEPES TOL SLAOIKTVLOV. ApydTEpa OUMC dpyioe va. Bempeital TPoPANUATIKA
vy Adyovg aceodeiog. H minpoedpnorn mov pmopei vo AdPet kaveig péow tng €vioAng ping
YPNOUOTOMONKE OO 100G Kol GKOVANKLO Y10l VO, EVTOTIGOVV TBavoDg GTOYOVS Yol TNV EEATAMGON
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tovG. Emiong, n tracert ypnoyomodnke cuyva amd YaKePS Yo VoL AoKT GOV YVMGT GE GYEON
HE TNV OPYUTEKTOVIKY (ETOUPIKAOV) OIKTOMV KOl OTI OCUVEXEIWL Vo EKUETAAAELOOVV TOOVEG
TPOTOTNTEG KOUP®V 1) vTOAOYIGTAOV. [’ 0VTO apKeTd diKTVLA APYIGOV VO PIATPAPOLY GTO OPLOL TOVG
ta unvopoto ICMP tomov Echo Request. ‘Etot, gv yével, pmopei kdmotog va. Bpet tn dadpoun uéypt
™V aKpn evog (etapkov) SKTHOL, AAAL OYL TN O100POUT GTO ECOTEPLKO TOV.

Avtiotorya, og Asrtovpyikd cvotiuata omwe ta Windows XP SP3 1 mpokabopiopévn emloyn eivat
va eiktpapovv to unvopata ICMP tomov Echo Request, mapdtt 1o mpdtuvmo RFC 1122 opiler o1t
Kkabe vroloytotig (host) mpémet va. déxeton ta umvopata ICMP thmov Echo Request kot vo oavtd
ue ICMP tomov Echo Reply. TMapoia avtd ap@dtepec ol eVIOAES eivar YpHOLLO SOyVOOTIKG
epyareia kal fonBovv apketég popég oty enilvon mpofAnudtomv (dpopordynong) n oty bpeon
TOV TANGLESTEPOV KOUPOV T.Y. Y10 TO KATERUCUA ONUOPIADY apyEiwV.

Eivor onpovtikd opmc va yivel katavontd 6t n faon Aettovpyiog Tng EVTIOANG tracert dev elval
N ardvinon oto pqvopo ICMP tomov Echo Request, aAld n mopoaywyn g £voelEng c@AANOTOC
(TTL expired in transit) mov oyetileton pe v emkepoAida tov makétov IP. 'Etor n avtictoym
vAomoinomn ¢ evioAg tracert tov Windows, oto Aettovpyikd cvotuate Unix/Linux, mov
ovopdleton traceroute, mapovotdlel v eENc dweopd: avii va oTéAvel oL GEPE oo
unvopata ICMP torov Echo request otov mpoopiopd, 6nmg cvpPaivel oto Windows, ypnoiponotet
dedopevoypappato UDP pe B0pa mpoopiopod oty weproyr and 33434 éwg 33534. Kot ot1g dvo
vAOTOMGELS, 1 TN TG Tapapétpov Time-to-live (TTL) kdbe mokétov apyilel amd v T 1 kot
avéavetal Katd 1 yuo kébe dradoykn arootodn. Kabe dpoporoyntig katd uinKog tg Stadpopns
TPOG TOV TPOOPIGHO, pewdvel to TTL katd 1, mpotov mpowbnoer 1o makéro. Otav 1o TTL
undevicei, o dpoporoyntig opeilel va oteidet pnvopo ICMP tomov Time Exceeded oty nnyn. H
dadpoun Ppioketar eEetalovrag ta unvopata Time Exceeded. A&iCetl vo toviotel 0TL ) mapapeTpog
TTL, doyeta pe 0,T1 LVTOINA®VEL TO OVOUO. NG, Ogv €xel Kapio oy€omn HE YPOVIKN OlbpKeLa.
Exopaler amdd to péyioto apbud kopPov amd toug omoiovg pmopei va mepdoet éva moakéto IP
HEYXPL TOV TPOOPIGUO TOV, ACYETO OO TN XPOVIKTN OPKELD TOV TOEWOV avTov. Ag onuelmbel 0Tt
oto Unix/Linux, n evtol] traceroute umopei eniong va ypnoipomomoetl o tpotokoiro ICMP
av KAnOel pe v emAoyn —I, evd o1 To TPOGPATES VAOTOMCELS TG UITOPOVV VO, YPTCLULOTOU|COVV
Kot To TpwTOKoAAo TCP pe v emioyn —T. Me 1 ypnon TCP og apketéc mepmtmoelg sivat
duvatd va domepactovy to teiyn mopaceaielag (firewalls) péow Bupdv mov givor avoktég yia
TOUG VTOAOYIOTEC ToL  Ppiokovior T Tovg, otéAvovtag Ttepdye TCP  SYN, avti
dedopevoypappoto UDP 1 unvopote ICMP torov Echo Request.

3.16 Tlowr Ba Mrav m i tov mediov Protocol tov avtictoyov makétov IP mov otédvel o
VTOAOYIOTNG GO, €6V avTi TNG EVIOMC tracert, eiye ypnowomombei n traceroute (and
Unix/Linux) pe toug €€Nng tpomovg:

l.traceroute <TPOOPIGLOG>
li.traceroute —TI <mpooplopudc™>

lii.traceroute -T <mpooplopudc™>
3.17 Thati ta pmvopoto ICMP g evtoAng tracert (amd Windows) dev mepthapfavouvv aptOpd
BVpag TYNG KoL TPOOPIGLOV;

4 IP options

[TAnpopopieg yia ™ dtadpour) oto dikTLO Umopel va AdPel Kavelg Kot HEC® TNG EMKEPAAIOOS TV
nokétov IP. H mietovomta tov makétov IP tepthappdvovv  cuviOn emikepodido tov 20 byte pe
To, Tedior mov €1date oTIC TPoNyovueveS acknoels. Ot dnuovpyol tov IPV4 duwmg mpoéPfreyav
duvototnto petd 1o otabepd pépog (20 byte) g emkeporidoc vo akolovBoOV TPOUPETIKEG
emloyég (options). OAot ot dpopoAroyntég amorteitor va Ti¢ dStaPfdlovv Kat vo evepyovv KaTdAAnAa.



AIKTYA YIIOAOI'IETQN Ax. 'Etog 2012-13

Ouwmg, 10 péytoto unkog emtkeporidog IP eivar 60 byte, ondte povo 40 byte eivon dwbéopa yuo
mpoopeTikég emhoyéc. Ot mo ocvvnbelg €€ avtov oyetiCovion pe ™ dpopordynon mnyng (Source
Routing), v kotaypoaen dwadpoumv (Record Route) kot v koataypaen ypoévev (Time stamp).
v mEepInTmon ™S KATOypaeng Oldpopdy, 6tav o dpoporoyntie AdPer éva mokéto pe v
TPOULPETIKY EMAOYN TNG KATAYPAPNS Sadpopng evepyomompévn, ewcdyst v IP dievBuvon tov ot
0éon g emke@aAidag mov opilel 0 oyeTIKOG deikng, avédvel Tov deiktn Katd 4 Kot mpowbel to
nokéto. Edv 1 emkepoiida yepioet, 1o Takéto mpombeitat ympic tnv katoypaen tng dievbvvong IP.

Mmnopeite ebkoAa vo mapdyete makéta IP pe emikepaAideg mov TEPLEYOVLV TPOUPETIKES EMAOYEG
YPNOUOTOIOVTOS TNV €vIOM) ping. ILy., M emAoyn —-r otV €vioAn ping &vepyomolel v
kozaypopn (recording) tov devbiveewv IP kotd unkog g Swdpouns. [[o mepiocodtepeg
TANpoPopiec oxeTikég pe T ovvtaén g EVIOANg ping mnyaivere oto Start = Help and Support,
oto mAaicto Search mAnktporoynote “TCP/IP utilities” kot téhog emié&te v evioA] ping]. [
NV AoKNoN VT OGS Ba YPNGILOTOCETE TO GTOLXEID TV TOPASELYUAT®V OV TTapatifevTot.

Koatd 1o maperB6v, n ektéheon g eVIOAG tracert amd Tov vmohloylotn) 147.102.40.164 pe
TPOOPICUO TOV VIOAOYIGTH nic.grnet . gr, £dve TV akdlovdn ££odo:
C:\>tracert nic.grnet.gr

Tracing route to nic.grnet.gr [194.177.210.210]
over a maximum of 30 hops:

1 2 ms <1 ms <l ms router.cn.ece.ntua.gr [147.102.40.200]

2 <1 ms <1 ms <l ms DbackboneRouter.ntua.ilissos.athensMAN.grnet.gr [195.251.24.70]
3 1 ms 1 ms <1 ms athens3-to-ilissosl.backbone.grnet.gr [195.251.24.226]

4 1 ms 1 ms <1l ms nic.grnet.gr [194.177.210.210]

Trace complete.

C:\>

4.1 Me Bborn v TopaTdveO KATOYPOEY AvVaypAYTE GTO CGYNUO TOL TopatiBeTotl 6To PUAAASL0
TOV anavtnoewv 11§ dtevduvoelg IP tov képfov e dwadpounc. (Eqpeioon: Ot dievbovoeig

IP mov epgavioviot avtiotor oV o6Tig denaPés TV KOUP®V Katd piKkog g S1adpopung Tov
Bpickovtal Tpog TV TALLPEA TOV vToroylot) 147.102.40.164).

Koatd 10 maperBov, n £€000g amd v ektéheon ¢ ping -n 1 -r 1 nic.grnet.gr (ue
gvepyomomuévn v - katoypoaer]  oevbdvoewmv kol aeemmpie mIAL  TOV  VTOAOYIOTN
147.102.40.164)Atav:

C:\>ping -n 1 -r 1 nic.grnet.gr
Pinging nic.grnet.gr [194.177.210.210] with 32 bytes of data:

Reply from 194.177.210.210: bytes=32 time=1l4ms TTL=252
Route: 195.251.24.69

Ping statistics for 194.177.210.210:
Packets: Sent = 1, Received = 1, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1l4ms, Maximum = l4ms, Average = l4ms

C:\>

eV TANKTpoAOY®VTOC ping -n 1 -r 3 nic.grnet.gr og éva mapabvpo EVIOA®V TOL
id1ov VIoAOYIOTY, Yoo TNV Kataypopn (recording) Tpidv devbdiveemv Katd UNKog g dladpounc,
Aappavovtay n akdAovdn é€odoc:

C:\>ping -n 1 -r 3 nic.grnet.gr

Pinging nic.grnet.gr [194.177.210.210] with 32 bytes of data:

-6-
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Reply from 194.177.210.210: bytes=32 time=9ms TTL=252
Route: 195.251.24.69 ->
195.251.24.225 ->
194.177.210.200

Ping statistics for 194.177.210.210:

Packets: Sent = 1, Received = 1, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 9ms, Maximum = 9ms, Average = 9ms

C:\>

4.2 Zvuminpoote, facel g 6600V TG EVIOAMG ping mov 6o 000NKe, TO GY U TOL PVALOV
TOV AMOVINCE®V, CNUELOVOVTAS TS O1evbivoelg IP dhmv tov demapmv mov pecoAafolv.
(Equeioon: Ot dievbvvoeig IP mov katoypdeovtal HEcm TG EMAOYAC — T AVTIGTOL(OVV OTIG
OTEPYONEVES DEMAPES TOV KOUPV TNG dtadpopunc mov akorlovbei to makéto IP).

4.3 Tlow eivor 1 devbvvon tov mpokabopiopévov dpouoroyntr (default gateway) yw to
VodikTvo OV avikel 0 147.102.40.164; [Yrodeiln: H dicdOvvan tov vmodiktoov eivor
147.102.40.0/24]

4.4 Tlow eivar m oebbuvon tov mpokabopiopévov dpouoroynty (default gateway) yw to
VTOSIKTVO TTOL AVIKEL O TTPOOPIoUOS, dNAadN 0 nic.grnet.gr; [Yaodeiln: H diedbvvon
700 vIooIKTOOV €lvar 194 .177.210.0/24]

Extedéote tpa v eviod) ping -n 1 -r 7 nic.grnet.gr kot mopatnpeiote v ££000
OV AQUPAVETE.

45 Tuéxer aAlGEeL oV TOTOAOYIO TOV OIKTVOOL GE GYEON UE TIG KATAYPAUPES TOV TopeAOOVTOC;

Mo v mpaypotonoinon Tov televtaiov HéPovg g doknong, Ba avaidcete v kivnon ICMP mov
mopayeTal Kotd TNV eKktéAecn G evioMg ping -n 1 -r X www.ucla.edu amd TOV
vroAoylot 147.102.40.164, é6mov 1 mapapetpog ‘X maipvel dtadoykd Tig Tipég amd 1 péypt
™ pé€yrotn T g mov eival 9. H xivnon €xel non xotaypoesi oto apyeio labb6.cap mov
Bpioketar otov vmoloyiom] edu-dy.cn.ntua.gr. o va katefdoete to apyeio avtd otov
VTOAOYIGTN GOG, TANKTporoynote ftp edu-dy.cn.ntua.gr oe éva Tapdbvpo eviordyv. v
nmpotponn) User: MANKIPOAOYNOTE anonymous okoAovBovuevo amd <Enter>, evd otnv
npotpomy Password: mAnktporoynote to e-mail coc axoiovbBovuevo amd <Enter>. Xn
oLvvéyeln, TAnktpoloynote 1cd desktop, ®ote va petapepbei o Tomikds katdroyog oto Desktop
TOV VTOAOYLOTY| GOG, £TEITO ODOTE TNV EVIOAN bin, ®GTE M petagopd apyeiwv va yivel e duadikn
pope1 Ko t€Ao¢ hash vy vo PAEnete TV TPO0d0 ™G peTapopds tov apyeiov. Ilpokeévon va
Katefdoete T0 1ab6.cap MANKIPOAOYNGTE TNV €VIOM) get labb6.cap [llpocoyn oto puikpd
ko1 kepodaio ypouportal. TéEhog mAnKTpoAoynote bye yo va teppaticete v epoppoyn ftp ko
apyiote TV avaivon g Katayeypoupuévng Kivinong avoiyovtog 1o 1ab6.cap and 1o Wireshark
(File = Open... ko emré€te t0 1ab6 . cap).

4.6 Tlow &ivar to pRKog ¢ emkeparidag IP yio kabe Levyog unvoudtov Echo xar Echo reply
OV TTPOEKVYE A0 TIG SLOOOYIKES EKTEAECELG TNG EVIOMG pPing;

4.7 Timoapatnpeite yio to pé€yebog g eMKEPAAIOG GE GYEON LE TNV TIUN TNG TOPAUETPOL —F X

4.8 Xe mowo medio tov makétov IP kataypdeovtar ot dievBiveeig IP tov diemapdv g dadpoungs;

4.9 Tlooeg devbivoelg IP ympobv 610 Tapandve nedio;


http://www.ucla.edu/
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OVOUATETTWVUHO: Ovoua PC:
Opada: Huepopnvia:
Aig0Buvon IP: : : . Aig0Buvon MAC: - - - - -

EpyaoTtnpiakil Aoknon 6
MpwtdékoAAa ARP ka1 ICMP

ATOVTNOTE 6TU EPOTIUATO GTOV YOPO TOV GOS OIVETOL TUPUKAT® KOl 6TV TIG® GEAOO EGV
ogv enapkel. To puArdoo avtd O Tapadodsei otov emPrémovra.
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