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EpyaoTtnpiakil Aoknon 2
ETTiKolvwvia oT1o TOTKS dikTUO
(TrAaiolo Ethernet kai TpwtokoAAo ARP)

O oxomdg ovtod ToL gpyactnpiov eivar m efoikeiwon pe TOLS PACIKOVS PUNYOVIGUOVS TOV
AmoUTOOVTOL OGTE VO VITAPEEL EMKOWVOVIOL LETOED VTOAOYIGTMV GLVOEOEUEVOV GE TOTIKO OTKTLO
(LAN). Anhaon, Oa €xete o Tpdn emaen pe to 0épa g aptBpoddtong kat 61evfuveloddoTnone.
[Ma vo givor @ikt omoladmote emtkowvmvior pHeta&h V0 OVTIOTHTMOV TPEMEL TPONYOLUEVMOG VO
&xovv poodtoptobel Tpia BepeAdOIN YOPAKTNPIGTIKA TOVS: TO Gvopa (dNAadN, TO0G EMKOVOVEL),
n doevbvvon (mov Ppioketor) kot 1 dwwdpoun (mwog @Tdvovue ekel). Omolodnmote amd o
TPONYOVUEVO YOPOKTNPLOTIKG propei va Bewpnbdei og éva gidog tavtotntag (identifier) 1 apOpod
(numbering). Avaloya pe TU 0KPIBOS VTOONAMVEL 1 TOVTOTNTA, YPNOLUOTOIOVVTIOL EIOIKOTEPES
AéEetg, omme, Ovopo (name), AevBovon (Address), Awadpour| (Route).

2V mEPINTOON €VOG LTOAOYLOTH] O6TO OldikTLo, Ol ovidtnteg mov ypnlovv ovoudtov M
devBdvoswv givar: o 1010g 0 voAoylotg (Ovoua), ot diepyaoisg (00po TCP/UDP), ot diemapéc
(d1evBvvon IP) ko ot kapteg diktvov (devbuven Medium Access Control — MAC). To Zynua 1
detlyvet ) petald toug oyéon, ahdd KpOPeL TNV TOAVTAOKATNTA TS avABEGNC KOl Sl EIPIONG TOVC.
270 S1001KTLO VTTAPYOVY UNYOVICUOT KOl OVTIGTOLY0 TPMOTOKOAAN Y10 T HETAPPOCT TOL OVOUOTOC
evog kopPov ot d1evbuvon IP avtod, v amddoon devbvvong IP og éva vmoloyiot kot Tedkd ™
uetdopaon g dievbuvong IP og dietBvvon MAC. TNa Tic mapoamdve Aeitovpyieg ypNOOTOIOVVTOL
ot g&ummpeTég TOLV GLOTHOTOG Juvouikng dwpbpwong koéppov DHCP (Dynamic Host
Configuration Protocol) kot tov cvetuatog ovopaciog mepoyxdv DNS (Domain Name System)
Kobm¢ ko to Ipwtokoiro Exilvong Atcvbiveswv ARP (Address Resolution Protocol).
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Xyfqna 1: Ovépara, drevBvveelg ko B0peg 610 dradikTVO
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Ocov apopd to. ovopata, 10 O100IKTLO €ival YOPIGUEVO VONTA GE EKOTOVIAOES OLUPOPETIKEG
reproyég (domains) vymiol emmédov, ot omoieg ywpiloviot Ue TN GEPA TOVEC € GALEG VITOTEPLOYES
(subdomains) pe moAlotc host (vmoloyiotég 1 koOpPovg) M kabepio. H epapyio tov meploydv
umopel va mapactadei pe Eva dévipo (Zynua 2). To dvopo kéOe host amoteAeitoan omd o
axoArovlia etikercov (labels) mov ywpilovrar pe teleiec (m.y. www.mit.edu). Kabe eticéro pmopet vo
Exel péypt 63 yopoaktnpes, evd to Ovopo tov host cuvoAikd, umopel vo €yl to mOAD 255
yopoktnpes. Mo mepoyn eivar éva VIOOEVTIPO TOL TOYKOGUIOL OEVIPOV OVOUATMOV KOl O €K
TouTov, 10 Ovopa mepoyng (domain name) ywo éva host eivar n axkolovBio TV €TIKETOV 7OV
odnyovv amd 10 host (UAAO GTO O4VIPO OVOUAT®OV) GTNV KOPLON TOV TAYKOGHIOV OEVIPOV

ovondua, i~

/edu com org jp arpa
rpi albany in-lddr
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Tyfqna 2: Iepapyioc DNS

Ooov agopd t1g devbiveelg, To dwadiktvo Paciletar ot xpnon g otoifag tpwtokoAlwv TCP/IP,
omoTE Ol d1evbvvoelg etvar avtég mov opilel 1o mpwtoékoAro IP. Onwg Oa deite oe Alyo, pia
devbuvon IP avtiotoei oe pia diemaen Tov host, dnradn, Oyt otov 1610 Tov VIOAOYIoTH (1] TOV
kOppo). INa va givar €bkoAog 0 EVIOTIGUAIC TV devdiveewv, ce Kabe TePLoyn 61O d1adiKTLO (TT.).
ntua.gr) vmépyer évag N meprocotepor eEumnpettég DNS. Avtol mepiéyovv pa Baomn dedopévov
mov avtiotoyilel To ovopata TV KOUPmV TG ovykekpiuévng meployng (m.y. achilles.ntua.gr) oe
devBovoeig IPv4 ko IPV6. O tpiteg £xovv pnkog 4 byte (32 bit), 6mov ta byte ypagpovtar wg
dexaodikol apBuoi yopilopevor pe tekeio (my. 147.102.222.210). Ot dedtepeg £xovv punkog 16
byte (128 bit) kot ypapovtar oe dexaeladikn popen o AéEec 16 bit yopillopeveg pe ":" (m.y.
2001:0648:2000:00de:0000:0000:0000:0210). Emiong umopel va  mepiéyel
mAnpogopies yio Tig devbivoelg dAlwv e&ummpetntdv DNS «wrevBuovovy yia v meployr (name
servers — NS), dievbvvoelg eumnpemtdv niektpovikov Tayvdpopeiov (mail exchangers — MX),
emionuo ovouata vmoloyiotdv (canonical names — CNAME), «in. Ou géumnpetntég DNS
amoviovv o autnoelg GAhov efvmmpemtov DNS, kobdg kot xpnotdv Tov SdKTOOL Yo TNV
avtiotolyio. evog ovopatog oe oevBvvon IP ko 1o avtictpopo, epevvovtog TV TOYKOGLULO
tepapyio DNS v’ avtd.

Ymv Epyactpuokr] Acknon 1, avagépbnke 01t yoo ™ Agttovpyio ¢ oT10iPog TPOTOKOAAWV
TCP/IP, xdBe vrmoloyiotig 1| kKOuPog vroypeovtar va dtobétel pia tovddyiotov dievbvvon IP yia
Kabe diemapn mov dwbétel, aveEaptntwg Tov tomov ¢ (Ethernet, LAN, WAN, virtual xth), apkei
va givar povadikny oto vrodiktvo (subnet) omov avikel. H dievBvvon avty pmopei va tibeton
OTOTIKG GTOV {010 TOV VTOAOYLGTI 1], EVOALAKTIKA, VO «<VOIKIALETOLY QUVAUIKA OO £vVa EEVTNPETNTY
DHCP. YrevOopiletar 6t pmopovpe va Aafovpe mAnpopopieg oyetikd pe tig pubuiceig tov DHCP
(d1evBvvon mov amoddbnke oto host, dievbuvon eEvmmpetnty DHCP, dudpkela picbwong) pe
BonBeta tng eviodng ipconfig tov Windows.

Ouwmg, ta tomika diktva (LAN) Agttovpyodv tumikd pe devboveeig MAC (ufkovg 6 byte) kat dev
yvopilovv tinote mepi devBivoewv IP. T va gtvar @ikt 1 emkovovia VO VITOAOYIGTMV, TPENEL
o kaBévag va yvopilet ™ devbvvon MAC tov dAlov. H Adon mov ypnotomoteital, Aowmdv, sivar
vo 6TaABel éva TaKETO EKTOUTNG TOL pOTE: «Xg mowov avikel 1 devbvvon IP 147.102.38.1;» To
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nakéto o gtaoel pe exmopnn (broadcast) oe kGO pnyavn Tov vroductbov 147.102.38.0" (gav 1
pdoka eivar 255.255.255.0) kon kéBe pio an’ avtég Oa edéyEer av amevBOvetar otn oK1 NG
devbvvon IP. Mdvo 1 unyoavi pe ) cooty dtevbvvon IP Oa amoxpibei pe povo-gxmopnny (Unicast)
dtvovtag m devbvvon MAC avtic. To TpOTdKOALO TOV SATVITAOVEL VT TNV EPDOTNOT, OTOVTAEL
Kot Aappavetl v andvnon, ival to ARP.

Y¢ ocvvtopia 1 Aettovpyia tov ARP €xet g e&nc:
o O A yvopiler v d1evBvvon IP tov B kot B€Lel va pdbet mn guoikn tov dievbuvon (MAC)
O A ekréumer pia aitnon ARP mov mepiéyet  devbvvon IP tov B
Olot elvar vmoypempévol vo axovv yia epwtnoelg ARP kot va amavtovv
O B Aoppavet 1o makéto ARP kot amovtd pe t guoikn tov dievbuven Tov
O A xatoywpel 1o (evyog IP-“puoikn 61eb0vven” 6e Tpocmpivn pvf]unz
O1 KOTOY®PNOELG EKTVEOLV YPOVIKE LETA OO LEPIKA AETTA Kol 1] TANPOPOPIo SLorypAPETOL

o O O O O

Inuewwveton 0Tt | Tpoavagepbeica dadikacia, Tov oyetiCeton pe Tic dtevbvveeig MAC kabmg kot
pe 1o mpwtokoAlo ARP, oyvetl yuo v emihvon Oevbivoewy amokigiotikd PEGO GTNV TOTIKN
neployn exmoumc (broadcast domain). Metah S10QOPETIKGOV TOTIK®OV TEPLOYDV EPapUOlovTal
aAyopBuotl dpopordynong Kot yivetor emkowvmvio oto otpodpo diktvov (IP). To makéto IP
dpoporoyeitar mpog TV TOAN (gateway) mov LVTOJEIKVOOLY Ol TIVAKES dPOUOAGYNONG, TV omoia
(MOAN) aeopd ko N avaykr eniivong devBiveewy. Aniadr|, agov ta makéto IP mov mpoopilovrat
Yoo unyavég extdg Tov Tomkoy vrodiktvov (147.102.38.0/24 yuwo v mepintoon tov EITY g
Yx0MGC) amoosTéAlovTol otV TOAN, N ©¢ Ave dadtkacio eniAvong devBivoewy yivetar yio va
npocdopiebet To Levyog IP-“puoikn diebBvvon” g THANG.

Oocov agopd TIc d10dpOUES 6TO S1adTKTLO, OEV VITAPYEL UNYOVIGUOC Y10 TNV OVTIGTOLYIoT OVTOV GE
devBiveoeig IP, avdAoyoc Tov unyavicudv Tov TepLypaeONnKoy TPONYOLUEVOS Y10, TAL OVOLOTO KOt
T1g drtevbvveeic MAC. Tlapott, pia dadpour petald VIOdIKTOL®Y UTopEl va oplobel w¢ o oepd
amo oevbiuvoelg IP péow tv omoimv Ba 61€A0eL To makéto IP, 0 Tpocdiopiodg TV GUYKEKPIUEVOV
dwdpoudv yivetar katoveunuéva Pdoelt tov aiyopiBumv dpopordynons. o kédbe maxéto to
eMOUEVO Pripa TG SLadPOUNG TPOKVTTEL 0md TOV TivaKa dpoporodynons. Emmiéov, éva maxéto IP.
aviAoyo LE TO LIOSIKTVO TPOOPIGHOV TOV, TPOMOEITOL TPOG TNV KATAAANAN demapn ££000V Kot
pécm avng otov endpevo kopuPo. EAheiyetl e10ucotepng minpo@dpnong, To moKETo Tpowbeiton 6TV
npokafopiopévn moAn (default gateway).

Amopével va meptypagfel 10 mo ovclaoTikd UEPOS TG OANG dradkaciog, dnAadn, N ETKOV®Via
ueta&h dvo vroloylotdv. Avty Yyivetal 0tav o évag €€ avtdv (tehdtng — client) {ntd o vnpeoio
and Tov AAAo (e&ummpetntig — server). Befaimg évag vmoAoyiotg pmopel va eivarl towtodypova
neAdtng ko e&ummpetmc. o va 80800V vanpesieg mpog GyvmoTovg KoAOUVTES (TEAATEC),
opiCeton pia 0Vpa (port) wg onueio TpdTNG EMOPNG, OTOV 1 EPAPUOYN 1 0 EEVINPETNTAC KOKOVEL).
[Tpokeror yo évav apBud pnkovg 16 bit, emopévog opiloviar cuvohlkd 65536 00pec (0 €mg
65535). O npmteg 1024 Bvpeg (0 g 1023) Bewpovvion maciyvooteg (well known ports) kot
avTIGTOLYO0VV GE YVOOTES epapproyés. Ot Bupeg 1024 €wg 49151 ypnoiponoovvtal omd ddpopeg
EQAPUOYES, AALG TTpoNYEiTAL dEGUEVOT) TOVG HEc® dradtkooiag eyypaeng (Registered Ports), evd ot
Bvpeg 49152 émg 65535 ypnoyomorovvtan erevBepa (Dynamic v Private Ports).

Mo mapaderypa, ot e&uanpemtéc 16tov axovve cuvibwg otn Bupa 80. 'Etot yio v emiokeymn oe
po 1otoceAidn Oa TpEmeL va yivel po TpdTn MO He TOV EuIMPeTNT 16TOY otn Bvpa 80 kot va

! S0 EITY g ZxoMic GA0L 0l VIOAOYIOTES Tov LIoducToov 147.102.38.0/24 Bpickovtar evide g 810G meployic
EKTOUTNC.

2 0 anootoréag (A) copmephapBéver v IP dievBvvor Tov oto makéto ARP mov otéhvel. Etot o B, pe ) Afym g
aitnong ARP, evnuepdvel kot avtdg tov dkd tov mivaka ARP dote va pn ypelochel va mpoceuyel o dwadikooio
enilvong g dievBvvong tov A Otav ETAcEL N OPO VA TOL ATOCTEIAEL KATO0 ToKETO IP.
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nBet 1 cvykekpévn cerida pe to ovopud . Opmg bv n devBovvon IP tov eEuanpem 1oT00
dev gtvan yvmotn, Ba mpénet va mponynbel o aitnon otov tomkd eEvmnpetnt) DNS (wov akovet
ot 0Opa 53) yuo TNV avTieToiynon Tov ovouatog g 1otobéong (Web site) oe dievbvvon IP. T'a v
eCumnpétnon ¢ aitnone Hropel va yivouv Ol 00IKEG EPMTNCES G AAAOLG eELmNPETNTEC,
axolovbovtag v maykocpa epapyio DNS, pe amotéheopo avénuévn kabvotépnon. [a v
amo@uyn tov mopondve ot eéumnpetntéc DNS Swbétovv por mpocwpwvy pvAun (cache) omov
KPOTOVV TIG OOVINGELG OTIG 7O TPOSPATEG OTNOELS. TEAMKA, TO AOYIGUIKO TOV ¥pNotn pobaivel T
dtevbuvon IP ¢ 10100¢0m¢ (Tv omoia cuviBm¢ Tomo0ETEL GE TOMIKY TPOGMPIVY] UVAUN Yol TNV
nepintwon mov Ba 1N ypelootel kot Al cvvropa). T va petadmoet maxéto IP mpog tar eket,
npémeL vo. Ta. tepdoel oto otpoua {evéne dedouévov (data link) e kaptag diktdov tov, 6oV Ha
evBvuAakmBovv cg TAaicta TPOTOv HETAO000VV.

21V aoknon ot Bo PEAETNGETE TIG AEMTOUEPELEG TNG SIKTVOKNG EMKOWVMVING G€ TOMKO minedo
(LAN). T'a ) diepevvnon tov taparndve, oto Windows XP 6o ypnoyomombei n eviod arp. H
EVIOM] arp &XEl SYVOOTIKEG AELTOVPYIEG OYETIKA e TNV €QApUOYn TOL TP®TOKOAALOL ARP og
évav vroloyloth. ' Borbsia mnyaivete oto Start 2 Help and Support kot oto mhaicio Search
minktporoynote “TCP/IP utilities”, omote eppavifovioar OAeg ol oyetikég eviodés. Ieprocdtepec
TANpoeopies Yo 10 TpmTOKoAAo ARP pmopeite va Bpeite 6TV 16T0GEAIDO TOV GYETIKOV TPOTHTOV
RFC 826 http://www.fags.org/rfcs/rfc826.html.

I[Na va ecélbete oto otabud epyocioc tov EITY, ypnowomoiciote To Ovopo ypnotn Kot
cuvOnuaTiko Yo TPpocPacn oTic NAeKTPOVIKES vaNpecies Tov Ldpvpatog (mov cag £xet 600el
and to KHY). Metd and emtoyn tavtomoinot cog amd tov e&ummpetnt) LDAP, 6o arokmoete
TPOGPACT GTOV TOTIKO VIOAOYIOTN He dvoua ypnotn labuser. Eqv oty 006vn dev gppavifeton
oYETIKO TOPABLPO SOAGYOL YO TNV EGAYMYN GTO GUGTNUO, TEGTE TOVTOYPOVO TO TANKTIPO
Alt+Ctrl+Del.

INo TS TaPUKATE OGKNGELS ATUVTIOTE 6TO GVVOOEVTIKO PUAAGOL0, TO 0T0i0 B0 Tapad0dei oTo
T£h0G TOV £PYacTPioV 0TOV EMPAETOVTO.

Aoknon 1- O lMNivaka¢ ARP

1.1. Aeite kou Kotayphyte tov mivake ARP tov vroloyioty cag mAnkipoAoymdviag arp —a 1
arp —g og éva mapabvpo eviodmv. O mivakag avtdg mepiéyet Tig dievbiveeic MAC ko IP
TOV VTOAOYIGTOV LLE TOVS OTOIOVG EXEL EMKOWVMOVIGEL TPOGPATA O SIKOG GOC.

1.2. Ze éva mopabuvpo eVIOADV €KTEAEGTE TNV €VIOA| ping <dLeUBuvon IP>, 6mov
<dLevBuvon IP> m dwvbvvon IP tov duthavod oag vmoloylotr. Asite moAM kot
kataypayte Tov tivaka ARP tov vtoroyiom cag. Tt napatnpeite;

1.3. Znuewwote 11g devbiveoelg IP g mpokabopiopévng moAng kot tov e&uanpemmtov DNS tov
voAoylot cag. [Yrooeiln: o v ebpeon tov default gateway xor twv elomnperntedv DNS
UTCOPEITE VO Y pNOLUOTOLOETE TV £VTOA ipconfig /all.]

1.4. Ymrdbpyovv ot d1evBiveelg avtég otov mivaka ARP tov vmoloyiot cog;

e éva TapaBupo EVIOA®MV EKTEAECTE TNV EVTIOAN arpclear MOOTE VO OOEIGEL O TIVOKOG ARP® 100
vmoAoyloty oog kabdg kot ipconfig /flushdns 7y va Swypa@odv Ol YVOOTEG
AVTIGTOLYNOELS OVOUATOV o€ dlevBivoelg IP. Xtn cuvéyela emokepteite v KevIpikn GeAida ToL
[ToAvteyveiov Www.ntua.gr xpnoYLOTOLOVTOS KAToloV TAONYO 16T00. Miag Kot 1 dievbuvon IP tov

® H evtol avtn oduvapei pe v arp —d, v omoia o ypriotng labuser tov EITY dev pmopei va exteléoet eAhelyet
KOTOAAMNA@V Siko®pdtmy.
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e&ummpem 16100 Tov EMII d¢v elvan yvwort) otov mhonyd 16tov (axdun kot edv frav PoMg
dwypdwyate), Bo Tponynbei emkowwvia pe tov e&umnpetnt DNS oote va tpocsdiopiodei. Katomy
Oo akolovbncer M avioAiayr pnvopdteov peta&d Tov mAonyov 16100 (TMEAGTNG) KOl TOV

eEumnpetn.

1.5. Tloeg amd Tig dievbiveelg IP mov mpocdiopicate oto epdtnua 1.3 £rovv toOpo KatoywmpnOei
otov mivako, ARP kot ywrti; [Yrddeiln: Eav medding kou elvomnpetntie Ppiokoviar oe
OL0POPETIKG DTOOIKTVA, N emKOIVWVIa oto atpaua |P yivetar uéow e moing mov vrooeikvier
o mivakog opoporoynong. |

1.6. Tloieg amd T1g drevbvvoelg IP mov mpocdiopicate oto epdtnua 1.3 dev Katoympndnkov ctov
nivoka ARP xou yoti;

Aoknon 2 — To mAaioio Ethernet

Y& ot Vv doknon Ba kataypaeovv ta miaiota tov Ethernet mov mapdyovrotl katd thyv emickeyn
HoG 16ToceMO0C. Ot OmAVINGELS, OTIS EPMTNCELS AVTNG Kot TNG EMOUEVNG AGKNOMG, TpolmoBETovy
Yvoon g VANG mov mapovoidodnke oty Epyactnplokr Acknon 1 kot €01Kd TG dopng Tov
mwaiciov Ethernet. Tepiocdtepeg mAnpogopiec v to Ethernet xor v e£EMEN Tov pmopeite va
Bpeite omv 10t00é0m http://www.techfest.com/networking/lan/ethernet.ntm, eved Aemtopépeteg yuo
™m douy tov mhowoiov Ethernet xor to media tov Ba  Ppeite oy 10TO0GEASQ
http://www.techfest.com/networking/lan/ethernet2.htm.

YnevOopiletar 6t 0 apywd IEEE 802.3 mpdtumo yia taydtnta 10 Mbps opilel 611 10 ehdyioto
unkoc mAauciov Ethernet eivon 64 byte4. Edv 10 makétro mov evBviakmvetal 6to mAaiclo £xel TOAD
pkpd pnkog, tote Bo mapayecOel e UNoEVIKA MGTE TO UETAOIOOUEVO TAOIGLO VO, OTOKTHGEL TO
eMdyioto unkog 64 byte. To 1610 TpdTLTO 0pilel 6TL TO PéYoTO PNKOg Thauciov Ethernet eivon 1518
byte”, omdte To. TOAD peydho maKkéTa B TPETEL VL TELAYIGTOVY TPV TH HETASOCT TOVG MG TAaioL
Ethernet.

To veotepo mpotvmo IEEE 802.3ac tov 1998 enékteive 10 Uéyloto emTPEMOUEVO UNKOG TANGTIOV
ota 1522 byte, ®ote va vrapéel xdpog yio v elcaymyn etiketdv "VLAN tag" uikovg 4 byte oto
mhaicio Ethernet (apéomg petd tic drevboveeic MAC kot pv to medio Tomog/Mnkog). Me tov
TPOTO QWTO UIoPoVV va vtootnpryfodv ewovikd tomkd diktva (Virtual LANS). Me v eilcayoyn
tov Gigabit Ethernet, ot kotookevaotéc petayoyémv (switches) kot koaptdv Gigabit Ethernet
apyoav vo vrootnpilovv tepdotion mAaiolo (jumbo frames) pnkovg 9018 byte. Ta tepdotia
mlaiclo votifetatl 0tL Pedtidvouy v emidoon diktvwv Gigabit Ethernet, opmg amotteiton va ta
vrootnpilel 6Aog 0 e£omAiopdg and dkpn oe akpn. Ta tepdotio mAaicla dev Exovv vioBenBel amd
10 IEEE y1a Adyovg cvpfatdmnrac mpog to micm (raiatotépo TpdTuma. yio. Tomika diktva Ethernet,
Token ring kot Token bus) kot €€ opiopod dev givar evepyomomuéva oTig KAPTEG SIKTOMONG Kot
Aoud O1KTLAKO EEOMMGUO.

[Tpotob apyicete ™V KoTOypoen QPOVTIOTE VO, adEdoeTe TNV Tpocwpviy uvAun (cache) tov
mAonyov. Xtov Internet Explorer emiié€te Tools 2Internet Options, otnv mvakida (tab) General
méote to kovuni Delete Files, emBefoidote v mpdbeon| cac, mepuévete vo olokAnpmbel n

* To mpooipo de cvumepthapfavetar ot pETpnon OTav avaepOLAcTe ot pikog mAatsiov. To mpdro 56 bit tov
mpooytiov eivar evaAlayéc tov 1 kot tov 0 yuo va emtevyBel ovyXPOVIGHOG. XPNOIUEDOVV DOTE TO. NAEKTPOVIKA
ool eion va TPOAGBOLY VO aviyveLGOLV TNV VTapEn ONUOTOG Kol vo apyicovv va “Srafalovv” mpotov apyicel n
petadoon tov mhatsiov. Ta exdpeva 8 bit givar 10101011 ko vrodeucvoovy v apyn Tov Thaiciov. [Tapatnpeiote 6t
uovo 1o televtaio bit amotelel mapaPioon Tov kavove evariayng Kot avTd gival TOv TPOYHOTIKG dEiYVEL TV apyN.

> To CRC nephapfaveton oTn HETPIOT TOV UAKOVS TAAIGION oV Kol PEPIKEG POpés mapadeinetar, omdte avti 1518 o
deite vo avopépetar 1514,
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dtaypan Kot kAeiote to moapdbvpo dtaddyov. Xtov Mozilla Firefox emiéEte Tools = Clear Recent
History, em\éEte to cache otov mivaka mov Oa egupovichei, emPefardote v npdbeon oag,
TEPIUEVETE VO OAOKANPpOEL 1) Starypagr) Kot KAEloTE TO TAPABVPO S1AAOYOVL.

A@ov Eexvnoete o Wireshark, okolovbnote and 1o pevod tov kevipikov mapadvpov, T Stadpoun
Edit = Preferences... kot and ™ AMota enthoydv oto aplotepd dworéyete to Name Resolution.
BeParwbeite 6t1 kovéva and ta teTpaywvakio ota de&ld dev ivor emieypuévo kot matinote OK.

7! Wireshark: Preferences - Profile: Default _|o| x|
= User Interface Name Resolution
Layout Enable MAC name resolution: ™
Columns Enable network name resolution: T
Font Enable transport name resolution: ™
Calots Enable concurrent DNS name resolution: [
Capture
L Maximum concurrent requests: |500
Printing
Name Resolution Enable OID resolution: ™
Statistics Suppress SMI errors: [

Protocols
GeolP database directories Edit...

Help oK | Apply | cancel |

I"o ™ dwdikacio g kataypagng akorovbovpe and 1o pevod emrloymv t dwdpour; Capture 2>
Interfaces... Xto mopdBvpo mov eppaviCetoar Oa deite OAeg TIg Sobéoipes KAPTEG SIKTVOL TOL
vroAoylotn cog, tnVv IP dievbuven toug kot o £voeiEn yio to mAn0og kot puOud makétwv (epOcoV
VIAPYEL TNAEMIKOW®VIOKN Kivnom). Xe Asrtovpywkd ocvotiuato O6mov 1o IPV6 vmootnpiletan
gyyevag (my. Windows 7) Ba epgpavicbei n diebbvvon IPV6. e Agrtovpyikd cvuotnpato OTmg T
Windows XP gv yéver gpoavileton 1 dievbvvon IPV4 extog kol ov €xet svapyonomesie amd Tov
ypotn M vroompiEn IPV6. Mmnopeite va dgite 1 Owevbuvon IPV4A kévovtag KAk mhveo ot
dekae&adkn akoAovBio g devbvvong IPV6, omdte kukhikd Ba epgavicBodv Oleg ot dubéoiueg
devBvveeig IP g kdptag dtktHov.

EnmiléEte v kbpta Sikthov’ Tov VIOAOYIOTH o0¢ UEow NG omoiag Ba yivel n GUAANYM TV
TOKETOV Kot TESTE To Kovuni Options.

"7 Wireshark: Capture Interfaces _ ol x|

;E Adapter for generic dialup and VPN capture none (i} (0] Qetailsl ﬂ
[ &/ MS Tunnel Interface Driver feB0: :ffff: fiff:fffd 0 0 Qetailsl
[ &l Intel(R) WiFi Link 5300 AGN (Microsoft's Packet Scheduler) fe80::221 :6aff:fe0l:a%6 O 0 Qetailsl
¥ &2 Intel(R) 82567LM Gigabit Network Connection (Microsoft's Packet Scheduler) 192.168.1.66 71 2 Qetailsl
[ & TAP-Win32 Adapter V9 (Microsoft's Packet Scheduler) fe80:: 2ff:e0ff:fe61:155b 0 0 Qetailsl =

d

Help | Start | Stop | thionsl Close

210 gndpevo mopdabvpo mov Ba epeavioTel, pmopeite vo 0piceTe EMAOYEG GYETIKEG LE TN SLOOIKAGTN
oVUAMNYNG, OT®G, PIATPa, d1dpKeln COAANYNC, KOODG Kot TOV TPOTO EUPAVIONG TV OTOTEAEGUATOV

® ¥10 PC Lab g oyoMic, 1 vroothipién IPV6 oto Windows XP ev &gt evepyomomnei.
! Mmopeite vo KAVETE KOTOYPOQET TOVTOYPOVA ad TOAES KAPTES, £dv glvar dtabéoyleg Teptocdtepes amd pia.
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cLAMYNG, OTMGC, T.Y. ELPAVIOT OE TPAYUOTIKO ¥pOvo. Mropeite eniong va oAAdEete TV emAoyn
™G Kaptag pe v omoia Ba yivel n cOAANYNM N va TpocsBécete ko GAAN. Befaiwbeite 6Tt kapud amd
TG emhoyég g kotnyopiag Name Resolution dgv eivan evepyomompévn. Tatdvrag to kovuni Start

apyiler n xotaypoen!

=lolx|
Capture
Capu.lrel Interface |Link—|ayer headedProm. ModeISnapIen [B]|Buffer [MB]|Cap A|
Fe'E"S: :'2‘2"1:’6;%:}'6[']1‘?;;% = Ethernet enabled default 1

Intel(R) 82567LM Gi... )
a Ethernet default J
TAP-Win32 Adapter ... .
AT TR Ethernet enabled default 1 ﬂ
kil | [

I~ Capture on all interfaces Manage Interfaces

M Capture all in promiscuous mode

Capture File(s) Display Options
File: | Browse...| | & Update list of packets in real time
I Use multiple files " Use pcap-ng format
P Next file every 5 Nnegabyta(s) B v Automatic scrolling in live capture
™ Next file every 1 = |minute(s) ||| # Hide capture info dialog
7 Ring buffer with, |2 Hfiles

_ = MName Resolution
I= Stop capture after |1 ~file(s)
Stop Caplure ... I Enable MAC name resolution
... after 1 =packet(s) I Enable network name resolution
I ...after 1 =|megabyta(s) [=]
- after 1 linuta(s) -] I Enable transport name resolution

X1 ouvvéxewn emokepteite TV 1otoceAida http://www.telecom.ntua.gr/ mov @urioeveitoan Gtov
vroroylotn pe dievbuvon IP 147.102.7.1. Mg poptwbei TAnpmg N oeAida motote to Stop Yo va
oTOMOTNGEL 1) Kataypagn. Ereidn oty doknon avt dev Ba acyoinbeite pe to IP kot mpmtodxoria
avoTEPOV oTpOUdTeV, 0o aAldéete ™V euedvion tov TapafOpov MOTOC KOTOYEYPOUUUEVOV
TOKETOV, MOTE VO, U deiyvel TAnpogopio yio TpwToKoAAa Tave amd o IP. TInyaivete Analyze -
Enabled protocols kat, apov Bpeite ™ ypopunq v o IPv4 pe KAk 610 avtiotoryo TeTpdymvo,
OEVEPYOTOLEIGTE TNV AVAAVGT) TOV TPWTOKOALOVL IP.

" Wireshark: Enabled Protocols - Profile: Defa ol x|
Enabled Protocols
Status ¢ |Pr0t0c0| - |Descripti0n ﬂ
I~ IPFC IP Over FC
¥ IPMI Session Intelligent Platform Management In
¥ IPMI/ATCA Intelligent Platform Management In
T IPNET Solaris IPNET
o) PP Internet Printing Protocol
M~ IPSICTL IPSICTL =
IPv4 Internet Protocol Version 4
¥ IPv6 Internet Protocol Version 6
Tl IPVS IP Virtual Services Sync Daemon
¥ IPX Internetwork Packet eXchange
It IPX MSG IPX Message
¥ IPX RIP IPX Routing Information Protocol
il ~ IPX SAP Service Advertisement Protocol hd
Disabling a protocol prevents higher layer protocols from being displayed
Enable All | Disable All | Invert |
Help oK | Apply | Cancel |

Oa Pocicete TIC AMAVINGEIS GOG YO TIG EMOUEVES EPMOTNCELS GTO GTOLYEID TNG KATOYPUPNS Kot
EOIKOTEPU OTIS TANPOPOPIEC MOV OMOTLIMVOVTOL OTO TAPABLPO UE TIC AETTOUEPEIEG TNG
EMKEPAAIDOC KOl TO TEPLEYOUEVO TV TAociov. YmevBopiloope o6tt 100 maxéto IP xor ARP
evBvlakdvovtol o€ mhaicto Ethernet.


http://www.telecom.ntua.gr/
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2.1 Bpeite ko emAéEte to mhaicio Ethernet mov mepiéyel to npdto pwijvopo HTTP GET ko
npocdiopiote 1t Oevbuven MAC tov vmoloywot coc. [Ymddeiln: AxolovOnote
owopoun Edit =2 Find Packet... ka oto mapaBvpo mov Oo eupaviorel emiiére String xou
Packet bytes wote va avalntioete oopuod yoportipwv eviog twv Se00UEVV TMV TOKETWV
IP. 270 mhaioio Filter: winktpoloynote “GET ", ywpic ta sioaywyikd, ko wotiote 1o Kovumi
Find. Eexivijote v avalitnon ard v apyn s kataypopnc!].

2.2. [Towa etvan n d1ev6vven MAC oV TPoop1oHOD TOV TANIGIOV;

2.3. Eivaw n mopomdve dievboven MAC avt) tov www.telecom.ntua.gr; [Yrnodeiln: EAéyéete
edv o www.telecom.ntua.gr fpioketor oto idio vwo-diktvo ue Tov vroioyioty oag].

24. Edv 6y, o mola cvokevn avikel ko ywti; [Yrodeiln: Avalntnote uetald twv ovokevmv
mov mpoaoodiopicate oo epdrtyua 1.3].
2.5. [Tow givon 1 dekae&adikn T Tov mediov Tomog (Type) tov mapamdved TAUIGIOV Kot Tolo

TPOWTOKOMAO VIOdEIKVOEL, [Yroderln: avomtdéte v emkepalida tov mloioiov Ethernet
KGVOVTaG KALK 010 oDuflolo + dote va supavichovv oda ta medio mov v omaptilovv].

2.6. IToto eiva to pfKkog tov mThatsiov o€ byte;

2.7. [T6ca byte tov mhausiov Ethernet mponyovvtar tov yapaktipo ASCII “G” g Aééng GET;
[Yrooeiln: emilélre to medio dedouévewv TOL TPONYOOUEVOD OVOTTOYUATOS (OTE VO,
gupaviohovv oto mopdbvpo ue to. TEpLEyouEVa To. avtiotorya byte dedouévav].

1 ovvéyela Ppeite ko emié€te To mhaioto Ethernet mov mepiéyet v omdvmon 6to TponyovUEVO
uvopa. HTTP [Yzddeln: AxolovOivias v vmddeln tov epwtiuotos 2.1, avalnteiote v
oxotovBia “200 OK”, yawpic ta eio0ymyikad, 10 TEPIEYOUEVO TWV OUETWS ETOUEVWY TAOLCIOV THS
AOTOG KOTOYEYPOUUEVOY TTAKETWV. ]

2.8. [Tota elvan 1 drevBvvon MAC 1ov amoctoAéa;

2.9. Eivow n mapamdve dievbdvven MAC avtr tov www.telecom.ntua.gr;

2.10.  Xe mown cvokevn avhkel ) dievbuvon avty;.

2.11.  Tlow givor 1 dievboven MAC tov TopoAnmen;

2.12.  X& mOl0V LTOAOYLOTY| OVIKEL,

2.13.  Tlow givon 1 dexae&adikn Tiun Tov tediov THrog Tov TpuTdve TAGIov;

2.14.  Tlowo givor to pfkog tov mThatsiov o€ byte;

2.15.  Tléoa byte tov mhausiov Ethernet rponyovvron tov yapaxktipa ASCI “O” g Aéénc OK;

2.16. IMow amd ta medio tov mAouciov Ethernet wkotaypdper 1o Wireshark; [Yzdderly:
ovuPovievbeite v http://www.techfest.com/networking/lan/ethernet2.htm#2.1 yia va deite
ta wedia tov mAauciov Ethernet kot o ovouaza tovg.]

2.17.  TiovpPaiver pe to CRC; [Yroodeién: deite http://www.wireshark.org/faqg.html#qg7.10.]

Aoknon 3 - lNepiocoodrepa yia ra makéra ARP

e autn| TV doknon Bo KaTaypapovV T TUKETO TOV AVIOALAGGOVTAL 6TO TPOTOKOoALO ARP, e
Bonberar tov Wireshark. YmevOopiCovpe 611 0 ypriomg pmopel va opicel koatdAinio @iltpa
Katoypaenc/avédivong ta onoia mteplopilovv v Kivinon mov KoTtaypaPeToy ovoADETOL COLPMOVO, [LE
T0 Kprnpld tov. 'Etot, cdpemva pe tv oporoyio tov Wireshark, diakpivovpe to capture kot to
display filters avtiotolya, ta omoio Oa avaAvbovv oTic emdueveg oepés aoknoswv. YrevOvuileton
ot mAinpoopieg oyetikd pe to Wireshark uropeite va Bpeite oto http://www.wireshark.org/docs/.

Eekwvnoete pa véo kataypaen pe to Wireshark omwg oty doxnon 2. Xt cvvéyela avoite
YPOUUY EVIOA®V KOl TANKTPOAOYEIGTE TNV EVIOAN arp —a ®ote va PeParwbeite 11 1 devbuvon
IP tov OwmAavod ocoag vmoroylot dev mepiéyetoan otov wivaka ARP. Av mepiéyeton tOTE
TANKTPOAOYNGTE amd TO TaPAOVPO EVIOAMV TNV €VIOAN arpclear. XT1 GUVEXELD, EKTEAEGTE TNV
eVIOM] ping <IP dLeUBuvon>, 6mov <IP & LeUOuvon> 1 6evbovvon IP tov dumhavol cog
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VTOAOYIOTY, KOl LOAMG OAOKANP®OEL 1 EKTEAEST] TNG EVIOANG TTOTHOTE TO SIOP Y10 VO GTOLATOEL M)
Katoypaen. Eravaidfete tov éAeyyo Tov mivako arp HETA omd TNV €KTEAEOT] TNG EVIOANG ping.

[Tpocoyn: Zvvevvonbeite pe 10 SMAAVO GOGC MGTE VO UV KAVETE ping TOVTOHYPOVA 0 £VOC TPOS TOV
éAlo!

Y10 kvplo mopdbvpo tov Wireshark, 6mov @aivetor n Katayeypoppévn SIKTLOKN Kivion, pmopei
EVOEYOUEVMG VO TAPOTNPNOETE Kiviomn Tov Og oyetiletol pe v mapoandve eviodn. H {ntovpevn
Kivnon pmopel va amopovobel pe v epoppoyn eiltpov mopatipnong og eEng: mnyaivete Analyze
- Display Filters... kot oto mapdOupo Filter emiréEre t ypoppr Ethernet address 00:08:15:00:08:15.
1 ovvéyelo oto medio Filter string dopbmdote ) diebbvvon mdote va gival ion pe T debbvvon
MAC g kdptag dktvov tov voroyiot) cog. H ovvraén tov @iktpov givar cwoeti) 6tav To
nedio “Filter string” éxel mpdoivo ypdpa. To eiktpo evepyomoteiton pe To matnua tov Apply, evd
10 TapdOvpo Saddyov Kheiver pe OK.

"7 Wireshark: Display Filt _ ol X
Edit Display Filter

Ethernet address 00:08:15:00:08:15
Ethernet type 0x0806 (ARP)
Ethernet broadcast

New

No ARP
IP only

Deletel IP address 192.168.0.1

IP address isn't 192.168.0.1. don't use 1= foLI
K | N

Properties
Filter name: IEthernet address 00:08:15:00:08:15

Filter string: Ieth.addr == 00:08:15:00:08:1 Epression...|
Help | oK Apply | Cancel |

3.1  Tramotéleopa €L M EPOUPLOYT OVTOL TOV GIATPOVL;

21N GLVEKELD KAVTE KAIK GTO TEAOG TNG EKQPACTC OTO TPACIVO TTEGIO TOV TEPLEYEL TO TPOTYOVUEVO
@iltpo, mpocbiote v ékppaocn and arp ko méote o Apply.

3.2 Tiamotéleopo £YEL M EPOPLOYT TOL SELTEPOL PIATPOV;
3.3  Iléoa makéto ARP avtadldyOnkav katd v ektédeon g evioing ping;
3.4  Tiamotéleopo &gl n xpnomn Tov Or avti yio to and oto mponyoduevo iltpo;

Emiélre t0 mAaiclo mov mepi€yet TNV £pMOTNOT Y TO TOo0g £xeL 1 dtevBuvvon IP tov dumhavol cog
vroAoytotn (dnAadn, mota givar 1 dievbvuven MAC avtov) pe Bdon v TAnpoopio oty othAn Info
Tov mapafvpov pe ™ Aloto KoTOyEypopupéveov mokétov. o vo dgite v mAnpogopio. wov
oyetiletar pe 10 otpdpo (gHENG dedouévav, méote t0 + otn ypapun pe titho Ethernet Il oto
TapdBvPo LE TIG AETTOUEPELEG EMKEPAAIDOC.

3.5 Xe mowov vmoloywot avikel n devbvven MAC Tov 0mOGTOAED KOL GE TOWOV TOV
TOPOANTTY;

3.6 [Tow elvar n dekoeadikn Ty tov mediov THmo¢ 1OV TOPOTAVE® TAOIGIOL KOl TO10
TPOTOKOAAO VITOOEIKVVEL;

Y¥to Ethernet, n petddoon tov byte yivetaw étol dote 10 mALov onuovtikd byte va petadideton
npdTOo. Avtifeta, 6cov aopd Tn petddoon twv bit evoc byte, to Aydtepo onuoavrikd bit
petadidetar Tpmto. Onwg avaeépbnke oty Epyaotnplokny Acknon 1, ywo ta medio dievbovoewv
(myng ko mpoopiopov), to TpdTo bit mov ekméumeTon deiyvel 10 katd OG0 M devbuven eivar
opadtkn 1 atokr, evd to bit mov akolovbei deiyvel 10 kaTd MOCO TPOKELTAL Yo TOTIKN 1)
povodikr dtevbuvon.
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3.7

3.8

T €ldovg devBvvon (OpadIKA 1 OTOUIKY, TOWKN 1 HOVOdKN) eivor kabe pio amd Tig
wponyovueveg devboveelg; [Yrooeiln: Avarntdéte o mepieyouevo, twv mediwv oievBovong
TNYNS kot mpoopiouod tov whaiciov Ethernet].

Ye mola Béom Tov mpmTov byte sugaviCeton To bit vynAdtepnc tééng g drevBvvone MAC
KOl GE TTOL0L TO ETOUEVO TOV);

INo va deite OAN v TANpogopia mov oyetileton pe To TpwtdékoAro ARP, méste To + ot Ypopuun
Address Resolution Protocol oto mapdupo pe tig Aemtouépeleg emkePaiidas. AQod LEAETHOETE TIC
Le Tpoooyn o tedio Tov amoteAovV 10 TakETo ARP anavtiote TG eTdUEVEG EPOTNOELS:

3.9

3.10
3.11
3.12
3.13
3.14
3.15

Kotaypdyte 1o ovopota kot to pnkog o€ byte tov mediov tov mokétov ARP
YPNOLOTOIDVTOS O VITOOELYLLOL TO GYNO GTO TEAOG TOV PUAANSIOL TWV OTAVINGE®V.
[T6ca byte tov TAaisiov Ethernet mponyovvtat tov nediov ARP opcode;

[T6oa byte givor o cuvolkd péyebog Tov makétov ARP request;

[Towo n Tiun Tov mediov ARP opcode;

To maxéto ARP petapépet t devbvven MAC tov amoctoAréa;

To mokéto ARP petagépet t d1evBvvon IP tov anoctoréa;

e molo medio tov makétov ARP mepiéyeton m epdnomn, dnAadr, n devBvvon IP tov
VTOAOY1GTH TOL omoiov avalnrteitor 1 dievbBuvon MAC,

Evtoniote 10 mpdto makéto ARP reply mov amotelel v andkpion oto mopandve mokéto ARP

request.

3.16

3.17

3.18
3.19
3.20
3.21
3.22

3.23
3.24
3.25

[Towo eivor n dekoeEadtkn T tov mediov 7Hmog¢ TOV TOPATAVEO TANGIOL KOl TO0
TPOTOKOAAO VITOOEIKVVEL;

Xe mowov vmoAoyloTr] aviker 1 devBvven MAC 10V 0mOGTOAED KOl GE TOWOV TOV
TOPOANTTT;

[Toca byte tov mharsiov Ethernet zponyodvrar tov nediov ARP opcode;

Mot 1 Tiun Tov mediov ARP opcode;

To maxéto ARP petapépet ) devBuvon IP tov amoctoréa;

To mokéto ARP petagépet t dievBvvon IP tov mapainmn;

Ye moto medio tov makétov ARP mepiéyeton n andvinon, dnradn, n devbuven MAC tov
VTOAOY1GTH TToL €yl T 01ev¥BVVon IP Yo v omoia £ytve 1 epdTnon;

[T6oa byte givor o cuvorkd péyebog tov makétov ARP reply;

Eivar to ponyovpuevo punkog 1010 pe avtd mov mpocdlopicote oty epmtnon 3.11;
Aobévtog tov pnkovg Towv mediov tov mokétwv ARP request/reply mov mpocdiopicate
npwv, TOg e€nyeite T0 dlopopeTikd pnkog mhatciov Ethernet yia makéta ARP reply xon
ARP request; [Yrooeiln: H fifriobnkn WinPcap mov ypnowomoiei to Wireshark, orwg
poivetal Kai ato oxetiko oynuo. s Epyaotypioxng Aoknong 1, cvlloufovel to. amepyoueva.
mloiola Tpotod uet0doBovy ato ToTIKO JIKTVO].

Am6 ta mponyovpeva eitvar Tpoeavég 0Tt Ta TakéTo ToL TP®ToKOAAOL ARP dev givan makéta IP.

3.26
3.27
3.28

[Toto medio Tov mhausiov Ethernet ta drapopomotei;

[Towo medio vodekvoel To katd Tocov mpokeltal yio Ttokéto ARP request nARP reply;
[Mati n TAnpoeopia mov petapépovv ta mokéto Tov TPpWTokOAAOV ARP dev pmopel va
petapepOet pe mokéta IP;
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OVOUATETTWVUMO: Ovoua PC:
Opada: Huepopnvia:
Aig0Buvon IP: : : . Aig0Buvon MAC: - - - - -

EpyaoTtnpiakil Aoknon 2
ETTiKolvwvia oT1o TOTTIKO dikTUO
(TrAaioio Ethernet kai rpwTékoAAo ARP)

ATOVTGTE GTO EPOTINATO GTOV YDPO TOV GUS OIVETUL TUPUKATM KUl 6TNV Tic® 6EAidM GV
oev emapkel. To puALGO0 0VTO B0 Tapadodsei otov emPprémovra.

Aoknon 1
11
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TR PSPPSR
TP UPT USRS
1R TSRS
OO RUR TR
R T TP PRT USSP
L PR PR USTRPRPP
K TP PR USSP
2R ST
128 ST
-«+——EmikepaAida Ethernet———»
Destination Source . ;
address address Type ARP Request rj ARP Reply Padding [ CRC
6 6 2 e e 4
-
T80 OO TP OO PP TP TSRO
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